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MESSAGE FROM THE CHAIR 
CRIMINAL INTELLIGENCE SERVICE CANADA 


COMMISSIONER J.P.R. MURRAY 


The global village and the global economy have become standard phrases in the language of 
contemporary politics and commerce. The proliferation of technologies like the Internet and 
instantaneous telecommunications have given these concepts new meaning, while political 
change and the erosion of geopolitical boundaries have done much to bring the world’s people 
closer together. 


Unfortunately, developments in the underground world of crime parallel those in the legitimate 
world. As documented in this report, transnational crime and borderless crime have become 
part of the police lexicon as criminals move freely around the globe and explore the possibilities 
of new technologies. 


Law enforcement, meanwhile, has been undergoing its own form of evolution. In the 1970's and 
1980's, policing was based on a reactive model, dealing with crime after it had happened. The 
public began to sense that the police were losing touch with their needs. Thus, a preventive 
model of policing was developed in the 1990's, one that stressed the need for partnerships and 
preventive measures in dealing with crime of all types. 


Criminal Intelligence Service Canada is an organisation that facilitates both partnerships and 
preventive measures in policing. With its law enforcement partners across the country and its 
intelligence gathering and analysis capabilities, CISC is in perhaps the best position to deal with 
continuing criminal activity and with new issues like the sexual exploitation of children, misuse 
of the Internet and technological crime. 


While the message contained in this report may seem bleak, the situation is far from hopeless. 
Through CISC, all of the police forces in Canada continue the struggle against transnational 
organized crime and seek innovative methods of preventing its expansion. Success in this 
regard, however, is not something that happens overnight. It is something towards which we 
must all strive, something that must become a target in itself. 
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MESSAGE FROM THE DIRECTOR 
CRIMINAL INTELLIGENCE SERVICE CANADA 


R. PHILIPPE 


The document which you are about to read is the Criminal Intelligence Service Canada’s annual 
assessment of the nature and extent of organized crime in Canada. It is based upon 

information gleaned from investigations conducted by CISC partner agencies from coast to 
coast and is intended both to inform the public and to assist law enforcement in the 
development of priorities and operational plans. 


The dual nature of this report recognizes an important element in the struggle against organized 
crime: the police cannot act alone, but require the support of the public. Organized crime 
touches each one of us in some way and every citizen is a key factor in halting its advance. 
This partnership between the police and the public is crucial and lies at the heart of the concept 
of community policing. 


Partnerships between law enforcement agencies are equally important in this regard. No single 
police organization can hope to deal alone with any of the complex problems documented in 
this report. Canadian police must reach out to one another and work together, for it is only 
through the building of partnerships that we will have any appreciable effect on the spread of 
organized crime. CISC is the key to such links, for as an organization that unites the Canadian 
police community it can help to create a common front against organized crime. 
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CRIMINAL INTELLIGENCE SERVICE CANADA 


Criminal Intelligence Service Canada (CISC) is an organization that provides the facilities to 
unite the criminal intelligence units of Canadian law enforcement agencies in the fight against 
the spread of organized crime in Canada. CISC is comprised of a Central Bureau located in 
Ottawa and a system of nine Provincial Bureaux which are located in each province, with the 
exception of Prince Edward Island whose interests are served by the Nova Scotia Bureau. The 
Central Bureau functions on a national scale and the Provincial Bureaux operate within 
provincial boundaries. 


Locations of the Central and Provincial Bureaux 


Regular members of CISC consist of federal, provincial and municipal police forces in Canada 
that have full time intelligence units. They presently include the Royal Canadian Mounted 
Police, the Quebec Police Force, the Ontario Provincial Police, the Royal Newfoundland 
Constabulary and in excess of 120 municipal and regional police departments. The intelligence 
& specialized units of these law enforcement agencies supply their Provincial Bureaux with 
intelligence and raw data for further analysis and dissemination. The criminal intelligence 
shared is related to organized crime and any other major criminal phenomenon in Canada. 


In addition to regular members, CISC also has associate members consisting of law 
enforcement agencies with a part-time intelligence unit and affiliate members which have 
investigative and enforcement personnel from the private sector and government. 
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The Central Bureau of CISC takes its direction from an Executive Committee, comprised of 20 
Chiefs of Police and RCMP Commanding Officers from across Canada and chaired by the 
Commissioner of the RCMP. This Committee meets annually to review the operation of CISC 
and to decide on goals and priorities. The CISC Central Bureau monitors the progress of those 
priorities through the nine Provincial Bureaux. The Managers of those Provincial Bureaux meet 
annually with the Director of CISC to discuss organized crime issues and forward 
recommendations to the Executive Committee. 


The staff of the Central Bureau consists of 11 regular members, 3 public servants, and 
secondments from other police departments and government agencies, presently the Sdreté du 
Quebec, Ontario Provincial Police, Montreal Urban Community Police, Revenue Canada 
Customs, Ottawa-Carleton Regional Police Service and the Vancouver Police Department. 


ACIIS 


The Central Bureau is host to an on-line computer data bank known as the Automated Criminal 
Intelligence Information System, or ACIIS II. This data bank is the national intelligence 
repository for all criminal intelligence members in Canada. All member agencies co-operate with 
each other in the collection, collation, evaluation, analysis and dissemination of criminal 
intelligence by contributing to the ACIIS Il system. 


ABOUT THIS REPORT 


References to organized criminal activity associated to particular ethnic organizations in this 
report are not meant to suggest that all members of that specific ethnic group are involved in 
organized crime or that the government of the country of origin or its lawful agencies permits or 
participates in any illegal activities. These references allude to the illegal activities of particular 
criminal organizations, the majority of whose members share ethnic similarities. 


The CISC 1997 Annual Report on Organized Crime in Canada is designed to present a 
comprehensive review of organized crime groups and their activities, based on intelligence and 
investigation reports from Canadian and international enforcement agencies. In particular, CISC 
relies on intelligence from CISC member agencies across Canada. CISC also works in close 
partnership with Criminal Intelligence Directorate of the RCMP for the collection and analysis of 
intelligence on organized crime and for the production of this report. 


The increasing sophistication of organized criminal activity demands of police and other law 
enforcement personnel an ever greater understanding of criminal methods and motivations. As 
organized crime grows increasingly transnational in scope, CISC and other Canadian and 
international enforcement agencies are being called upon to respond with greater cooperation 
between agencies and jurisdictions and with thorough strategic planning in the foreground. 


Development of an accurate estimate of the current situation and trends with respect to 
organized crime is a key element of successful enforcement and prevention strategies. 
Moreover, it is fundamental to rational policy making and public debate. 
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EXECUTIVE SUMMARY 


Most of the criminal organizations identified in previous editions of the CISC Organized Crime 
Report continue to be active in Canada, although in many cases, the nature of their activities 
has changed or developed rather significantly. 


Asian-based groups continue to control a significant share of the importation and distribution of 
Southeast Asian heroin in Canada and are continuing to expand their involvement in white 
collar crime. They also play a major role in computer software piracy and in the theft and export 
of luxury automobiles. 


Eastern European-based, particularly Russian, organized crime groups now operate in virtually 
every part of the country and, along with their more traditional activities, have expanded into the 
smuggling of stolen commodities, including luxury automobiles, computer equipment and other 
consumer goods. They are likely to attempt to become more involved in the illicit drug trade, as 
well. 


Aboriginal street gangs are undergoing a period of growth. They are extending their influence 
across the prairies and into Northern Ontario and are forging links with other organized crime 
groups. Their status in the criminal underworld has been enhanced considerably by their 
involvement in the standoff at the Waterhen Reserve and in the riot at the Headingley Jail. 
Aboriginal organized crime may use recent political developments as a pretext to undertake 
criminal activity in the guise of political action. 


While Akwesasne, astride the Quebec, Ontario and New York State borders, remains a 
smuggling centre, the contraband trade is no longer strictly an aboriginal preserve. Virtually all 
of the major organized crime groups in Canada now participate in smuggling activity, either 
individually or in groups. The potential profits are huge and consequently, legitimate business is 
forced to compete with a growing black market. 


A form of this activity which has gained prominence is the smuggling of illegal migrants. This is 
a particularly lucrative enterprise for the smuggling groups involved in it as large sums of money 
can be extracted from a vast pool of potential migrants while the legal consequences are 
negligible. 


A number of incidents over the past year, including murders, arson and major drug importation 
schemes, have served as reminders that Italian-based organized crime remains a continuing 
presence on the Canadian criminal scene. Italian-based groups are heavily involved in money 
laundering and corruption and have acquired a great deal of strength through alliances with 
other criminal organizations. 


The Hells Angels Outlaw Motorcycle Gang remains one of the most prominent criminal groups 
in Canada. It is heavily involved in the drug trade, particularly hydroponic marihuana cultivation, 
and makes extensive use of international financial networks to launder the proceeds of its 
criminal activities. It is making aggressive inroads into the Prairie Provinces and Ontario, and 
continues to be involved in a ferocious armed conflict with its rivals in Quebec, the Rock 
Machine. 


Drug trafficking continues to be one of the primary sources of revenue for organized crime 
groups based in Canada. Cooperation between groups is common as they rely on each other’s 
contacts in source and transit countries, logistical capabilities and distribution networks. 
Cannabis and cocaine remain the drugs of choice among Canadian users, while the threat from 
heroin continues to evolve. Asians, Italians, Colombians and Outlaw Motorcycle Gangs 
dominate the upper echelons of the Canadian drug trade, although secondary groups including 
Iranians, Romanians, Lebanese, Jamaicans and non-Colombian South American organizations 
grapple for shares of this lucrative market. 


The Internet and various technological innovations are beginning to have a serious impact on 
proceeds of crime and white collar offences. Major criminal organizations continue to exploit 
legal and regulatory shortcomings to launder large sums of money in Canada. Some will realize 
the potential of various Internet financial services to communicate and to carry out money 
laundering operations. The Internet is also being used increasingly to trade and distribute 
securities. This environment is difficult to regulate and may lead to an increase in securities 
fraud and manipulation. Technology like scanners, computer graphics software and high quality 
colour printers, meanwhile, make counterfeiting relatively simple and put it within the 
capabilities even of smaller criminal organizations. 
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INTRODUCTION 


Organized crime is one of the most insidious forces in the world today. Its influence transcends 
both physical and political boundaries, and is felt in all countries and in all fields of human 
endeavour. Historically, organized crime insinuates itself into industry and the financial sector, 
becoming an integral part of both local and global economies. It forges alliances with nationalist 
and extremist groups and, in some cases, actually infiltrates the structure of legitimate 
government, effectively becoming a political power in its own right. Despite the best efforts of 
law enforcement, organized crime grows ever more powerful, with an unprecedented potential 
for corruption. 


Canada is by no means immune to the encroachment of organized crime. Virtually every major 
criminal group in the world is active in this country and many are well established, their roots 
sunk deep in Canadian society and the Canadian economy. There are many reasons for this. 
Profound social, political, economic and technological change has effectively eliminated borders 
and notions of national sovereignty. People, commodities and money travel freely and at 
lightning speed, and criminals come and go as they please, pursuing the opportunities now 
available in a rapidly shrinking world. Canada is a particularly attractive destination in this 
regard. It is a stable country, with an established and efficient economic infrastructure. 
Traditionally, criminals have been attracted by Canada’s lack of comprehensive legislation 
against organized crime and the relative ease with which its banking and financial sector can be 
used for laundering and manipulating the proceeds of crime. This is gradually changing with the 
introduction of new laws and legislation designed specifically to attack organized crime and to 
protect the integrity of our financial infrastructure. 


Whether Canadians recognise it or not, Canada is an important branch operation of the global 
“business” of organized crime, and criminal activity in Canada has increasing international 
ramifications. Asian-based organized crime groups in Canada are responsible for massive 
counterfeiting of credit cards, to the point that Canada has become one of the world’s major 
suppliers of counterfeit credit cards. Money launderers take advantage of Canada’s lack of 
legislation governing currency and monetary instruments reporting to move large quantities of 
currency through and out of the country, some of it the proceeds of crimes perpetrated 
elsewhere. 


Many organized crime groups in Canada are exploring the possibilities of new forms of criminal 
enterprise, many of which are radical departures from more traditional activities. This 
emphasizes the evolutionary nature of organized crime, and the difficulties faced by law 
enforcement which is forever forced to play catch up. Virtually every criminal group in Canada is 
now active in smuggling, attracted by the enormous potential profits, to say nothing of the 
relatively lenient penalties involved. 


Organized crime has a profound effect on Canadian society, even for those whose lives are not 
touched directly by criminal activity. The social costs of drug trafficking and abuse, for example, 
manifest themselves in violence and rising urban crime rates. Government revenue losses due 
to contraband smuggling are estimated in the millions of dollars, while legitimate business is 
forced to compete with a powerful and growing black market. 
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NATIONAL INTELLIGENCE PRIORITIES 
ASIAN-BASED ORGANIZED CRIME 


Highlight 


Asian-based criminal organizations will continue to expand their 
involvement in white collar crime. In particular, organized shoplifting 
groups, the theft and exportation of luxury automobiles, credit card 
fraud, telecommunications fraud, money laundering and the pirating 
of computer software. 


Importation and the distribution of heroin from Myanmar ( Burma) 
Thailand, Laos, and Vietnam poses a significant threat to Canadian 
society. 


, 


Asian-based organized crime groups have established links with 
various other organized crime groups. 


- t Situati 


Asian-based organized crime in Canada is firmly established in several metropolitan areas. 
Toronto and Vancouver are the principal centres of concern to law enforcement. Montreal, 
Calgary and Edmonton are also affected by Asian-based criminal groups, followed to a lesser 
extent by Winnipeg, Ottawa and Halifax. In Canada, crime groups operating within Asian 
communities consist of three main elements: triads, gangs and other organized crime groups. 


There are known triad members in Canada, as well as evidence of established triads. The 
Luen Kung Lok and the 14K have both had a historical presence in this country. Apart from 
the triads, there are several other Chinese-based organized crime groups, the Big Circle Boys 
(BCB) being the most criminally active. The focal point of the BCB activity continues to be the 
Greater Metropolitan Toronto area. This city has also noticed a new and emerging criminal 
element originating in China’s Fujian Province. 


Much of the increase in violent Asian-based criminal activity can be attributed to Vietnamese, 
Laotian and Cambodian street gangs, which for the most part exploit victims in their own 
communities. The mobility and propensity for violence of these gangs are a concern for 
Canadian law enforcement agencies. Extortion, loan sharking, witness intimidation, illegal 
gambling, prostitution, drive-by shooting, "home invasion" and commercial robberies are typical 
gang signature crimes. 


The Vancouver Region has recorded more than 20 unsolved homicides from within the Asian 
community in the past 18 months. In the past year, the Greater Montreal area has also 
experienced an increase of home invasion robberies within its Asian community. 


5 


In Canada, Asian-based organized crime groups are now involved in crimes that reach beyond 
the Asian community, including such white collar crimes as money laundering, credit card fraud, 
counterfeit cheque schemes, telecommunications fraud and the pirating of computer software. 
As well, these groups are involved in sophisticated major theft rings and commercial break and 
enters. These expanding areas of criminal activity present a challenge to law enforcement and 
threaten both the banking community and Canadian society as a whole. 


Economic Crime 


Criminal groups operating in the Asian community continue to be responsible for most 
counterfeit credit card fraud in Canada. While the BCB are the main operators in this area, 
other Asian criminals are also believed to be involved. Asian-based criminal groups have also 
been involved in the distribution of counterfeit currency. 


The theft and the smuggling of computer hardware and software is an area in which Asian 
criminals are increasing their involvement. In the past year, Asian criminals in British Columbia 
and Ontario have been involved in theft of computers, computer components and electronic 
goods and in manufacture of pirated videos. Asian-based organized crime is also one of the 
major factors in the theft and smuggling of automobiles to countries in Southeast Asia such as 
the Peoples Republic of China (PRC) and Vietnam. 


Drugs and Smuggling 


There is a predominance of Asian-based criminals at every level of the Canadian heroin trade, 
from importation to street-level distribution. For instance, in Calgary and Edmonton, Asian 
gangs are involved in the distribution of drugs. This involvement extends to the control and the 
distribution of drugs in northern centres such as Yellowknife. Drug related violence has been 
problematic in both Edmonton and Calgary. 


In the past year, Asian criminals have been involved in the smuggling of illegal migrants from 
the PRC, particularly from the Fujian province. Many of the illegal migrants have used Canada 
as a transit point to reach the United States. For instance, upon arrival in Canada, many illegal 
migrants from the PRC are smuggled into the United States by a variety of means including 
overland and by boat. Some of the illegal migrants are smuggled through the Akwesasne 
reserve. 


Asian-based syndicates also continue to be active in selling smuggled liquor and cigarettes. 
These groups have established links with various organized crime groups such as Aboriginal- 
based organized crime for purchasing contraband liquor or tobacco for their distribution 
networks. Asian groups have also worked with the Hells Angels Chapters in Quebec and British 
Columbia in the distribution of drugs and firearms. 
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Asian-based organized crime will continue to control the importation and distribution of top quality 
Southeast Asian heroin. They will use acts of violence to maintain their control over this activity. 


Asian-based criminal groups will continue to be involved in credit card fraud as well as in the theft and 
smuggling of computer components. 


The Big Circle Boys and their associates will continue to pose a significant threat in most urban centres 
across the country. 


EAST EUROPEAN-BASED ORGANIZED CRIME 


Highlight 


East European-based organized crime is now operating in 
virtually all areas of the country and is also expanding in terms 
of the types of criminal activities in which it is involved. There 
has been a notable increase in the smuggling of stolen 
commodities, including luxury automobiles, computer 
equipment and other consumer goods. 


East European-based organized crime groups in Canada are 
well connected across the country, with strong links to 
counterparts across the United States, western and east central 
Europe and the Former Soviet Union(FSU). 


; t Situati 


East European-based organized crime in Canada has increased in terms of both the range and 
the level of its activity and now operates in virtually all regions of the country, from British 
Columbia to the Atlantic region. In addition to crimes such as extortion of the émigré 
population, the activities of these groups run the gamut from operating shoplifting and 
prostitution rings to immigration violations and various types of fraud. These groups are 
involved in gas tax frauds, money laundering and drug importation. There has been an increase 
in the theft and smuggling abroad of consumer goods, from luxury automobiles to computer 
equipment and jewellery. Links have been established among East European-based criminal 
organizations across Canada, as well as to counterparts in the United States, western Europe, 
east central Europe and the FSU. 


While some East European-based organized crime groups are characterized by formal 
reporting/organizational structures, others appear to be strictly venture-oriented, forming and 
disbanding in accordance with the commission of a crime or crimes. As well, several East 
European-based organized crime groups have been linked to so-called entrepreneur class 
criminals from Eastern Europe, who upon entering Canada or shortly thereafter, became 
involved in large international trading ventures conducting business between Canada and 
Eastern Europe. 


East European-based organized crime will increase its involvement in the smuggling of stolen 
consumer goods to the FSU and other destinations. 


It is likely that East European-based groups in Canada will attempt to become more involved in the 
illicit drug trade. 


As East European-based groups diversify and expand their criminal activities, they will establish links 
with other organized crime groups in Canada. 


ABORIGINAL-BASED ORGANIZED CRIME 


Highlight 


Aboriginal street gangs in the Prairie provinces are 
growing and making alliances with other organized 
crime groups. They have enhanced their status in 
both the criminal and the aboriginal communities 
through their involvement in the Waterhen reserve 


standoff and the riot at the Headingly Jail. 


Akwesasne remains a smuggling centre. Liquor, 
tobacco, illegal aliens and other consumer goods 
are moved through this area. The smuggling of 
tobacco products is not as widespread as it was 
before 1994. 


; t Situati 


The stand-off at the Waterhen reserve in Manitoba in May was the only major aboriginal 
incident in 1996. There were several other hot spots that threatened to ignite but that 
nevertheless remained calm. The Royal Commission on Aboriginal Peoples (RCAP) report 
released in November 1996 contains 440 recommendations that, if adopted, would see major 
constitutional changes, increased spending of $30 billion over a 20 year period, land claim 
settlements and redress of grievances over residential schools, among other issues. Various 
aboriginal leaders have warned that if the recommendations are not heeded, violence on the 
scale of Gustafsen Lake, Ilpperwash and Oka could once again occur. There has also been 
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resistance to the federal government's proposed changes to the Indian Act. This intransigence 
could intensify the irritation that some aboriginals are already feeling about what they consider 
to be the federal. government's lukewarm response to the RCAP report. 


Aboriginal-based organized crime groups may use these political developments as an excuse to 
undertake criminal acts in the guise of political action. 


Criminal Activity 


Aboriginal street gangs remain a concern for law enforcement, particularly in the Prairie 
provinces. These gangs are primarily made up of young aboriginals on the bottom rung of the 
socio-economic ladder. Their development is similar to that of street gangs in the United States. 
The most powerful group, the Manitoba Warriors, are involved in drug trafficking and 
prostitution. 


Although based in Winnipeg, the Manitoba Warriors are active in other cities and rural 
aboriginal communities on the Prairies. They also have a presence in aboriginal communities in 
north-western Ontario. The Manitoba Warriors made headlines in 1996 with their involvement in 
the stand-off at the Waterhen reserve in Manitoba. They were hired to provide an armed 
presence for a dissident faction on the reserve. 


Two Manitoba Warriors and a striker for the Los Bravos were convicted in the murder of two 
Hells Angels associates and another individual in Winnipeg. The murders were apparently 
committed over control of prostitution in Winnipeg. 


Members of the Manitoba Warriors and the Indian Posse were an important factor as 
instigators and participants in the riot at Manitoba’s Headingley Provincial Jail in April 1996. 
Some prisoners were tortured and beaten during the riot by gang members and damage to the 
institution exceeded $3 million. 


Akwesasne is still the area of operations for aboriginal criminal organizations. The smuggling of 
liquor, tobacco, illegal aliens and other commodities continue to cross the border between 
Canada and the United States. Liquor and tobacco products are smuggled into Canada from 
the United States while illegal aliens are smuggled in the other direction. Inter-provincial tax 
evasion on tobacco products is also being committed by these criminal organizations when they 
move tobacco products from a low-tax province to a high-tax province. Tobacco smuggling has 
fallen in the aftermath of the 1994 reduction in the federal tobacco tax. 


Illegal alien smuggling through Akwesasne was publicized last year after an elderly woman 
drowned during a crossing into the United States. 


Irritation over the federal government’s perceived lack of response to the RCAP report and unwanted 
amendments to the Indian Act will give aboriginal organized crime a pretext for criminal activities. 


Aboriginal street gangs will continue to consolidate their control of criminal activities such as prostitution 
and drugs in urban centres like Winnipeg. 


ITALIAN-BASED ORGANIZED CRIME 


Highlight 


Over the past year, a number of important incidents 
- unsolved murders, arsons, major drug importations 


- occurred in Canada, which serve as reminders of 
the continued presence and threat of Italian-based 
organized crime (lOC). 


5 t Situati 


IOC is a major concern in the following provinces: British Columbia, Manitoba, Ontario and 
Quebec. Other parts of the country are also influenced by IOC activity, but this is most often 
attributable to the existence of some desirable resource or facility, such as a remote stretch of 
coastline suitable for drug offloads. 


In Canada, IOC members adhere, to varying degrees, to three factions, namely the Sicilian 
Mafia, the ‘Ndrangheta and La Cosa Nostra. At this time, the strongest is the Sicilian Mafia. 


As stated in previous years, drug importation and trafficking along with money laundering are 
|OC’s primary criminal activities. Secondary activity includes murder, extortion, assault, 
contraband smuggling, gambling, loansharking and arson. 


Project CAVIAR/OVERDATE concluded in April 1996 with the arrest of 32 people in Canada 
and Spain. Charges of conspiracy to import hashish and cocaine to Canada and conspiracy to 
traffic cocaine were laid against important organized crime figures, many of whom were IOC 
subjects. Hashish seizures to a total of about 3 tons were made in Toronto, Montreal, England, 
and Pakistan. A total of about 500 kilograms of cocaine were seized in Toronto and Montreal, 
Rouse’s Point, N.Y. and New York City, Panama and Brazil. In the Toronto area, two separate 
and distinct groups were importing narcotics into Canada through the Lester B. Pearson 
International Airport. One of these groups allegedly directed baggage handlers to remove 
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specified pieces of luggage prior to inspection by Canada Customs. The second group used an 
employee of an airport-based company, which was a police storefront, to import narcotics from 
Europe in cargo containers. The common link for these two groups was the Quebec-based 
conspirators. 


Project CHOKE extended from 1993 to April 1996. The Ontario segment of this investigation 
was codenamed Project OILPALM. These investigations targeted a criminal organization 
involved in the trafficking of heroin and cocaine in Montreal and Toronto, with ties to suppliers in 
New York and Miami, as well as Cali, Colombia and Lima, Peru. While several importations 
were planned, only one actually occurred. This shipment contained 170 kilograms of cocaine. 
Important organized crime figures were arrested and charged. Frank COTRONI and his son, 
Francesco, Anthony VOLPATO, and Giovanni MARRA, all from the Montreal area, were among 
this group. 


The above investigations serve to illustrate a number of common factors in major criminal 
operations. They are excellent examples of the international dimensions of present-day crime. 
They also illustrate the benefits of cooperation between enforcement agencies, both domestic 
and foreign, to combat such illegal initiatives. Concealment methods noted included 
contraband hidden in loads of shrimp, coffee and leather. Although legitimate companies were 
sometimes unknowingly implicated, many of the major participants in these crimes were 
owners, managers or important shareholders of valid business enterprises. These ranged from 
financial advisors and investors to transport company owners to small-scale florists. 


Italian authorities state that there are growing links between the criminal groups in Italy and 
those in other countries such as Russia, Japan and China. These alliances are believed 
primarily to facilitate money laundering. In Canada, such associations are surfacing on an 
increasing basis and any major criminal undertaking features cooperation between groups and 
individuals of many ethnicities. Testimony before a US Senate Subcommittee in May 1996 
included statements by former Italian-based organized crime members describing the specific 
roles played by IOC and Eastern European-based Organized Crime in US-based fuel tax 
schemes. Simply stated, protection for the hundreds of Russian-owned gas stations was 
provided by IOC, permitting the existence of a “cartel” for the supply and distribution of 
gasoline. 
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Members of Italian-based organized crime (IOC) use corrupt practices 
in order to gain favours and to remain out of reach of the law. 


Members of IOC will continue to be actively involved in money laundering, which is one of their main 
activities. 


Because of the enormous income derived from criminal activities, members of |OC who control legal 
business can maintain low prices, thus creating unfair competition for other legitimate enterprise. 


Italian-based organized crime remains a real threat in Canada. Its increased strength, gained through 
cooperation with other organized crime groups, constitutes a formidable challenge. 


HELLS ANGELS/OTHER OUTLAW MOTORCYCLE GANGS 


Highlight 


The Hells Angels remain one of the most powerful and 
organized criminal groups in Canada. 


Drug trafficking is the most lucrative activity of outlaw 
motorcycle gangs. This is especially true of the Hells Angels 
who, with the support of their affiliated clubs, have taken over 
the distribution and sale of drugs such as cocaine, cannabis, 
LSD and PCP. Furthermore, the Hells Angels are involved in 
the hydroponic cultivation of marihuana. They also have an 
increasing share in alcohol and tobacco smuggling. 


The armed conflict between the Hells Angels and the Rock 
Machine still rages in the Province of Quebec. 


The Hells Angels have moved into Alberta and forged ahead 
with their plans for expansion into the provinces of 
Saskatchewan, Manitoba and Ontario. 


; t Situati 


Out of the 38 outlaw motorcycle gangs documented in Canada, the Hells Angels stand out as 
the most powerful and best organized. It is the only club to wield influence in every province of 
the country, except Ontario. The Hells Angels are constantly looking for ways of further 
diversifying their criminal activities. 
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In Quebec, the war continues between the Hells Angels and the Rock Machine, an independent 
motorcycle gang with no colours. This conflict broke out in July 1994, when both gangs 
attempted to assume control of drug trafficking in the Montreal area and other parts of the 
Province. 


Unlike the previous year, when the war caused scores of casualties, there was a noticeable 
reduction in the number of violent incidents in the early part of 1996. This period of calm was 
short-lived however and the hostilities resumed in the spring, this time in the Quebec City area. 
The Rock Machine, backed by the ROBERGE brothers, an independent Quebec City 
organization, waged a ferocious struggle with the Hells Angels for control of bars and drinking 
establishments involved in the distribution and sale of drugs. This surge in violence was 
followed by other major incidents. In August, an attempt was made on the life of the imprisoned 
leader of the Rock Machine who was awaiting trial in the United States for conspiracy to import 
drugs. 


The same month, in Verdun near Montreal, a 90 kg dynamite bomb was found near a 
warehouse used by the Rock Machine as a meeting place. In October, two important members 
of the Montreal Chapter of the Rock Machine were gunned down in Verdun. In November, a 
bomb consisting of 23 kg of dynamite was planted on the property of the Hells Angels 
clubhouse in St-Nicolas, a Quebec City suburb. The device was dismantled before it could 
explode. In December, a member of the Hells Angels Quebec City Chapter was killed. 


Since this conflict broke out, there have been over 50 victims, 57 attempts or conspiracies to 
commit murder and 40 bombings and/or cases of arson. 


The team of investigators set up in October 1995 and made up of members of the Sdreté du 
Québec, the Montreal Urban Community Police and the RCMP and better known as Operation 
CARCAJOU, has carried out a relentless fight against outlaw motorcycle gangs. In 1996, 
CARCAJOU was extended outside the Montreal area to concentrate on drug traffickers 
associated with motorcycle gangs in the areas of Quebec City and Sherbrooke. In November, 
CARCAJOU lost some of its personnel to the Joint Organized Crime Investigation Unit (JOCIU), 
a newly formed elite squad of investigators from the MUCPD, the QPF and the RCMP, 
overseeing CARCAJOU and FAUCON. Operation FAUCON’s mandate will be to deal with 
ltalian-based organized crime and proceeds of crime. 


Ontario has the largest number of outlaw motorcycle gangs, i.e. 13, and the largest contingent 
of outlaw motorcycle gang members. In spite of a lucrative drug trade, the Hells Angels have 
not succeeded in setting up a chapter in this province, as they have been too busy fighting the 
Rock Machine. Intelligence indicates that the Rock Machine have set up a chapter in Kingston, 
while the Hells Angels are allegedly controlling drug trafficking in the Cornwall area through the 
Evil Ones, one of their puppet clubs. 
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The Halifax Chapter of the Hells Angels is the only one east of Quebec. The Hells Angels 
exert control over most of the criminal activities in the Atlantic Region, particularly the drug 
trade. The only other outlaw motorcycle gang in Nova Scotia, the Undertakers of Dartmouth, is 
entirely controlled by the Hells Angels. This is also true for the Bacchus of New Brunswick. 


On the prairies, the Hells Angels have ties to Manitoba and Saskatchewan and have recently 
established their first chapter in Alberta. The five Hells Angels chapters in British Columbia 
meanwhile are extraordinarily wealthy and are involved in most forms of criminal activity on the 
West Coast, including drug importation and distribution. They are also active money launderers, 
often reinvesting their illicit proceeds in legitimate business. 


The conflict between the Hells Angels and the Rock Machine will continue. For the time being, there is 
no indication as to which of the two gangs will prevail. The ferocity of this war has slowed down the 
criminal activities of both groups, particularly drug trafficking. 


In December 1997, the Montreal Chapter of the Hells Angels will celebrate the 20" anniversary of its 
foundation. This event should bring about several activities within the organization, particularly on an 
international scale. 


Besides their known criminal activities, such as drug trafficking, the smuggling of tobacco and alcohol, 
prostitution, theft and extortion, the Hells Angels make use of extensive international financial networks 
to launder the proceeds of their illegal activities. 


OTHER SIGNIFICANT ORGANIZED CRIME ISSUES 


FIREARMS AND ORGANIZED CRIME 


Highlight 


Criminals are acquiring more powerful and 
automatic firearms. 


The sources of firearms used in criminal 


activity include: Rifles/shotguns acquired at 
legitimate dealers; stolen firearms; and 
smuggled firearms. 


The United States is the main source of 
legal and illegal firearms entering Canada. 
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Organized crime groups, and individual criminals, have access to a wide variety of firearms 
with an increasing predilection for automatic weapons. The firearms are usually either 
smuggled into Canada or acquired through criminal activities such as break and enters and 
thefts. While handguns are increasingly the firearm of choice, there is an abundance of 
legitimate imported long guns which eventually end up in the hands of criminals and are used in 
the commission of crimes. 


The number of illegal firearms in Canada is unknown. However, there are currently 1.2 million 
registered firearms in Canada. Approximately 65,000 firearms have been reported stolen over 
the last twenty years and over 5,600 reported lost or missing. This represents a significant 
repository of firearms that could be used in criminal activity. As well, numerous firearms have 
been smuggled into Canada. Unlike an illegal commodity such as cocaine, which is consumed 
and must be continually replaced, a single firearm can be continually used by the criminal until 
discarded or seized by the police. 


The United States is the source of most legal and illegal firearms in Canada. It is relatively 
easy for Canadians to acquire firearms in the United States either through a U.S. accomplice or 
“straw” purchaser, or directly by themselves. With over 127,000 federal firearms licensees in 
the United States and less stringent rules and regulations governing their sale, it is impossible 
to eliminate this firearms source for the illegal Canadian market. 


Firearms are smuggled into Canada through normal ports of entry and the numerous 
unmanned border crossings. Intelligence continues to point to aboriginal reserves, in particular 
Akwesasne, as conduits for illegal firearms entering Canada. Firearm couriers are not 
necessarily habitual criminals. For example, senior citizens have been intercepted with illegal 
firearms. The smuggling of firearms into Canada appears to involve individuals or small groups 
moving shipments containing between three and twelve illegal firearms. 


There are individuals in Canada attracted to the U.S. “militia’ philosophy or who espouse 
similar anti-government convictions. These people view the possession of all types of firearms 
as necessary to the maintenance of their ideology and concepts of personal freedom. 
Consequently, these individuals are also involved in the illegal firearm trade in Canada. A 
recent example of this activity was the discovery at Smithers, British Columbia in October, 
1996, of a cache of firearms, ammunition and survival equipment, which was eventually linked 
to militia activists in Texas. 


Increasingly, handguns are being used in the commission of crimes. In 1986 one fifth of 
homicides involving firearms were done with a handgun but by 1996 this had increased to one 
half of all homicides. Semi automatics are increasingly the firearm of choice for criminals. In 
the past, a 9mm or .357 Magnum firearm was displayed to demonstrate power and prestige. 
Now it is often a MAC 
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10 or TEC-9 machine pistol. However, small caliber and cheaper firearms such as the .32 or 
.25 are also used by criminals since they are easily concealable in pockets and less costly if 
discarded after the commission of a crime. 


Firearms are a common commodity used by all organized crime groups for their personal 
protection; their need to demonstrate power and display prestige and for the commission of 
criminal acts. This will continue to be a constant factor in their behaviour and will represent 
continuing risk to law enforcement officers and the general public. 


Criminals will continue to acquire more rapid fire firearms. 


Firearms will continue to be the constant companions of criminals in their daily activities. 


COLOMBIAN-BASED ORGANIZED CRIME 


Highlight 


Colombian-based trafficking groups 
continue to play a dominant role in the 


Canadian cocaine trade. They also control 
multi-million dollar laundering operations in 
Canada. 


; t Situati 


Colombian-based trafficking groups continue to play a dominant role in both the Canadian and 
international cocaine trade. While many are associated with established groups in Colombia, 
they continue to function with a large degree of autonomy. Alliances often exist between groups 
even when those groups are linked to different parent organizations back in Colombia. As well, 
links with non-Colombian groups, particularly Italian-based criminal organizations, are often 
developed. 


The Colombian-based groups active in Canada have not been affected by the incarceration of 
the leaders of the Cali mafia. Their main challenge now lies in protecting their monopoly from 
other emerging cocaine traffickers. 


Colombian cocaine mafias are not monolithic structures as is commonly believed, but are 
organized as a series of unique entities, each headed by a single trafficker. These groups will 
agree to co-exist within a specific area, like Cali or Medellin. This leads to a mutually 
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advantageous relationship since it allows the traffickers to concentrate on profits rather than turf 
wars. The organizations can utilize each other's expertise to avoid the need for sub-contracting 
and duplication of effort, thereby reducing both the cost and the risk of doing business. 


Colombian-based cocaine trafficking groups are firmly established in Canada. They continue 
to make use of commercial enterprises as cover for their illegal activities, blending into already 
existing Latin American business communities in a number of large cities. These Colombian- 
based groups distance themselves from the drug trade as much as possible, acting as 
facilitators and go-betweens rather than as traffickers. They separate drug and money 
transactions and rely upon intricate money-laundering networks to move drug money offshore. 


In September 1995, police in British Columbia seized 305 kilograms of cocaine. This seizure 
constituted part of a much larger shipment of 700 to 1,000 kilograms that had been 
orchestrated by the Hells Angels and the Colombians in Vancouver. In February 1996, 400 
kilograms of cocaine were seized in Vancouver from a cargo container of cookware originating 
in Colombia. Police effected a controlled delivery to a Toronto warehouse that had been rented 
by a group of Colombians. Information garnered from a seemingly unrelated 38 kilogram 
cocaine seizure in Cambridge, Ontario led back to the same warehouse. Evidence found at 
both locations demonstrated that the group had managed to distribute over 350 kilograms of 
cocaine successfully. 


Colombian-based trafficking organizations represent a significant challenge to law-enforcement. Their 
intricate trafficking and money laundering networks are difficult to penetrate, particularly as they 


continue to use non-bank financial institutions to launder their criminal proceeds in Canada. 


Colombian-based criminal organizations are also problematic due to their willingness to work with other 
criminal organizations regardless of ethnic background or ideology. 
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ILLEGAL MIGRATION 


Highlight 


The smuggling of illegal migrants is a 
particularly lucrative enterprise for 
organized crime. Large sums of money can 
be extracted from the vast number of people 
wanting to relocate and the legal 


consequences, if caught, are negligible. 


Criminal organizations established for the 
specific purpose of smuggling illegal 
migrants are currently responsible for the 
bulk of migrant smuggling in Canada. 


C t Situati 


Illegal migrant smuggling is big business. Syndicates involved in this trade operate all around 
the world in such countries as Iran, India, the Peoples Republic of China (PRC), Sri Lanka, 
Pakistan, Hong Kong, Thailand, Nigeria, Brazil, Russia, the United States and Canada. 


Syndicates provide "package deals" for their clients, which include counterfeit documents and 
airline tickets, as well as the use of safehouses and contacts throughout their journey. A fee 
ranging from $5,000 to $50,000 is charged per individual. A syndicate which was dismantled in 
November 1996, for example, was charging $45,000 to bring migrants from the PRC through 
Canada into the United States. 


In most cases, migrant smuggling organizations operating in Canada are either independent of 
or only loosely affiliated to major organized crime groups. On the international front, however, 
transnational organized crime groups are involved in most aspects of migrant smuggling. 


Smuggling networks and organizations assist and support criminal extremists from their own, 
or other religious or ethnic groups by providing access to established smuggling networks. 
Criminal extremists also take advantage of existing drug or contraband smuggling routes and 
networks to smuggle extremists and matériel. 


Routes 


Identifying routes used by the organizations which smuggle illegal migrants has always been 
difficult, since they change rapidly, almost from month to month. Smugglers have been able to 
react to interdiction activities with relative ease to avoid transit sites and points of embarkation 
where they may encounter enhanced scrutiny and questioning or where visas may be required. 
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Many illegal migrants use Canada as a transit point to reach the United States. 


Migrant smuggling offers organized crime groups the double incentive of high returns on investment 
and relatively minor sentences in the case of conviction. This may prompt organized crime groups in 
Canada to add migrant smuggling to their current illegal activities. 


Organized crime groups involved in the production of counterfeit identity documents may become a 
resource for illegal migrant smuggling organizations. 


CONTRABAND SMUGGLING 


Highlight 


Virtually all of the major organized crime 
groups in Canada have participated in 
smuggling activity, either individually or in 
cooperation with other groups. 


The financial impact of the contraband trade 
is massive. During the three peak months 
of 1996 a major smuggling operation, based 
in Ontario but with both national and 
international connections was dismantled. It 
is estimated that the criminal organization 
involved made a profit of approximately $1.1 
million. This, in turn, would translate into 
government tax revenue losses of about 
$1.9 million. 


° t Situati 


Like the drug trade, contraband smuggling has become a major source of revenue for 
organized crime. Most of the criminal groups in Canada are involved, both separately and 
cooperatively, in smuggling operations. While tobacco and alcohol remain the most popular, 
the range of commodities being handled is constantly increasing with the only consideration 
being the potential of the commodity to command maximum profit. Among the most recent 
goods being smuggled are such diverse items as jewellery and precious stones, stolen 
vehicles, weapons, animal parts, cigars, and even illegal migrants. A substantial market for 
each of these products/services exists, either within or outside Canada. Also, many are highly 
taxed, placing them beyond the reach of most individuals. 
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Each region of the country is affected by the contraband trade. In some areas, the operations 
are loosely organized, even familial in nature. Others are major criminal enterprises with well- 
entrenched networks and international links. One organization, whose alleged leader was 
arrested in the United States and is currently the subject of a Canada-wide arrest warrant, was 
responsible for smuggling tobacco and alcohol from the US to Canada. It is estimated that up to 
$100 million in profits has been realized by this group since 1992. 


While commodity sources vary according to the product and the geographic situation of the 
smuggling organizations, most alcohol originates from the United States. As for tobacco 
products, a large percentage is Canadian-made goods exported to the United States which 
have been diverted to the Canadian black market. Significant price differentials for cigarettes 
have created a thriving interprovincial traffic. The cost of a carton of cigarettes ranges from 
around $26.00 in Ontario and Quebec to over $50.00 in Newfoundland. Foreign (mainly US 
and British) and Aboriginal-manufactured brands constitute a lesser segment of the contraband 
tobacco market. 


Groups formerly associated with the drug trade are often involved today in contraband tobacco 
and alcohol. There are numerous reasons for this, the two most important being that the profits 
are high and that the required infrastructure is already in place. The public perception of the 
contraband trade as relatively harmless and the comparatively lenient penalties if caught 
undoubtedly play a role as well. Reports of the willingness to exchange illicit drugs and 
weapons for contraband tobacco serve as further evidence of the linkage between these 
worlds. 


As stated above, many Canadians do not view the contraband trade as “real crime.” Thus, 
many agencies throughout Canada are attempting to inform the general public of its widespread 
repercussions. These include the fact that legitimate businesses are forced to compete with 
contraband dealers, the serious criminals involved in smuggling operations and the links 
between profits and the perpetuation of more easily identified crimes. 


The potential profit of the contraband trade will continue to be irresistible to both large- and small-scale 
criminal groups. Activity which appears to be reasonably innocent in the eyes of a significant number 
of people has proven to have far-reaching adverse effects, and legitimate business will be forced to 
compete with a growing black market. 


Contraband smuggling operations will increasingly resemble the illicit drug trade. Major figures will 
maintain distance from contraband, making it difficult to obtain evidence of their roles. 


Smuggling organizations will continue to evade investigation and prosecution by switching routes and 
commodities with relative impunity. 
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THE ILLICIT DRUG TRADE 


Highlight 


Cannabis products followed closely by cocaine 
remained the most popular illicit drugs in Canada in 
1996. The demand for chemical drugs is strong but 
varies considerably according to the availability of other 
psychotropic substances. 


The threat to Canada from heroin continues to evolve 
as more drug source and transit countries emerge and 
as demand increases. Over 1996, the street level 
supply remained stable, with minor variations in price, 
depending on purity and country of origin. 


Asian-based organizations with ethnic ties to Hong 
Kong, Taiwan, the People’s Republic of China and, 
more recently, Vietnam maintain a firm hold on the 
heroin market in Canada. Groups with links to India, 
Afghanistan, Pakistan, Iran and Turkey remain 
secondary importers. 


Hydroponic cultivation of marihuana has experienced 
an unprecedented boom. Canadian hydroponic 
marihuana is now being exported to the United States. 
Marihuana originating from Mexico, Colombia and 
Jamaica still accounts for an important share of the 
Canadian market, however. 


Drug trafficking still constitutes a primary source of 
revenue for organized crime groups in Canada. 
Criminal organizations rely on each other’s resources to 
establish contacts in source and transit countries, to 
provide logistics for low risk importation and delivery of 
drugs, and to distribute the products. 


Italian-based organized crime is involved in upper 
echelon importation and distribution of many types of 
drugs. Asian-based groups are active in heroin and, 
increasingly, cocaine trafficking from importation to 
street level. Outlaw motorcycle gangs play a major role 
in large-scale distribution of cannabis, cocaine and 
chemical drugs. Entrepreneurs not aligned with any of 
the major crime groups are also important suppliers of 
drugs to the Canadian market. 
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GENERAL 


In 1996, the Canadian Centre on Substance Abuse completed a study into “The Costs of 
Substance Abuse in Canada”. The economic costs directly attributed to illicit drug use for 1992 
are estimated at 1.37 billion, or $48 per Canadian. The largest cost ($823 million) is lost 
productivity due to morbidity and premature death, and a substantial portion of the costs ($400 
million) are for law enforcement. Direct health care costs are estimated at $88 million. These 
figures do not take into account the costs (enforcement and losses) of all crime (thefts, 
murders, domestic violence, etc) indirectly associated with the use of illicit drugs. Furthermore, 
the authors of the study recognized the paucity of the data available and adopted a 
conservative approach in reaching the above estimates. To put things into perspective, total 
policing expenditures for Canada are estimated at $5.394 billion for 1992. 


HEROIN 
C t situati 


Police in Vancouver report that street-level heroin trafficking has increased over the 1995/1996 
period, in amounts of up to 3 or even 4 kilograms from the previous 1 kilogram average. 
Commercial shipping lines are being used increasingly in the importation of large quantities of 
heroin. 


In Alberta, drug trafficking continues to be the major criminal enterprise. An increase in heroin 
availability has been noted. Heroin users generally remain in the larger centres of Edmonton 
and Calgary. It is anticipated that while Asian-based criminals and gangs will expand their 
involvement in cocaine trafficking, they will continue to control the heroin market in this 
province. 


In Ontario, heroin seized over the past year at Toronto’s Pearson International Airport (PIA) has 
originated in both Southeast Asia (SEA) and Southwest Asia (SWA). In the Toronto region, 
there are a number of criminal figures with ethnic ties to drug contacts in SEA and SWA. It 
cannot be confirmed what percentage of the heroin seized was for local consumption. 


In the Province of Quebec, law enforcement agencies reported a marked increase in street- 
level heroin availability and purity. It is believed that Asian-based organized crime groups are 
competing with other organized crime groups for a share of the drug territory in the Montreal 
region. 


Canada does not have a testing program to establish the origin of seized heroin, because of its 
prohibitive cost. When there is no intelligence on the importation route, the source of the drug is 
determined by the origin of the group or trafficker involved. This can be misleading because 
most trafficking groups will obtain heroin wherever it is available. 
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COCAINE 
C { Sit ti 4 


The availability and abuse of crack cocaine have continued to spread, particularly in the cities 
of Atlantic and Central Canada. Jamaican Posses have developed and maintained crack 
distribution networks within Southern Ontario, including Toronto, while increasing numbers of 
traffickers from the United States supply crack in Southwestern Ontario. 


In June 1996, 5 kilograms of crack were seized from an individual arriving at PIA from 
Barbados. This is an unusual development as dealers have historically prepared the cocaine 
derivative on an “as needed” basis. The importation of crack implies that the existing supply 
networks have fallen short of the demand, particularly in Toronto and Southern Ontario. 


Trafficking Groups 


Most organized crime groups in Canada are involved in cocaine trafficking at some level. 
Colombians still control much of the trade in the cities of Atlantic and Central Canada and have 
suffered no repercussions from the series of arrests of key Cali mafia leaders by the Colombian 
government. Colombian-based organized crime groups are essentially decentralized 
organizations that are not dependent on a rigid hierarchy in order to function. Italian-based 
organized crime is also heavily involved in financing and planning major cocaine importation 
operations, as are the Hells Angels. Other outlaw motorcycle gangs and their associates 
remain active in street sales in bars, discotheques and striptease clubs. Many of these groups 
are closely linked to the Hells Angels in Quebec, Nova Scotia and British Columbia and receive 
cocaine from them. 


Criminal elements within various Caribbean immigrant communities are still involved in street 
level cocaine sales. In Western Canada the involvement of Asian-based crime groups in 
cocaine trafficking is increasing. Iranians, Romanians, Lebanese, Jamaican, Korean and South 
Americans are increasingly involved in the importation and trafficking of cocaine while Chinese, 
Vietnamese and Laotians are stepping up their connections at all levels of cocaine trafficking. 
Vietnamese traffickers from Alberta control the distribution of cocaine in the Northwest 
Territories. 


Formerly, organized crime groups in Mexico would only act as support elements to Colombian 
mafias in the transport of large shipments of cocaine to the United States. The Mexican crime 
groups are now conducting their own large-scale cocaine importation to the United States. 
Canadian authorities will have to monitor relationships between these Mexican mafias and 
members of major organized crime groups in Canada. 
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CANNABIS 


C t Situati 
Marihuana 


In 1996, hydroponic cultivation of marihuana reached unprecedented levels. The THC content 
of hydroponically grown marihuana remains high (from 10 to 20 percent), slightly greater than 
that of imported marihuana. Hydroponic cultivation facilities are increasingly sophisticated. A 
warehouse in a suburban Montreal industrial park housed a hydroponic facility with 11,000 
plants in full bloom. This installation was traced to the Rockers, an outlaw motorcycle gang 
aligned with the Hells Angels. 


Hydroponic cultivation has soared in the Provinces of British Columbia, Alberta and Quebec. 
A large portion of the crop in B.C. is exported to the United States where one pound of 
marihuana costs approximately CDN $6,000 in the United States, as opposed to $3,000 in 
British Columbia. 


In June and July, police and Customs officers in Vancouver seized more than $1.5 million in US 
currency linked to marihuana trafficking between Canada and the US. 


Travellers returning to Canada with varying quantities of the marihuana in their luggage remain 
one of the primary methods of smuggling foreign marihuana into Canada. In June, a Nigerian 
organization attempted to smuggle into Montreal 3,000 kg of marihuana concealed inside a 
container shipment of palm oil en route from Africa. 


Hashish 


Hashish is imported into Canada in multi-tonne shipments either aboard motherships or 
concealed in marine containers. Organized crime groups including Italian-based organized 
crime, the West End Gang(Montreal) and the Hells Angels cooperate in these large scale 
importation operations. In early 1996, two distinct shipments, one of 7.6 tonnes and one of 8.6 
tonnes, were intercepted. Both marine containers originating in Pakistan entered Canada at the 
Port of Halifax en route to Montreal. 


In May, the Drug Enforcement Administration (DEA), in cooperation with Canadian police, 
intercepted a shipment of 15 tonnes of hashish in Florida. A Montreal resident of Polish origin 
had conspired with three Dutch subjects to import the drugs to Canada. This shipment was part 
of a 50-tonne load carried aboard a mothership. In October, Canadian police boarded a yacht 
off Cheticamp, Nova Scotia, and seized close to 8 tonnes of hashish. The drugs apparently 
originated in Africa. 
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Liquid Hashish 


In 1996, there were a number of cases in which liquid hashish had been concealed aboard air 
carriers, particularly in the toilet compartment and behind panels. Such seizures suggest the 
collusion of airline employees, who have both the opportunity and the expertise to hide large 
quantities of contraband in such places. 


CHEMICAL DRUGS 
: oi tae 


The illicit chemical drug trade in Canada is thriving. It encompasses the clandestine 
manufacture and importation of chemical drugs, the diversion of licit drugs to the illicit market, 
the diversion and trafficking of precursor and essential chemicals. No major changes in the illicit 
chemical drug demand have been reported. LSD continues to be available across Canada 
while PCP is limited mainly to the province of Quebec and psilocybin to the Western provinces. 


Outlaw motorcycle gangs continue to be the major organized crime groups involved in large- 
scale methamphetamine, PCP and LSD trafficking. Although there does not appear to be much 
demand for methamphetamine in Canada, it is expected that Canadian enforcement agencies 
will encounter more criminal activity in relation to this substance. With the forecasted increase 
in methamphetamine demand in the United States, more U.S. groups will travel to Canada to 
purchase precursors and even to set up illicit laboratories for the manufacture of this drug. 
Different organized crime groups in Mexico have already specialized in the manufacture and 
distribution of methamphetamine for the U.S. market. Canadian-based outlaw motorcycle gangs 
will undoubtedly take advantage of these developments and step up the supply of 
methamphetamine to the United States. 


The smuggling of steroids into Canada remains a serious problem. Various techniques are 
used to move steroids into the country, although the postal system is the most popular. The 
importation of steroids into Canada from various points around the world, mostly Europe and 
former Soviet Bloc countries, does not appear to involve organized crime groups so far. 
According to U.S. authorities, however, Russian-based organized crime elements are major 
importers of steroids to the United States. 


Police in Montreal effect regular seizures of Ecstasy (MDMA) and the drug is known to be in 
demand in large cities in B.C. This drug is extremely popular among European teenagers. It is 
believed that this popularity could spread in Canada, particularly now that its manufacture has 
been documented in B.C. and in Quebec The Netherlands remains the single most important 
source of this drug in the world. Large Ecstasy seizures, even in Asia, can be traced back to 
this country. 
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Over the next two years the availability and purity of heroin on the Canadian market will remain high. 
As a consequence, the number of addicts is expected to rise gradually. Over the longer term, this will 
create a stronger demand. Prices will remain stable and likely even decrease. 


The profits generated by the cultivation of marihuana will encourage criminal groups to increase their 
involvement in this illicit activity. 


The large-scale illicit drug laboratories uncovered in 1996 demonstrate the lucrative nature of this 
activity, its international ramifications and the increasing involvement of groups not aligned with any of 
the major crime organizations. 


Organized criminal groups, such as the Hells Angels in B.C. and the West End Gang in Montreal, 
maintain a strong presence at major container ports and have the resources to conduct extensive 
counter-surveillance upon the delivery of contraband. Internal conspiracies are also a significant 
problem on the waterfronts. 


PROCEEDS OF CRIME/MONEY LAUNDERING 


Highlight 


Organized crime groups take advantage of 
two key weaknesses in Canada’s anti- 
money laundering efforts: the absence of 


currency and monetary instruments 
reporting legislation and the absence of 
mandatory suspicious transaction reporting 
legislation. 


C t Situati 


Money laundering presents a constantly evolving threat to law enforcement agencies in Canada 
and abroad. Criminal organizations adapt to changing legal environments and take advantage 
of money laundering opportunities worldwide to conceal proceeds of crime successfully. The 
nature of the major laundering operations now conducted in Canada reflects this international 
trend. Many powerful organized crime groups take advantage of two key weaknesses in 
Canada’s anti-money laundering efforts. The absence of currency and monetary instruments 
reporting leaves Canadian law enforcement agencies with few legal tools to intervene 
effectively against currency smuggling. Similarly, the absence of mandatory suspicious 
transaction reporting makes it extremely difficult for Canadian law enforcement agencies to 
detect and monitor suspicious banking transactions. 
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Many criminal organizations smuggle currency out of Canada to secure the payment of illicit 
drug and contraband purchases or to initiate money laundering operations. By physically 
carrying cash shipments out of Canada, organized crime groups leave no paper trail in this 
country and make it extremely difficult for law enforcement agencies to trace crime proceeds. 


Currency smuggling operations have also been established to transport proceeds of crime into 
Canada. In the summer of 1996, Canadian police seized approximately $1.5 million in 
suspected drug money smuggled into the Vancouver area from the United States. Canada is 
also used as a transit point for proceeds of crime. Canadian police seized $1.2 million from 
individuals travelling from Japan to Jamaica via Vancouver’s International Airport in the summer 
of 1996. 


In order to distance themselves from the proceeds of crime, organized crime groups often wire 
transfer illicit funds worldwide from bank account to bank account. Such international bank-to- 
bank transfers are difficult to trace and monitor, particularly in countries like Canada, where 
mandatory suspicious transaction reporting legislation does not exist. The growth of financial 
services, including the birth of Internet banking, may well create new money laundering 
opportunities and facilitate the international transfer of illicit funds. The full impact of such 
growth on laundering trends and patterns in Canada and abroad remains to be seen, however. 


To better combat money laundering, the federal government created ten new Integrated 
Proceeds of Crime (IPOC) Units in 1996. These units combine the resources and expertise of 
federal and local police, Canada Customs, federal Crowns and forensic accountants to 
investigate and prosecute proceeds of crime cases. The ten new IPOC units are located in 
Edmonton, Calgary, Regina, Winnipeg, London, Ottawa, Quebec City, Fredericton, Halifax and 
St. John’s, joining existing IPOC units in Vancouver, Montreal and Toronto. 


Major criminal organizations will continue to exploit legal and regulatory shortcomings to launder 


proceeds of crime in Canada. Some of the more powerful and sophisticated organized crime groups 
operating in Canada will take advantage of the various services offered on the Internet to communicate 
and to carry out money laundering operations. 
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COUNTERFEIT ACTIVITY 


Highlight 


Counterfeit credit card fraud losses reached 
$80 million in 1996, an increase of $8 million 
over 1995. 


The $10 note now accounts for 57 percent 
of reported counterfeit currency activity. 
Meanwhile, the $20 note accounts for 31 
percent and the $50 note six percent of 


counterfeit activity. Both are increasing, 
however. 


Criminal organizations involved in 
counterfeit credit cards, currency and 
documents are highly mobile, making it 
extremely difficult to accumulate information 
on their activities. Their increasing use of 
advanced technology will present further 
difficulties for law enforcement in future. 


; t Situati 


Canada, particularly Toronto, is a major supplier of counterfeit credit cards for North America 
and the world. Canadian losses in 1996 are $80 million; an increase of $8 million over 1995. At 
least 50 percent of Canadian-related counterfeit credit card activity now occurs outside Canada. 
This complicates investigations by increasing the number of jurisdictions involved. There have 
been a number of successful counterfeit credit card investigations, but the problem is still a 
concern to the credit card industry. . 


A small number of high quality counterfeit one dollar coins have been seized in Toronto. 
Despite their low denomination, a major increase in counterfeit one dollar coins can effect the 
integrity of the genuine coin. Casinos are being used as locations to distribute counterfeit coins 
due to the large volume that is passed daily. 


The counterfeiting of US currency is still an important issue worldwide. The ratio of Canadian to 
US currency reported to Canadian police is 85 percent Canadian to 15 percent US, a reversal 
of last year’s statistics likely attributable to two large seizures of US currency in 1995. The 
1996 statistics are more representative of Canadian counterfeit activity. The total 1996 figures 
for counterfeit Canadian currency are up by 30 percent over the 1995 figures and will likely 
increase further by year end. 
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Canadian police are also examining large quantities of genuine notes. The general public is 
becoming more aware of the possibilities of counterfeits and is questioning the validity of notes 
more often. Law enforcement has also been increasing enforcement and education efforts, 
which have resulted in increased awareness of counterfeit Canadian and US currencies. With 
increasing globalization, Canadians will have to be aware of the potential of encountering other 
counterfeit foreign currencies as well. 


law enforcement can expect to see an increase in the use of scanners, computers and 
graphics software packages to produce counterfeit documents and bank notes. 


Due to the increased availability and use of advanced technology, the counterfeiting of 
documents used to facilitate criminal activity is increasing. There has been an increased use of 
false passports, drivers' licences, birth certificates, as well as other identification documents. 
Such documents are used to create false identities, facilitating illegal immigration, fraud and 
other forms of criminal activity. 


Counterfeit credit card fraud will continue to be a problem in Canada, with criminal organizations 
adapting their methods to counter new security measures and take advantage of jurisdictional 
difficulties. 


Intelligence indicates that the $10 note is now the most counterfeited Canadian note and the $20 and 
the $50 notes are increasing. 


Increasing availability of scanners, computer graphics software and high quality colour printers will 
make counterfeiting of documents and currency easier, and within the capabilities of more criminal 
organizations. 


SECURITIES FRAUD 


Highlight 


The Internet is now being used, on a small 
scale, for the promotion, issue, distribution 


and trading of securities. This environment 
will be difficult to regulate and may lead to 
an increase in securities fraud and 
manipulation. 


WBe) 


Criminal Intelligence Service Canada 


C t Situati 


Raising venture capital for small business is both expensive and difficult, particularly if the 
amount of capital required is small. Reports from the United States indicate that capital is now 
being raised by offering issues of shares over the Internet. A prospectus is posted and the 
shares are ordered, purchased and traded, all over the Internet. All of the transactions take 
place outside of the normal industry regulatory realm, therefore it is unclear how existing 
regulations and laws will be applied to them. 


In the past, the markets most vulnerable to manipulation and fraud have been venture capital 
and over-the-counter markets. Increasing use of the Internet could provide another avenue for 
criminals and lead to an increase in market manipulation and fraud. 


Qutlook 


° Increasing fraud on the Canadian securities markets can have profound impact on the Canadian 


economy. Market surveillance, strong regulations and a strong law enforcement presence are critical 
in ensuring the stability of our financial markets. Increased use of the Internet in this regard will make 
both surveillance and regulation extremely difficult. 
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MESSAGE FROM THE CHAIR 
CRIMINAL INTELLIGENCE SERVICE CANADA 


COMMISSIONER J.P.R. MURRAY 


Crime is impossible to ignore. Even if we are not ourselves victims of some sort of criminal activity, 
newspapers, magazines, television programmes and popular fiction are replete with images of crime 
and criminals. It is easy to believe that we live in the midst of an epidemic and that crime and its 
perpetrators are more sophisticated, more cunning, more fundamentally criminal than ever before. This 
is an illusion. Criminals have not changed significantly over the centuries. All criminals are motivated 
by greed. All criminals seek wealth and power through the exploitation of human and material resources 
and deficiencies in government and the rule of law. 


What has changed, and what continues to change, is the social and political milieu in which criminals 
function and the resources and opportunities that are available to them. Criminals and criminal groups 
in Canada are able to take advantage of a number of factors shaping the contemporary world, including 
the process of globalization and the proliferation of technology. While these factors determine the course 
of criminal activity in our society, they also affect each one of our lives in ways that we are still struggling 
to understand. Thus, crime and criminals are no more than mirrors of the society in which they exist. 


Criminal organizations cultivate an image of omnipotence and invulnerability. In reality, organized crime 
is a phenomenon that is fundamentally flawed. It is self-destructive and driven by greed, so that while 
it may exercise scrupulous caution in most of its endeavours, its reach ultimately exceeds its grasp. 
Thus, while this report paints a picture of criminal activity in Canada that is at times alarming, it is 
important to remember that criminal vulnerabilities remain constant and that we are learning to exploit 
them to our advantage. This is not a task that can be undertaken by any one police force or government 
agency, however. As always, it will require cooperation on both a national and a global scale, a universal 
recognition that organized crime is a problem that affects all nations and all people. 


The role of Criminal Intelligence Service Canada (CISC) in this is critical. Its intelligence gathering, 
analysis and dissemination capabilities ensure that current information is made available in a timely 
fashion to those who need it. Its focus on emerging issues, such as sexual exploitation of children and 
the trade in contraband firearms, ensures that all of its member agencies remain informed and able to 
respond to new forms of criminal activity. And in what may be its most important contribution to 
Canadian society, CISC fosters partnerships in Canadian law enforcement, thereby facilitating a united 
front against organized crime. 


MESSAGE FROM THE DIRECTOR 
CRIMINAL INTELLIGENCE SERVICE CANADA 


R. PHILIPPE 


Criminal Intelligence Service Canada is dedicated to the sharing of criminal intelligence among 
Canadian law enforcement agencies. Together with our police and enforcement partners, we are 
pleased to offer this report to the Canadian public. We believe that the struggle against organized 
crime begins with awareness and benefits from an aggressive community stance. 


No part of Canadian society remains untouched by organized crime. Some forms of criminal 
activity, such as fraud, money laundering and corruption, are less visible than street level crime, 
however. This report is part of CISC’s strategy to educate the Canadian public on the impact of 
organized crime and to elicit its informed support. 


It has become increasingly apparent over the past several years that if organized crime is to be 
overcome, then the public and all levels of government must work in full partnership with police 
and enforcement agencies. Information sharing is the key to this partnership. With its various 
coordinating strategies and its comprehensive national network, CISC strives to provide the most 
accurate, timely information available in order to successfully combat organized crime. 


Each year, CISC relies on the valuable 
contributions of its Provincial Bureaux and 


its partner agencies. | am grateful for their 
strong and unwavering support. We are 
privileged in our partnerships. 


CRIMINAL INTELLIGENCE SERVICE CANADA 


Criminal Intelligence Service Canada (CISC) is an organization that provides the facilities 
to unite the criminal intelligence units of Canadian law enforcement agencies in the fight 
against the spread of organized crime in Canada. CISC is comprised of a Central Bureau 
located in Ottawa and a system of nine Provincial Bureaux which are located in each 
province, with the exception of Prince Edward Island whose interests are served by the 
Nova Scotia Bureau. The Central Bureau functions on a national scale and the Provincial 
Bureaux operate within provincial boundaries. 


cISBC CISA ciss CcCISM cCISO cisc QRBOC CISNB CISNS CISN 


Locations of the Central and Provincial Bureaux 


Regular members of CISC consist of federal, provincial and municipal police forces in 
Canada that have full time intelligence units. They presently include the Royal Canadian 
Mounted Police, the Quebec Police Force, the Ontario Provincial Police, the Royal 
Newfoundland Constabulary and in excess of 120 municipal and regional police 
departments. The intelligence and specialized units of these law enforcement agencies 
supply their provincial bureaux with intelligence and raw data for further analysis and 
dissemination. The criminal intelligence shared is related to organized crime and other 
major criminal phenomena in Canada. 


In addition to regular members, CISC also has associate members consisting of law 
enforcement agencies with a part-time intelligence unit and affiliate members which have 
investigative and enforcement personnel from the private sector and government. 


The Central Bureau of CISC takes its direction from an Executive Committee, comprised 
of 20 Chiefs of Police and RCMP Commanding Officers from across Canada and chaired 
by the Commissioner of the RCMP. This Committee meets annually to review the 
operation of CISC and to decide on goals and priorities. The CISC Central Bureau 
monitors the progress of those priorities through the nine Provincial Bureaux. The 
Managers of those Provincial Bureaux meet annually with the Director of CISC to discuss 
organized crime issues and forward recommendations to the Executive Committee. 


The staff of the Central Bureau consists of regular members, public servants, and 
secondments from other police departments and government agencies, currently the 
Ontario Provincial Police, Montreal Urban Community Police, Revenue Canada Customs, 
Ottawa-Carleton Regional Police Service, Vancouver Police Department, Department of 
National Defence Military Police and the Canadian Security Intelligence Service. 


ACIIS Il 


The Central Bureau is host to an on-line computer data bank known as the Automated 
Criminal Intelligence Information System, or ACIIS Il. This data bank is the national 
intelligence repository for the use of all CISC members in Canada. All member agencies 
co-operate with each other in the collection, collation, evaluation, analysis and 
dissemination of criminal intelligence by contributing to the ACIIS Il system. 


ABOUT THIS REPORT 


The CISC 1998 Annual Report on Organized Crime in Canada is designed to present a 
comprehensive review of organized crime groups and their activities, based on 
intelligence and investigation reports from Canadian and international enforcement 
agencies. In particular, CISC relies on intelligence from CISC member agencies across 
Canada. CISC also works in close partnership with Criminal Intelligence Directorate of the 
RCMP for the collection and analysis of intelligence on organized crime and for the 
production of this report. 


This report also aims to inform and, ultimately, to solicit help from the public. Law 
enforcement needs the public to take a stand against all organized criminality, beginning 
with what goes on in their neighbourhood. 


One of the keys to success in the fight against organized crime is partnerships - between 
enforcement agencies as well as with policy makers and the public. This report is offered 
as a guide to help our partners with their strategic planning and to encourage them to 
cooperate to the fullest extent to fight this threat . 
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EXECUTIVE SUMMARY 


Virtually all of the criminal groups identified in previous editions of the CISC Organized Crime 
Report continue to be active in Canada. Where change has occurred has been in the nature and 
extent of their activities, which, in many cases, have expanded significantly. 


Asian-based organized crime continues to be deeply involved in the importation and distribution 
of Southeast Asian heroin and is acquiring a larger share of the cocaine trade, particularly in 
Western Canada. Asian-based groups smuggle both people and commercial goods and are 
extending their involvement in white collar crime. One credit card fraud linked to an Asian-based 
criminal group resulted in a loss of $16 million to the Canadian financial industry. 


Eastern European-based organized crime in Canada is becoming increasingly sophisticated and 
has extended its reach throughout the country and internationally. Eastern European-based 
groups are particularly active in the theft and export of automobiles. They also launder money 
through Canadian financial institutions and are aggressively seeking out promising financial 
ventures. 


Aboriginal-based organized crime and criminal extremist activity continues, with an emphasis on 
smuggling. Aboriginal street gangs continue to extend their influence in the urban centres on the 
Prairies. 


Italian-based crime syndicates continue to be a major force in the Canadian criminal underworld. 
Their power derives from their enormous wealth, which they have channelled into legitimate 
business and their wide-ranging alliances with other criminal organizations. 


The Hells Angels remain one of the most well-structured criminal groups in the country. They 
underwent a period of aggressive growth during 1997, adding three new chapters to the 11 that 
already existed across the country. They continue to pursue a bitter feud with the Rock Machine, 
which is on the verge of being absorbed by the Texas-based Bandidos. 


Criminals in Canada have ready access to a wide variety of firearms, including automatic 
weapons. This arsenal is growing constantly, supplemented by stolen guns and by the steady flow 
of illegal firearms into the country. A national database, currently under development, will permit 
centralized tracing of weapons used in the commission of criminal offences and will support the 
development of intelligence and investigative leads. 


Paedophiles have grown steadily more sophisticated and regularly use new technologies such 
as the Internet to seek out and entrap their victims. Governments, advocacy groups and child 
welfare and law enforcement agencies have united to develop meaningful policies and legislation 
to combat the sexual victimization and exploitation of children. 


Canadian seaports are important entry points for contraband, including drugs, firearms and illegal 
immigrants. Organized crime groups also use them to smuggle goods, most notably stolen 
automobiles, out of the country. 


Lucrative and comparatively risk-free, migrant smuggling remains a rapidly growing form of 
criminal endeavour, both within Canada and abroad. The vast numbers of refugees, stateless 
persons and economic migrants throughout the world virtually guarantee profits for groups 
involved in the organized smuggling of human beings. 


Contraband smuggling remains a serious issue in Canada. Smugglers no longer limit themselves 
to tobacco and alcohol but are moving aggressively into such commodities as jewellery, Cuban 
cigars, endangered and protected animal parts, foodstuffs and CFCs. Increasing levels of violence 
associated with the contraband trade raise serious public safety issues. 


Drug trafficking remains the principal source of revenue for most organized crime groups 
operating in Canada. Both Italian and Asian-based organized crime groups are at the upper 
echelons of drug importation, while Colombian-based traffickers remain firmly in control of most 
serious cocaine trafficking in Eastern and Central Canada. Outlaw motorcycle gangs are deeply 
implicated in large-scale importation and distribution of cannabis, cocaine and chemical drugs and 
a number of small but aggressive entrepreneurial groups are emerging. HIV prevalence among 
injection drug users appears to be increasing to an alarming degree. 


Canada’s lack of mandatory financial reporting requirements permits organized crime groups to 
launder proceeds and move funds with relative ease. This situation is now complicated by the 
explosive growth of electronic commerce, which has permitted money launderers to expedite and 
to camouflage their activities. The proliferation of electronic technology has also affected other 
areas of criminal activity and criminals have become expert users of the Internet. Fluid and ever- 
changing, “virtual crime” may prove to be the most serious challenge facing Canadian law 
enforcement today. 


1997 saw a 26 percent increase in the number of counterfeit Canadian bank notes reported to 
police. Losses due to credit card fraud increased by $8 million to $88 million. The availability of 
counterfeit currency and losses due to credit card fraud will undoubtedly increase in 1998, 
primarily as a result of the availability of extraordinarily sophisticated scanning and desktop 
publishing equipment. 


NATIONAL ORGANIZED CRIME PRIORITIES 


ASIAN-BASED ORGANIZED CRIME 


Highlights 


Asian-based organized crime is involved in smuggling commodities and 
people, as well as in trafficking heroin. 


Asian-based criminal groups continue to expand their involvement in white 
collar crime. 


Asian-based groups are increasing in number and existing groups are 
expanding their activities in some regions. 


Current Situation 


In 1997, Asian-based organized crime. continued to operate in the larger cities in Canada. 
Criminal organizations operating within Canadian Asian communities consist of four main 
elements: triads, gangs, DAl HUEN JAI (BIG CIRCLE BOYS) and criminal syndicates. Asian 
signature crimes include home invasion robberies, gang conflicts, assault, murder, extortion, 
fraud, credit card scams, drug importation and trafficking, shoplifting, gaming offences, 
counterfeiting and smuggling offences. Much of the increase in violent Asian-related criminal 
activity can be attributed to Vietnamese, Laotian and Cambodian street gangs. 


Criminal groups operating in the Asian community continue to be responsible for most 
counterfeit credit card fraud in Canada. Asian-based groups have also been involved in the 
distribution of counterfeit currency. There is a predominance of Asian-based criminals at 
every level of the Canadian heroin trade, from importation to street-level distribution. They 
are also involved in the smuggling and trafficking of multi-kilogram quantities of cocaine. 


Asian criminals continue to be involved in the smuggling of illegal migrants. In September 
1997, police and immigration officials arrested approximately 40 people involved in a 
prostitution ring. This ring smuggled Asian women, primarily from Thailand and Malaysia, 
into North America via Vancouver and subsequently placed them in brothels in Vancouver, 
Toronto and Los Angeles. The women, ranging in age from 16 to 30, were recruited by 
syndicates in Southeast Asia and indebted for sums ranging upwards to $40,000. They 
were moved from place to place in Canada and the United States and were required to pay 
off their debts through prostitution. It is estimated that this prostitution ring made $2 million 
to $3 million per year. 


In British Columbia, the DAI HUEN JAI are still the predominant Asian-based organized 
crime group. They have ties to Toronto, the United States and Hong Kong. Members of the 
BIG CIRCLE BOYS continue their involvement in international organized credit card rings, 
the importation and trafficking of heroin and gang-related homicides. One of their credit 
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card fraud operations resulted in a loss to Canadian banking institutions of more than 16 
million dollars, the largest single loss of its kind. 


The LOTUS GANG, with more than 100 members and connections to the Hells Angels and 
Indo-Canadian-based crime groups, has been active in the Vancouver area with cocaine 
and heroin importation and trafficking, credit card fraud, extortion and cellular telephone 
cloning. 


Vietnamese gangs, made up of both ethnic and Chinese Vietnamese and varying in size 
from 200 to 300 members, control much of the street level drug trade in Vancouver. They 
are also involved in the contraband tobacco trade and throughout 1997 a Vietnamese group 
shipped more than 3,600 cartons of assorted cigarette brands with a retail value of 
$170,800 to British Columbia from Ontario. 


A two-year investigation into the export of stolen automobiles to Southeast Asia concluded 
in August 1997 with the arrests of a number of major Asian criminal figures from around the 
British Columbia Lower Mainland and the province of Quebec. The investigation also 
uncovered a conspiracy to murder the leader of the SHUI FONG Triad, who had immigrated 
to Vancouver. 


In other Asian gang-related activity, members of the Seattle, Washington VIET BOYS Gang 
associated with gang members in the Vancouver area during 1997. A member of the 
FLYING DRAGONS Gang was deported back to New York from British Columbia on a 
Canada-wide immigration warrant for parole violation on a kidnapping conviction. 


In Alberta, 1997 saw an increase in the theft of luxury vehicles by Asian-based criminals. 
Vietnamese youth gangs in Edmonton were notably violent, often resorting to machetes as 
their weapon of choice. In Calgary, the RCMP and the Calgary Police Service arrested 
senior members of the KUNG LOK and WO SING WO triads on drug and immigration- 
related charges. 


More than half the targets of the Calgary Police Service Drug Undercover Street (DUST) 
team are Asian criminals. There is every indication that these individuals are actively 
expanding their share of the local drug trafficking scene. In one case, a known trafficker 
deposited in excess of $400,000 into a bank account over a two month period. 


Calgary features a well-defined and intricate underground banking system which is utilized 
by the Asian-based organized crime. So too, fraud and passing counterfeit currency 
continue to be favoured crime types. In 1997, an Edmonton subject was charged with fraud 
and nine counts of using counterfeit credit cards. Over a short time period, the individual 
had run nine counterfeit credit cards through his grocery store and defrauded a bank 


of approximately $80,000. Two additional cards were tracked to an associate’s business, 
where an additional $39,000 had been defrauded from the same bank. This secondary 
business was on the brink of bankruptcy when the frauds occurred. 


A number of factors may combine to cause an increase in Asian-based organized crime in 
Alberta over the next year. The province is experiencing an economic boom and its Asian 
population is growing, particularly in the cities of Calgary and Edmonton. Large, well- 
established Asian-based criminal groups are active in nearby British Columbia. As US 
authorities increase their surveillance on border crossings south of Vancouver, the 
Alberta/Montana border may become an important crossing point for smugglers of heroin, 
migrants and tobacco. 


In Saskatchewan, cocaine trafficking increased in the Saskatoon area where the product 
being distributed by Asian-based traffickers is in great demand due to its quality and purity. 
Asian-based networks are expanding and the principal figures are insulating themselves by 
employing non-Asian dealers at street level. 


Police in Winnipeg have confirmed that Asian-based criminal groups are extracting 
protection money from local restaurants. The extent of this activity is difficult to gauge as the 
victims are often reluctant to report it to the police. Asian and aboriginal-based drug 
traffickers are also cooperating in the Winnipeg drug trade and there are indications that the 
LOTUS GANG from Vancouver is taking an interest in the Winnipeg market. 


The most active Asian-based groups in Ontario are the BIG CIRCLE BOYS, Vietnamese 
groups, and Hong Kong syndicates. Heroin trafficking remains the crime of choice. The 
BIG CIRCLE BOYS and Hong Kong groups regularly import large, multi-kilogram shipments 
of heroin under commercial cover. Police estimate that at least a dozen, if not more, major 
syndicates are importing at regular intervals. Smaller BIG CIRCLE BOY groups periodically 
import kilogram loads of heroin concealed in parcels. 


Since late 1994, Asian-based groups in Toronto and other Canadian cities have become 
international suppliers of forged credit cards. Hong Kong groups concentrate on Asian 
markets while the BIG CIRCLE BOYS supply the Americas and Europe, where increasing 
numbers of BIG CIRCLE BOYS have been establishing themselves since the early 1990s. 
Vietnamese-based groups are the main retailers and users of forged credit cards, although 
it is an activity that is by no means limited to the Asian criminal community. 


Ontario Asian-based groups are also involved in the export of stolen vehicles to China, 
Vietnam and other South East Asian countries. They are also importing Malaysian and Thai 
women for prostitution in North America. 


The Fukienese are an emerging Asian-based organized crime group that dominates the 
New York City Asian crime scene. In the last ten years, Toronto’s Fukienese population has 
grown to 7,000-8,000, with a corresponding increase in criminal activity. Fukienese 
criminals are involved in migrant smuggling, charging up to US$35,000 per head to smuggle 
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people from the Fuchow area of China into Canada and the United States. These fees are 
rarely paid in whole before the client is brought to Canada and illegal migrants are often the 
victims of extortion. Female migrants may be gang raped or sold into prostitution. 


During the past year, Fukienese groups in Toronto have also been responsible for at least 
two home invasions/murders and a kidnapping for ransom. Police anticipate that there will 
be an increase in their level of criminal activities as the local Fukienese population grows. 


In Quebec, more than 350 hard core Asian-based criminals are divided among 35 loosely 
structured gangs, two thirds of which are national or international in scope. These gangs 
regularly share personnel and expertise and are involved in heroin trafficking and 
loansharking. They also stage home invasions, although the extent of this activity is difficult 
to gauge as up to 95 percent of victims do not file a complaint. 


Outside of these 35 known gangs, Quebec is also the base for approximately 50 
Vietnamese subjects engaged in organized shoplifting throughout Ontario and Quebec. The 
fruits of their labours are disposed of within their own community. Police in Quebec have 
curtailed the activities of approximately 20 individuals of Cambodian and Laotian origin who 
had committed thefts from machines of the Société de loteries vidéo du Québec during the 
first six months of 1997. 


Outlook 


0 Asian-based organized crime will continue to control the importation and distribution of high quality 
Southeast Asian heroin. 


QO Asian-based criminal groups will continue to be involved in credit card fraud as well as in the theft and 
smuggling of computer components. 


Alberta's economic boom and other factors will foster the continued expansion of Asian-based organized 
crime throughout the province. 


The Asian crime phenomenon is growing in Quebec. Increased availability of heroin in Montreal has led 
to market saturation and the ensuing reduction in heroin prices will lead to an increase in the number 
of users and in crimes related to addiction. 


The criminal Vietnamese population is becoming more organized and sophisticated and will be more 
prominent in the importation and exporting of narcotics. 


EAST EUROPEAN-BASED ORGANIZED CRIME 


Highlights 


1 EEOC groups operating in Canada are becoming increasingly sophisticated. 
They are becoming more active and establishing significant international 
links. 


Canadian EEOC groups participate in international networks that illegally 
export numerous consumer goods from Canada, including stolen 
automobiles. 


EEOC is using Canadian financial institutions to launder illegally obtained 
proceeds and transferring the funds to Eastern Europe. 


Current Situation 


East European-based organized crime continues to extend its influence in Canada and 
operates in most regions of the country, from British Columbia to the Maritimes. The major 
centres of activity are Toronto, Montreal and Vancouver, although police have dedicated 
EEOC units in other centres, including Calgary, Edmonton and Halifax. Recent information 
indicates criminal activity in other parts of the Prairies. 


EEOC criminal activities include extortion within the Eastern European community, large- 
scale shoplifting, prostitution, counterfeiting, drug smuggling and various types of white 
collar crime, including bank fraud and money laundering. EEOC groups are also involved 
in large-scale organized smuggling of consumer goods out of Canada, most notably stolen 
automobiles destined for Eastern Europe. There are also indications that EEOC is misusing 
Canadian financial institutions and markets to launder money. 


EEOC groups operating in major centres across the country associate increasingly with 
each other and with other ethnic-based organized crime groups operating in Canada. In 
addition, significant international connections to the Former Soviet Union, Eastern Europe 
and the United States have surfaced, indicating an increase in the activity and sophistication 
of EEOC in Canada. Two major EEOC figures in Canada have been deported, one 
operating in Toronto and the other in Montreal. The first deportation was a result of an 
investigation by the RCMP and Immigration Canada. The second deportation was related 
to the subject’s involvement in large-scale theft, an acknowledgement of the enormous harm 
inflicted on the Canadian economy by such non-violent activities as shoplifting and fraud. 


Outlook 


O EEOC figures and groups from abroad will attempt to enter Canada and use Canadian citizens and 


residents to further their interests. There may be clashes as newer EEOC groups attempt to establish 
themselves. 


EEOC figures will try to invest their profits in Canadian financial institutions and markets, as well as in 
promising Canadian financial ventures such as Alberta's oil industry. 


EEOC groups will attempt to acquire a larger share of the Canadian drug trade. 


ABORIGINAL-BASED EXTREMISM AND CRIMINAL ACTIVITY 


Highlights 


OO New York state tax laws sparked violence on the Cattaraugus Reservation, 
near Buffalo. 


O Machine guns, automatic and semi-automatic weapons were seized by the 
RCMP on the Kahnawake Reserve, south of Montreal, in September 1997. 
The seized weapons were part of a black market operation that sold firearms, 
explosives, drugs, cigarettes and alcohol. Relations between this Mohawk 
community and police were strained, but there was no retaliation for the 
seizure. 


Aboriginal street gangs continue to expand in the Prairie provinces. 


Current Situation 


Organized crime and criminal extremist activity in aboriginal communities did not exceed 
previous years’ levels in 1997. Anticipated civil disobedience and other disruptive activities 
on a large scale did not materialize. This, despite the outcomes of the Gustafsen Lake and 
Ipperwash trials, the Queen’s visit and a federal election, all of which took place between 
April and July. 


In British Columbia numerous minor incidents occurred, for the most part involving protests 
and railway blockades in remote areas. Gustafsen Lake extremists calling themselves 
TS’PETEN DEFENDERS organized protest rallies at the Surrey B.C. Courthouse. Local 
authorities believe that a criminal element among Aboriginal Gustafsen Lake syinpathizers 
was behind a threat against three British Columbia Court of Appeal Justices. 


Opposition to the Cheviot Mine Project, just outside Jasper National Park, has raised a 
number of native concerns regarding environmental and ecological impact and is a potential 
flashpoint for serious confrontation. 


One of the most serious threats during the 1997 spring and summer period was New York 
state’s decree that taxes would be collected on liquor, tobacco and gasoline sold on Indian 
reservations. As a result, violence broke out on the Cattaraugus Reservation, located south 
of Buffalo. 


An RCMP weapons raid at Kahnawake in September 1997 netted several automatic and 
semi-automatic weapons including three belt-fed machine guns. 


The Mohawk community of Kahnawake is threatening to impose user fees on highways, 
railways and seaways crossing its territory, raising the stakes in a dispute with the province 
of Quebec over the sale of cigarettes. The threats were made after the Quebec government 
tried to eliminate fraud and the sale of contraband cigarettes on native reserves. A new 
policy, announced in June 1998, requires native retailers to pay an increased tobacco excise 
tax. Native retailers can only obtain a rebate if they can prove the cigarettes were not sold 
to non-natives. Native leaders have said they will refuse to comply. They want to establish 
Kahnawake as a duty-free zone. Negotiations between the Mohawk leaders of Kahnawake 
and the Quebec government will take place in future. 


Aboriginal street gangs continue to have a strong presence in the Prairie provinces. 
Expansion by the more organized gangs has slowed down while the more violent, 
unorganized ones appeal to younger people and are expanding rapidly. Many of these 
gangs are drawing members from other ethnic groups as well as from aboriginal 
communities. 


A conflict between two factions on the Listuguj (Restigouche) Reserve on the Quebec - New 
Brunswick border increased tensions in an area already known for conflicts over salmon and 
lobster fishing. The conflict stemmed from recent band elections which were contested by 
the losing faction. The Department of Indian Affairs intervened and new elections were 
called. This did not sit well with the ruling faction and militant action was threatened. 
Radicals from New Brunswick, Quebec and Nova Scotia were brought in to assist. In the 
end, the ruling faction was voted out of office and another chief took over. 


Another potential flashpoint is in New Brunswick where there have been minor 
confrontations over native logging on crown lands. In November 1997 the situation was 
complicated when Justice Turnball of the Court of Queen’s Bench ruled that natives have 
the right to cut trees on crown land. A native forest industry was born overnight attracting 
aboriginal workers from the United States and Quebec. Roadblocks and signs were put in 
place to keep out unwanted visitors. There have been minor confrontations to date. The 
issue has become somewhat more contentious with the province’s successful appeal of 
Justice Turnball’s decision. Negotiations between the natives and different levels of 
government regarding logging rights are ongoing. 


Outlook 


O Government response to the Royal Commission on Aboriginal Peoples (RCAP) report and the 
residential schools situation will be followed closely at the political level. 


0 Additional minor confrontations over native logging on Crown Lands in New Brunswick and Nova 
Scotia are likely, with some potential for violence. 


TRADITIONAL ORGANIZED CRIME 


Highlights 


QO _1In 1997, anumber of major incidents, including unsolved murders, arson and 


drug importations, confirmed that Traditional Organized Crime (TOC) 
continues to be a threat in Canada. 


Current Situation 


In Canada, Traditional Italian-based criminals belong to or are associated with one of three 
main organizations: the Sicilian mafia, the Ndrangheta, and the Cosa Nostra. The Sicilian 
mafia is the most influential of the three. It has ties to other Sicilian clans within the country, 
as well as throughout the world, particularly in Venezuela, the United States and Italy. 


The main Sicilian organization is led by the SICULIANA family (CARUANA-CUNTRERA). 
They maintain links with other criminal organizations, particularly outlaw motorcycle gangs, 
Asian-based criminal organizations, Columbian and South American groups, Eastern 
European-based organizations and Aboriginal-based organized crime groups. 


There is less violence within the Sicilian clan, in sharp contrast to groups like the outlaw 
motorcycle gangs. This shows that this criminal organization has total control over its 
jurisdiction and its criminal activities. It is fully mature and is able to use the accumulated 
wealth from proceeds of crime to invest in legitimate enterprises and to engage in 
corruption. 


In December 1997, Sabatino NICOLUCCI, a member a Sicilian organization, was found 
guilty in Superior Court on 172 counts, including four counts of conspiracy to traffic in 
cocaine and launder money. NICOLUCCI was sentenced to 19 years in prison for his role 
in these offences, which emerged during an RCMP undercover operation. The exchange 
Office used as a front during the operation cleared close to $30 million in drug money for 
NICOLUCCI from 1990 to 1994. 
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In Ontario, two high-ranking Italian-based organized crime members, namely John PAPALIA 
of Hamilton, Ontario and Carmen BARILLARO, a Papalia associate from Niagara Falls, were 
murdered in May and July 1997. These individuals were considered official Ontario 
representatives of the Buffalo-based COSA NOSTRA organization. 


Project CAVIAR/OVERDATE, an RCMP investigation that concluded at the end of 1997, led 
to the arrests of 32 individuals in Canada and in Spain. Major crime figures, mostly Italian- 
based organized crime members, were charged with conspiracy to import hashish and 
cocaine into Canada, as well as conspiracy to traffic in cocaine. They all pleaded guilty and 
were sentenced to varying prison terms. The same holds true for those individuals arrested 
as a result of Project CHOKE, in April 1996, and Project OILPALM, the Ontario segment of 
the investigation. All those arrested pleaded guilty and were sentenced to various prison 
terms. 


Seven purported “made members” of the Sicilian Mafia and the Ndrangheta continue to 
reside in British Columbia. Meanwhile, younger Traditional Organized Crime (TOC) 
members in the area operate a variety of legitimate businesses. Some TOC-owned 
restaurants and cafes feature illegal video gaming machines and backroom gambling 
operations, with particular emphasis on sports betting and horse racing. In some cases, 
known cocaine and heroin importers and traffickers operate out of these premises as well. 
Only a few TOC members in the Vancouver community have national or international links 
although there are affiliations to other criminal groups, including Asian-based, Colombians, 
Eastern European-based groups and the Hells Angels. 


Quebec-based TOC continues to exert influence in Manitoba. In December 1997, RCMP 
Project DENOTE culminated in the arrest of several cocaine traffickers. 


Third generation Ontario TOC members are entering adulthood and getting involved in 
criminal activity. This group appears to be straying from the traditional strict TOC code of 
trust, respect, honour, silence and solidarity within the family. Their business dealings have 
expanded beyond the ethnic group to include representatives of Asian, Colombian and 
Eastern European criminal organizations as well as Outlaw Motorcycle Gangs. 


In Quebec, the CARUANA-CUNTRERA and other TOC families are primarily involved in 
trafficking cocaine, heroin and hashish and have close ties with TOC groups in Toronto, the 
BONNANO family in New York, and the CUPOLA in Sicily. 


(Note: On July 15, 1998, a raid in Toronto by members of the Combined Forces Special 
Enforcement Unit resulted in the arrest of Alfonso CARUANA, reputed head of the 
CARUANA-CUNTRERA family, on drug-related charges. Eleven others were arrested in 
Richmond Hill, Ontario, Montreal and Cancun, Mexico. The two year Project OMERTA, 
involving police in Italy, Mexico and the United States, uncovered money laundering and 
drug smuggling between Canada, the United States, South America and Switzerland worth 
millions of dollars.) 
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TOC influence extends into businesses as diverse as automobiles, real estate, construction, 
restaurants, wholesale food, hotels, and paving and asphalt. They are also expanding into 
telecommunications through cellular and pager companies. 


TOC derives its strength from its structured nature and from its highly developed ability to 
conceal its criminal activities behind a facade of legitimacy. Even when arrests are made, 
the consequences are rarely drastic. In January 1997, amember of a Sicilian clan received 
ten years for the importation of two tonnes of cocaine. The same individual had been 
arrested for money laundering in 1994 as part of Operation COMPOTE. In April 1997, Frank 
COTRONI and his son were sentenced to seven and eight years respectively for conspiracy 
to import 170 kilograms of cocaine. 


In June 1997 OPERATION CHOC, a Montreal Urban Community Police Department 
(MUCPD)/ RCMP joint force operation, disrupted an organization that was specializing in the 
importation of liquid hashish from Jamaica. One of the leaders was linked to a Sicilian clan 
and was Carrying out this operation from the penitentiary in which he was incarcerated. 


One of the great handicaps in many complex TOC investigations is that sentences are often 
shorter than the time taken to complete the investigation. In 1997, Joseph LAGANA, a 
lawyer convicted of laundering $47 million for a Sicilian organization took advantage of 
legislation that permits non-violent offenders to apply for release after serving one sixth of 
their sentences. In this case, the subject was released after serving a little over two years 
of a thirteen year sentence. 


Many major drug shipments and offloads in the Maritimes have been directed and funded 
by TOC groups in Montreal and Toronto. Given the high level of TOC interest in the area 
and their numerous successes there, it is likely that the East Coast will remain an important 
staging ground for large scale drug importation operations. 


Outlook 

0 _sItalian-based criminals will continue to engage in corruption to obtain favours, and will persevere in their 
attempts to avoid prosecution. Their ability to influence political and financial figures constitutes a threat 
to the security of Canada. 


Money laundering will continue to be one of their key activities. 


Given their enormous wealth gained through illegal activities, Italian-based criminals who own legal 
businesses will be able to undersell the legitimate business community, creating unfair competition. 


Italian-based criminal organizations remain a real threat in Canada. They have enormous power, 
augmented by their relationships with other criminal organizations. 
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THE HELLS ANGELS AND OTHER OUTLAW MOTORCYCLE GANGS 


Highlights 


O The HELLS ANGELS are still one of the most powerful and well-structured 
criminal organizations in Canada. In 1997, they continued to grow and added 
three new chapters to the 11 that already existed across the country. 


Drug trafficking remains their primary and most lucrative criminal activity. 


The armed conflict between the HELLS ANGELS and the ROCK MACHINE is still 
raging in Quebec. 


Current Situation 


Among the 38 known outlaw motorcycle gangs (OMGs) in Canada, the HELLS ANGELS are 
by far the most powerful and well-organized of all. Combating this criminal organization 
remains a national police priority. 


In Quebec, the war between the HELLS ANGELS and the ROCK MACHINE has been a 
police priority. The conflict, which erupted in July 1994, has claimed 68 lives to date. There 
have been 71 attempted murders, 81 bombings, and 93 cases of arson against gang-related 
businesses and bars, for a total of 313 violent incidents. It is obvious that this war has now 
spread throughout the province. 


High ranking members of the ROCK MACHINE held discussions with their counterparts in the 
Houston-based BANDIDOS in 1997. Members of the ROCK MACHINE have also been seen in 
the presence of members of the Ottawa and Toronto-based OUTLAWS. The ROCK MACHINE 
is believed to have been granted hangaround status by the BANDIDOS. The BANDIDOS gang, 
which originated in Texas in 1966, now has 67 chapters and about 600 members worldwide. 


The imminent arrival of BANDIDOS members in Canada has forced the HELLS ANGELS 
to reorganize their membership and puppet clubs. In June 1997, a sixth chapter, known as 
the SOUTH chapter, was created in the Montreal area. All members of this new chapter 
have had clean criminal records for the past five years, which may allow them to avoid 
prosecution under Bill C-95. 


OMGs in Quebec remain heavily involved in all aspects of the drug trade and the HELLS 
ANGELS control most of the province’s hydroponic marihuana operations. In the spring of 
1997, the Sdrete du Québec disrupted three hydroponic operations. One had a suspected 
link to the HELLS ANGELS Montreal chapter, the second was run by the DEATH RIDERS, 
a Montreal chapter puppet club, and the third was linked to the SATAN’S GUARD, a gang 
affiliated with the Trois-Riviéres chapter. 
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The most damaging trend in Quebec is the current OMG policy of systematic intimidation 
of the provincial judicial system. To date, this has resulted in the destruction of thirteen 
police vehicles and, tragically, the murder of two correctional officers in the summer of 1997. 
A prominent HELLS ANGELS member is currently awaiting trial for his part in these 
murders. 


In the Ottawa area, a special RCMP/Gatineau Police joint force operation led to the arrests 
of eight known associates of the Trois-Rivieres HELLS ANGELS chapter and the Montreal- 
based NOMADS. These individuals were charged on drug-related offences and under the 
new anti-gang legislation. 


Ontario is home to the highest number of outlaw motorcycle gangs (13) and to the largest 
contingent of motorcycle gang members. Despite a lucrative drug market, the HELLS 
ANGELS have yet to set up a chapter in this province. Events in 1997 signal a shift in the 
order of things, however, largely as a result of the continuing influx of Quebec-based HELLS 
ANGELS and rival ROCK MACHINE gangs into Ontario. Local OMGs have responded by 
recruiting new members and associates, forming strategic partnerships, stockpiling weapons 
and fortifying their properties. Hostilities among Ontario OMGs have also intensified. 


Operation DISMANTLE is a province-wide initiative against the SATAN’S CHOICE involving 
eight Ontario police agencies. It has resulted in the arrest of 135 individuals on over 1,085 
charges as of June 1997 and severe damage to the infrastructures of the Sudbury, Thunder 
Bay, Hamilton and Milton chapters. The investigation has curtailed SATAN’S CHOICE 
expansion in Ontario. Members of the SATAN’S CHOICE have been arrested for the 
bombing of the Sudbury Police Station that took place in December 1996. 


Operation CHARLIE, an investigation into the criminal activities of members and associates 
of the St.Catharines chapter of the OUTLAWS, was an ongoing joint force Operation. It 
resulted in the arrests of nine persons on numerous charges related to drugs, prostitution 
and attempted murder. Chapter president and former national president Mario PARENTE 
incurred a total of 14 drug trafficking and weapons charges. 


In Manitoba, the Winnipeg-based LOS BROVOS celebrated their 30th anniversary in 
October 1997. They have about 24 active members and nine strikers, and have allegedly 
joined the HELLS ANGELS as a hangaround club. The SPARTANS, for their part, still have 
two chapters, one in Brandon and one in Winnipeg. 


In Saskatchewan, the Saskatoon-based REBELS have become a HELLS ANGELS prospect 
club. They will most likely become the first HELLS ANGELS chapter in Saskatchewan in 
1998. 


In July 1997, the GRIM REAPERS of Alberta patched over to join forces with the HELLS 


ANGELS. The HELLS ANGELS created two new chapters, one in Edmonton and one in 
Calgary. Members of the Alberta REBELS are HELLS ANGELS prospects. 
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The five HELLS ANGELS chapters in British Columbia control the drug trade in the province, 
particularly the cultivation of hydroponic marihuana which they export in large quantities to 
the United States. They are also involved in the purchase of businesses and real estate as 
well as in the production of live sex shows for dissemination over the Internet. 


Threats and assaults continue to be favoured HELLS ANGELS tactics to intimidate victims, 
potential witnesses and, increasingly, police and law enforcement officers. An adjunct to 
this indiscriminate use of violence is the tactic known as “swarming” in which OMG members 
and associates encircle a comrade to protect him from police and prevent his arrest. 


The HELLS ANGELS Halifax chapter is experiencing financial difficulties. Intelligence 
indicates that the chapter owes a great deal of money to the HELLS ANGELS in Quebec 
as a result of a bungled drug import scheme. Police believe that the HELLS ANGELS will 
not relinquish control of their territory in the Maritimes even though the present chapter 
seems ill-equipped to “take care of business”. The area is crucial for drug importations and 
will not be abandoned to other OMGs or organized crime groups. 


1997 saw the second OMG-related murder in Halifax in as many years. In 1996, a member 
of LOS BRAVOS (Winnipeg) was the victim. In 1997, the victim was local businessman and 
HELLS ANGELS associate, Robert MacFARLANE. He was the subject of investigations by 
various agencies and had been linked to a number of local criminals, most of whom were 
involved in the drug trade. Two Quebec men, both with links to HELLS ANGELS, were 
charged with the murder. One had also been implicated in the deaths of two ROCK 
MACHINE members. 


Individual members of the Halifax chapter continue to be involved in the local drug scene. 
Police believe that they are connected to a series of large scale drug importations. They 
have also been involved in the intimidation of guards at the facility where a HELLS ANGELS 
memberis serving an eighteen month sentence for possession for the purpose of trafficking. 


OMG activity in Halifax is also a concern for the Canadian Armed Forces. Police there have 
documented at least three instances in which Halifax-based military personnel have 
encountered members or associates of known outlaw motorcycle gangs. Beyond this, the 
most recently patched member of the Halifax chapter of the HELLS ANGELS served as a 
cook aboard a Canadian Forces vessel until his discharge in early 1995. 


The Charlottetown Harley Club freely associates with “one percenter’ gangs. It maintains 
a low profile but some members are involved in criminal activity, primarily drug trafficking 
controlled by the HELLS ANGELS. The club currently has 18 full members and three 
prospects. They associate with the Nova Scotia HELLS ANGELS. 


In New Brunswick, the Quebec Chapter of the HELLS ANGELS control most of the drug 
trade through the EMERY MARTIN GANG in the northwestern part of the province. This 
gang was dealt a serious blow this year when some of its ten members were charged as a 
result of an undercover operation. In the Hillsborough and Moncton areas, the 12 member 


15 


BACCHUS motorcycle gang continues its illegal activities with the support of the HELLS 
ANGELS. 


Legislative and Enforcement Initiatives 


In April 1997, Parliament amended the Criminal Code to provide authorities with the means 
to prosecute the crimes committed by criminal organizations, including outlaw motorcycle 
gangs. Since then, several gang members, including some from the Kingston-based ROCK 
MACHINE, have been arrested and charged under the new legislation. In October 1997, 
police in Edmonton arrested six members of the REBELS, including its president (also one 
striker, two hangarounds and one associate), and charged them with drug trafficking, 
conspiracy to traffic, possession of prohibited weapons, illegal storage, receiving stolen 
goods, and money laundering. In November 1997, the CARCAJOU squad seized the 
HELLS ANGELS clubhouse in Quebec City under provisions of the new anti-gang 
legislation. In December, Maurice BOUCHER, leader of the NOMADS chapter, was arrested 
and charged with the premeditated murder of two correctional officers. The National 
Strategy on Outlaw Motorcycle Gangs that was adopted by Canadian law enforcement in 
February 1996 continues to be implemented. The strategy presents a coordinated law 
enforcement effort aimed at dismantling the activities of OMGs in Canada. 


Outlook 


O The ongoing war between the HELLS ANGELS and the ROCK MACHINE, as well as the arrival of 
the BANDIDOS gang, could provoke an escalation of motorcycle gang-related violence in Quebec 


and Ontario. 


Threats and intimidation of victims, potential witnesses and police will continue to be instrumental in 
OMG criminal activity. 


OTHER MONITORED AND EMERGING ISSUES 


ILLEGAL MOVEMENT OF FIREARMS 
Current Situation 


Firearms are a constant threat to Canadian police officers and other law enforcement 
Officials. Criminals in Canada have ready access to a wide variety of firearms, including 
increasing numbers of automatic weapons. In many cases, firearms seized by the police 
entered Canada legitimately and were subsequently purchased or stolen by criminals. In 
other cases, the firearms entered the country illegally. This is particularly true of handguns 
and assault rifles. 
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There are currently more than 1.2 million registered firearms in Canada, mainly handguns. 
The number of rifles and shotguns in the possession of Canadians is currently unknown, but 
is presumed to surpass the number of registered firearms by a considerable margin. During 
the last 20 years, more than 87,000 firearms have been reported stolen, lost or missing in 
Canada. From this, it is clear that there is an enormous underground arsenal of firearms 
available to the criminal world. 


This arsenal is supplemented by the steady flow of illegal firearms into Canada. One 
smuggled firearm may be used repeatedly by criminals until it is either discarded or seized 
by the police. Frequently, police recover firearms that have been in Canada for twenty years 
or more. 


The United States remains the source of most legal and illegal firearms in Canada. It is 
relatively easy for Canadians to acquire firearms in the United States either by themselves 
or through a straw purchaser. Firearms are smuggled into Canada through both normal 
ports of entry and unsupervised border crossings. Both individuals and small groups are 
involved and loads of two to twelve firearms are the norm. Firearm couriers are not 
necessarily habitual criminals or members of organized crime groups, notwithstanding the 
fact that most of their customers are. Canada Customs seized 1,317 firearms in 1997, of 
which 1,025 (78%) were handguns. The vast majority of these firearms were the personal 
weapons of US citizens and not linked to smuggling operations. 


Intelligence continues to point to aboriginal reserves, in particular Akwesasne, as conduits 
for illegal firearms entering Canada. They also have served as storage and distribution 
centres for illegal firearms. In September 1997, the RCMP seized numerous firearms, 
including assault rifles, in a raid on the Kahnawake Reserve. This operation confirmed that 
the reserve was being used as a cache for illegal firearms smuggled from the United States 
and sold to various crime groups in Ontario and Quebec. 


There are individuals in Canada attracted to the US “militia” philosophy or who espouse 
similar anti-government ideology. The possession of numerous firearms is viewed by these 
individuals as essential to their concept of personal freedom and some have been linked to 
firearms smuggling. 


Weapons are essential to criminal activity and most criminal groups ensure ready access 
to firearms by establishing weapons caches. In October 1997, the CARCAJOU anti-gang 
Squad in Quebec discovered a weapons cache in Montreal that included 13 firearms along 
with ammunition, grenades and explosives. Intelligence indicated that the weapons would 
have been used in the conflict between the HELLS ANGELS and the ROCK MACHINE. 


A national database is currently being developed and implemented as a result of initiatives 
by the Department of Justice Working Group on the Illegal Movement of Firearms to assist 
law enforcement agencies in combatting the illegal movement of firearms. This national 
database, which is scheduled for activation in October 1998, will record all the firearms 
which come into the possession of Canadian law enforcement agencies. It will provide 
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centralized tracing of guns used in the commission of criminal offences in order to establish 
their provenance. The information gained will be used to support police investigations and 
to develop tactical and strategic firearms intelligence. 


Outlook 


0 Criminals and criminal organizations will continue to seek out and acquire firearms, particularly high- 
powered, rapid fire weapons. 


SEXUAL VICTIMIZATION OF CHILDREN 


Highlights 


QO Sexual victimization and exploitation of children is the subject of a national 
strategy being developed by CISC and various enforcement and government 
agencies. 


The Internet is emerging as one of the primary means of facilitating this type 
of criminal activity. 


Current Situation 


Awareness of the predatory nature of sexual crimes against children is growing, both within 
Canada and internationally. Child pornography, prostitution, sex tourism, abduction for 
sexual purposes, missing children and the activities of paedophiles and sexual predators 
have become priority matters for police and enforcement agencies, child welfare agencies, 
advocacy groups and governments. Of particular concern is what appears to be the 
increasing sophistication of paedophiles and their ability to use new technologies such as 
the Internet to seek out and entrap their victims. 


Outlook 


QO Increased public awareness and the development of policies and guidelines will be powerful weapons 
in the struggle against sexual victimization and exploitation of children. 
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ORGANIZED CRIME AT CANADIAN SEAPORTS 


Highlights 


Ports Canada police has been disbanded and enforcement at Canadian ports 
has been assumed by private security companies and local police agencies. 


Organized crime uses seaports to smuggle contraband into Canada and to 
export illegal goods to foreign markets. 


Canadian law enforcement agencies continue to make numerous drug seizures 
at seaports including multi-kilogram quantities of heroin, cocaine and cannabis. 


Current Situation 


Criminal Intelligence Service Canada is in the process of evaluating the threat posed by 
criminal organizations to the integrity of Canadian seaports of entry. This process is being 
conducted in conjunction with the RCMP, Canada Customs, and the provincial and 
municipal police forces involved in enforcement at Canadian ports. Ports Canada Police 
was disbanded by the end of 1997 and private security companies currently provide port 
security with general law enforcement assumed by the police agency with the appropriate 
jurisdiction. In Vancouver, the Coordinated Law Enforcement Unit (CLEU) has established 
a Ports Intelligence Unit to assist in combating organized crime at the Port of Vancouver. 


Criminal organizations are firmly entrenched in all major Canadian seaports and are 
responsible for the bulk of the contraband entering Canada through the ports. This trend 
parallels the penetration of legitimate business by criminal organizations. It is usually 
accomplished through the placement of criminal members, associates, relatives and friends 
in legitimate employment positions at the port. 


This presence allows criminal organizations to acquire valuable knowledge of import and 
port procedures and to monitor law enforcement activity at the port. Associates in key 
positions facilitate the movement of contraband into the ports and ensure that it remains 
concealed until it can be removed and distributed on the contraband market. They also 
facilitate the theft and diversion of legitimate imported goods and assist in the export of 
illegal goods, such as stolen vehicles, from Canada to other countries. Groups involved in 
this activity include traditional organized crime, Asian and East European-based organized 
crime and outlaw motorcycle gangs. 


Canadian seaports are entry points for illegal migrants and a variety of contraband including 
drugs, alcohol, tobacco, and firearms. Of these, illegal drugs currently pose the greatest 
threat. Canada Customs, with the assistance of the RCMP and other police agencies, seizes 
significant quantities of drugs as they enter Canada’s seaports, most often concealed within 
legitimate consignments of import goods. Notable seizures in 1997 included 455 kilograms 


19 


of cocaine in a container shipment of Colombian coffee at the Port of Vancouver, seven 
kilograms of heroin inside drums of hazardous chemicals from China at the Port of Toronto 
and almost 1,700 kilograms of marihuana inside a refrigerated container of Jamaican 
foodstuffs at the Port of Halifax. 


Outlook 


0 _-Seaports will continue to be used to move both illegal migrants and significant quantities of contraband 
into Canada, including drugs. The export of stolen vehicles to foreign countries will also continue. 


0 CISC will evaluate the extent of this threat of organized criminal activity to the integrity of Canadian 
ports. 


ORGANIZED CRIME GROUPS AND ILLEGAL MIGRATION 


Highlights 


0 The smuggling of illegal migrants into Canada is a lucrative and growing 


business. Large sums of money can be extracted from individuals wanting to 
relocate. 


Current Situation 


The smuggling of illegal migrants is big business. Syndicates operate all around the world 
in countries as diverse as Iran, India, the Peoples Republic of China (PRC), Sri Lanka, 
Pakistan, Hong Kong, Thailand, Nigeria, Brazil, the United States and Canada. 


Syndicates charge their clients anywhere from $5,000 to $50,000, depending on the 
destination and the complexity of the smuggling route. The cost generally includes 
counterfeit documents and airline tickets as well as the use of safehouses and contacts 
throughout the journey. 


In most cases, migrant smuggling organizations operating in Canada are loosely affiliated 
to or wholly independent of major organized crime groups. On the international front, 
however, transnational criminal organizations such as triads, BIG CIRCLE BOYS and 
Russian-based groups are involved in most aspects of migrant smuggling. 


The identification of routes used to smuggle illegal migrants has always been difficult, since 


they change rapidly, almost from month to month. Many illegal migrants use Canada as a 
transit point to reach the United States. 
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Some illegal migrants are involved in major criminal activity upon arriving in Canada, often 
as a means of paying off debts incurred for their passage and forged documents. Such 
activity can include prostitution, extortion, drug trafficking and theft. There have been many 
documented cases of such pay-back schemes, including migrants forced into slave labour 
in the United States. Such situations are rarer, although not unheard of, in Canada. 


Outlook 


O = ©Migrant smuggling will continue to be a problem. It offers organized crime groups the double incentive 
of high returns on investment and relatively minor sentences in the case of conviction. 


QO In Canada, migrant smuggling will run the gamut from citizens participating in a single smuggling 
offence, such as the illegal escort of a relative, to huge, highly powerful multinational organizations 
working with organized crime. 


CONTRABAND SMUGGLING 


Highlights 


QO Organized crime continues to dominate the contraband trade, particularly in 
Central Canada. Most contraband tobacco flows to the eastern and western 
provinces from Ontario and Quebec, while other commodities tend to flow 
from south to north and vice versa. 


The presence of organized crime ensures that smuggling operations are 
highly sophisticated, with unlimited resources and a serious potential for both 
violence and corrupt activity. 


Current Situation 


The year 1997 saw important developments in the area of contraband smuggling. A number 
of complex investigations concluded successfully with sentences that reflected the 
magnitude of the offences involved. An Ontario-based smuggler received a six-year prison 
sentence and a fine of $1 million and a British Columbia judge ruled that alcohol and 
tobacco smuggling was as serious a crime as drug trafficking. 


Alcohol and tobacco remain the primary commodities of the contraband trade, a function of 
demand and large price differentials. In 1997, interprovincial movement of tobacco products 
emerged as a serious issue, primarily involving transport of large quantities of tobacco from 
Ontario and Quebec, where prices are low, to other parts of the country. The new Tobacco 
Act, Bill C-71, enacted in April 1997, is expected to provide the legislative power to deal with 
such shipments, with enforcement administered primarily by Health Canada. 
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Another trend observed in 1997 was the sale of tax free tobacco intended for aboriginal 
reserve residents to non-aboriginal retailers, primarily by retailers on the reserves 
themselves. A subject at Kahnawake was distributing tobacco products to over 170 
convenience stores in the Montreal area. One reserve in British Columbia reduced tobacco 
quotas in an attempt to curb this type of activity. 


Alcohol is another attractive commodity for smugglers. The Liquor Control Board of Ontario 
estimates that the illegal liquor industry is a $644 million business. The price differentials 
are quite startling. For example, a 750 millilitre bottle of liquor with a Canadian price of 
$20.00 will sell in the United States for $9.50. The black market price will be $13.00. In 
Canada, the total tax per 750 ml. bottle averages $16.14 or 83% of the retail price. In the 
United States, the total tax averages $5.51 or 44% of the retail price. 


In Ontario, a number of members of a major smuggling organization were brought to trial. 
The liquor was supplied by up to a dozen US distilleries. In Alberta, the privatization of liquor 
sales has created the potential for abuse of the supply system. The BC Liquor Distribution 
Branch (LDB), meanwhile, determined during regulatory inspections that approximately 70% 
of the licenced establishments visited were not purchasing liquor through the LDB. 


Evidence of the manufacture of illicit spirits, or moonshine, mounted over 1997. A still 
dismantled in the Montreal area had a capacity of up to 35,000 litres per week, while 
another, in Quebec City, was producing 800 litres per week. The Montreal operation was 
able to supply a major contraband distributor with over 3,900 cases of alcohol over an eight 
month period. 


Ontario.and Quebec remain the primary contraband entry points, and most of the smuggling 
there is now controlled by organized crime. 


Few organizations limit themselves solely to smuggling. A recent investigation into a major 
contraband smuggling group concluded that it was involved in fraud, theft, purchase and sale of 
bootleg alcohol, possession of counterfeit money, bribery, drug importation and trafficking and 
money laundering along with the usual alcohol and tobacco smuggling. Nor are groups content 
simply to smuggle alcoho! and tobacco. Recent investigations have noted jewellery, precious 
gems, genuine and counterfeit Cuban cigars, endangered and protected animal parts, jeans, 
computer parts, chicken, butter, and CFCs among the contraband flooding back and forth across 
the border. Any high demand, high profit commodity is potential black market material. 


Outlook 


0 Contraband smugglers will continue to adapt to enforcement measures, varying their strategies, forging 
alliances and switching to new commodities as circumstances require. 


QO‘ The violence associated with the contraband trade will raise serious public safety issues, as will the 
presence of increasing numbers of smuggled weapons on the Canadian market. 
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THE ILLICIT DRUG TRADE 


Highlights 


0 


Cannabis products, followed closely by cocaine, remained the most popular illicit 
drugs in Canada in 1997. The demand for chemical drugs is strong but varies 
considerably according to the availability of other psychotropic substances. Heroin 
abuse, although not as widespread as consumption of other illicit drugs, remains a 
major concern for police and health officials. 


Canadian health officials are alarmed about the high prevalence of HIV infection 
among users who inject drugs, particularly heroin and, more recently, cocaine. 


Drug trafficking remains the principal source of revenue for most organized crime 
groups operating in Canada. 


Over 100 tonnes of hashish enter Canada annually, destined mainly for Montreal 
organizations who distribute it in eastern Canada and the northeastern United 
States. More than half of these importations are organized by criminal groups based 
abroad. 


Italian-based organized crime is involved in upper echelon importation and 
distribution of many types of drugs. Asian-based groups are active in heroin and, 
increasingly, cocaine trafficking, from importation to street level. Colombian-based 
traffickers still control much of the cocaine trade in the cities of eastern and central 
Canada. Outlaw motorcycle gangs play a major role in the importation and large- 
scale distribution of cannabis, cocaine and chemical drugs. Independent Canadian 
and foreign entrepreneurs are also important suppliers of drugs to the Canadian 
market. 


Current Situation 


Health officials across Canada anticipate a continuing increase in the prevalence of HIV 
among injection drug users. This pattern has emerged even in cities which have long 
Standing, well run harm reduction initiatives such as needle exchange programmes and 
outreach education. Increased incidence and prevalence of HIV infection have coincided 
with a growing trend among users to inject cocaine, either by itself or in combination with the 
use of other drugs such as heroin. The impact of this trend is serious. In the Ottawa region, 
for example, HIV prevalence among persons reporting to needle exchanges rose from 8 per 
cent in 1993 to 19 per cent in 1997. In Vancouver, it rose from 25 per cent in 1995 to 


approximately 50 per cent in 1997. 


Certain crime groups dealing in the movement of illicit drugs continue to be involved in the 
trafficking of other commodities as well. These include counterfeit currency and credit cards, 


weapons, tobacco, liquor and, in some cases, illegal migrants. 
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HEROIN 


Throughout 1997, Southeast Asian heroin continued to be available across Canada at 
unprecedentedly low prices and with purity levels in excess of 90 per cent. Southwest Asian 
heroin trafficking activity remained at a low level, carried out primarily by small scale 
trafficking groups from Southwest Asia, the Middle East and Africa. In a more recent 
development, criminals from the Former Soviet Union are testing their ability to market 
Southwest Asian heroin in Canada. The availability of Colombian heroin on the Canadian 
market is believed to be extremely limited. Current laboratory analytical Capabilities in 
Canada do not permit identification of the origin of seized heroin samples. 


In 1997, investigators observed an increased incidence of small quantities of heroin arriving 
in Canada via the postal system or commercial messenger services. Concealment of heroin 
in hazardous material was noted in Toronto in 1997 when approximately 7 kilograms of 
heroin were discovered inside drums of arsenic en route from the People’s Republic of 
China. 


The largest seizure of heroin in Canada for 1997 occurred at Toronto’s Pearson 
International Airport on December 28. Authorities found 42 kilograms of Southeast Asian 
heroin secreted inside the washroom wall panels of a commercial aircraft. 


In 1997, the RCMP, the DEA, the FBI, Canada Customs and US Customs concluded a long- 
term joint investigation targeting Canada and US-based Asian criminals involved in the 
cross-border movement of narcotics. In addition to the undercover purchase of 2 kilograms 
of heroin on two separate occasions, investigators foiled a conspiracy whereby traffickers 
in Vancouver would supply 7 kilograms of heroin to individuals in Boston in exchange for 25 
kilograms of cocaine. Other suspects attempted to hire the undercover operators to murder 
a rival in Alberta. Police arrested five men from Vancouver, Calgary and Boston. 


COCAINE 


Although there continue to be conspiracies to import cocaine by mothership and aircraft into 
Canada, most large shipments arrive in transport trucks en route from the United States or 
in marine containers arriving from South America. Indeed, containers represent the highest 
risk. In December, authorities in Vancouver discovered 420 kilograms of cocaine in a 
container load of coffee that had arrived from Colombia. 


Cocaine enters Canada concealed in footwear, toiletries, false bottomed suitcases and 
dissolved in liquor, among other methods. Couriers tend to be females in their early 20s to 
mid 30s, who smuggle cocaine into Canada aboard commercial flights from Caribbean 
countries, primarily Jamaica and Trinidad and Tobago. An organization based in Edmonton 
transported the drug directly from Colombia, through Mexico and the United States to 
Edmonton, concealed in the gas tanks of sport utility vehicles. 
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Colombian trafficking groups are fully aware of the emphasis and resources applied by law 
enforcement to drug shipments originating in South America and are developing other 
routes to ensure safe passage of drugs into the United States and Canada. There are 
indications that some traffickers may attempt to ease the pressure on their North American 
shipments by routing them through the Middle East. 


Most cocaine importation routes into the United States are now controlled by Mexican drug 
cartels. While there is no appreciable evidence that these groups are active in Canada, 
most criminal groups in Canada are involved in cocaine trafficking at some level. Like any 
other form of commerce, the cocaine trade is based upon supply and demand and it is likely 
that Canadian groups will deal with Mexican groups if they are not already. Indeed, the large 
quantities of cocaine seized from trucks en route to Canada in the United States could 
indicate links between Canadians and US-based Mexican groups. 


CANNABIS 
Marihuana 


Hydroponic marihuana Cultivation remains a major concern across Canada. It is a huge 
industry, with huge potential profits for the individual criminals involved. A grower operating 
a small 50 plant hydroponic installation producing three crops of 15% THC marihuana a year 
can expect $225,000 wholesale for an annual harvest. Most police agencies have reported 
an increase in the total number of plants seized, sites uncovered and in the size of the 
installations. Outlaw motorcycle gangs and other criminal groups are closely involved in the 
hydroponic marihuana trade, although their control is not absolute. Police in Quebec have 
uncovered marihuana “sweat shops”, secret locations where labourers package marihuana 
buds and prepare marihuana residue for processing into liquid hashish. 


While Canada is not a primary source of marihuana for the US market, the export of “BC 
Bud” marihuana to the United States is a flourishing business in British Columbia. So too, 
the RCMP and the Sdreté du Québec have noted shipments of “Quebec Gold” marihuana 
to the northeastern United States. There is also intelligence regarding Ontario crime groups 
exporting Canadian marihuana. 


The main sources of imported marihuana on the Canadian market continue to be Colombia, 
Mexico, Jamaica and Thailand. 


Hashish 


Police believe that approximately 100 tonnes of hashish are smuggled into Canada 
annually. Multi-tonne shipments arrive from Southwest Asia (Afghanistan and Pakistan), the 
Middle-East (Lebanon) and North Africa (Morocco) aboard motherships or concealed in 
marine containers. Virtually all of it is destined for Montreal. The hashish trade remains 
highly lucrative, and an importer can expect to earn approximately $35 million fora 10 tonne 
shipment delivered to Montreal and sold off in multi-tonne lots. Foreign nationals orchestrate 
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at least half of the large scale importations and sell entire loads to Montreal wholesalers for 
further distribution. Organized crime groups including Italian-based organized crime, the 
West End Gang and the Hells Angels, as well as a number of Canadian entrepreneurs not 
related to any established criminal organization, cooperate in these multi-tonne operations. 
Occasionally, hashish concealed in air cargo is seized as it enters Canada. 


In early 1997, members of one of the largest international hashish trafficking organizations 
in the world were arrested as a result of a major undercover operation. During this 
operation, the RCMP, together with the DEA, intercepted four tonnes of hashish in 
Montreal, and another four tonnes in Newark, New Jersey, believed to be destined for 
Montreal. These drugs were part of a 17 tonne shipment off-loaded to a US undercover 
vessel in the South Pacific. 


In February 1997, a vessel was seized off the coast of Ireland, part of a conspiracy to import 
50 to 60 tonnes of hashish into Canada. This conspiracy was orchestrated by a Montreal- 
based criminal organization with links to the Hells Angels and to crime figures in the 
Netherlands. The hashish in both of these cases originated or was to originate in Pakistan. 


A number of marine containers carrying hashish were intercepted in 1997, including 326 
kilograms inside a shipment of pepper in Burnaby, British Columbia. The shipment 
originated in Madras, India. Several large hashish shipments destined to Canada were 
seized abroad, including 475 kilograms seized from air cargo in Lahore, Pakistan and 
destined for a fictitious textile company in Quebec. 


Liquid Hashish 


Most of the liquid hashish seizures carried out in Canada during 1997 were executed at 
Pearson International Airport and involved travellers returning from Jamaica. The most 
common methods of concealment were body packs and luggage. The largest seizure in 
1997, 75.5 kilograms in Vancouver from a container of Colombian coffee, was an isolated 
incident in terms of transport method. A conspiracy to import 450 kilograms into Canada, 
using approximately 15 couriers, was foiled with several arrests including a major trafficker 
from Quebec. In 1997, there continued to be cases in which liquid hashish had been 
concealed aboard commercial aircraft, particularly in the avionics and toilet compartments. 
Such seizures suggest the collusion of airline employees, particularly ground crews on both 
ends. Ten airport baggage handlers have been arrested in the past year by the RCMP for 
drug smuggling. 


With the boom in Canadian grown marihuana, the manufacture of domestic liquid hashish 
has undergone a proportional increase. Since the marihuana itself has a high THC content, 
it is not uncommon to encounter liquid hashish with a THC content in excess of 50%. The 
domestic product constitutes a small portion of the liquid hashish available in Canada, but 
is worthy of mention as production and availability may increase. 
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CHEMICAL DRUGS 


The domestic manufacture of illicit chemical drugs such as PCP, methamphetamine and 
LSD continues. Authorities have uncovered clandestine laboratories producing Ecstasy 
(MDMA) as well as conspiracies to manufacture emerging drugs like Nexus and various 
counterfeit pharmaceuticals. Outlaw motorcycle gangs are involved in many of these 
schemes. There continue to be numerous seizures of anabolic steroids originating in 
Europe, the Former Soviet Union and the United States. Despite the proclamation of Bill C-8 
in May 1997, regulations on the licensing procedures for import and export of precursor 
chemicals were still not finalized at the end of 1997. 


Outlook 
O HIV prevalence among injection drug users will continue to escalate. 


O Conspiracies to import multi-tonne shipments of drugs aboard motherships or private aircraft will 
continue. Marine and air cargo containers will remain the preferred transport method, however, because 
of lower detection risks and costs. 


Although there is no appreciable evidence of Mexican mafia activity in Canada, the possibility of links 
to major organized crime groups in Canada should not be discounted. 


Domestic marihuana exports will rise as Canadian producers find markets for their products in the 
United States. 


PROCEEDS OF CRIME 


Highlights 


O Asin previous years, criminal organizations took advantage of Canada’s lack 
of mandatory financial reporting requirements to move illicit funds in 1997. 


Money Laundering Trends and Enforcement Problems 


As in other countries, criminal organizations based in Canada continue to use businesses 
other than financial institutions to launder proceeds of crime. Of particular concern are 
foreign investments in the Canadian economy by individuals and companies associated with 
organized crime groups. Such investments are never directly linked to a substantive offence 
and therefore present real enforcement challenges. 


The cross border movement of cash by criminal organizations trying to conceal the origin 
of illicit funds continues unabated. In the last three years for example, Toronto Integrated 
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Proceeds of Crime Unit (TIPOC) identified $10 million in cash smuggled in and/or out of 
Canada through Toronto’s Lester B. Pearson International Airport. 


Changes and Enforcement Opportunities 


A number of legislative initiatives against money laundering were introduced in 1997. As 
a result of the new Controlled Drug and Substances Act, Proceeds of Crime Units can 
conduct reverse sting operations, a number of which were successfully carried out in the 
second half of 1997. Following amendments to the Criminal Code (Bill C-95), the instruments of 
organized crime offences can now be seized and confiscated. Using these new powers, law 
enforcement agencies seized the club house of the Hells Angels in St-Nicolas, Quebec, in 
November 1997. 


Outlook 


a) 


The rapid growth of electronic commerce creates new laundering opportunities for organized crime and 
presents law enforcement with serious challenges. Among the business sectors most affected by the 
advent of electronic commerce are the travel and financial industries, both of which are used heavily 
by money launderers and drug traffickers. Electronic business-to-business commerce is also a key 
growth area and companies make increasing use of the Internet to purchase supplies and settle 
accounts. The exchange of goods and services between businesses, in particular non-financial 
businesses, will continue to be used extensively by criminal organizations to camouflage the laundering 
of illicit funds. 


The consequences of the expansion of electronic commerce upon the ability of the police to combat 
money laundering remains unknown. Similarly, the effectiveness of existing laws and regulations in the 
electronic environment is not known and neither is the applicability of search warrants to international 
electronic transactions. 


COUNTERFEIT ACTIVITY 


Highlights 


a) 


In 1997, the number of Canadian counterfeit bank notes reported to police 
increased by over 26 percent in comparison to 1996 figures. The $20 note 
accounted for 36 percent of all counterfeit notes reported in Canada. 


Losses due to credit card fraud increased to $88 million in 1997. This is an 
increase of $8 million when compared to 1996. It is estimated that 
approximately 50 percent of these losses are the result of counterfeit activity. 


The availability of scanners and other desktop publishing equipment has 
allowed criminal organizations to produce extraordinarily sophisticated 
counterfeit credit cards. 
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Current Situation 


Reported currency counterfeiting activity has steadily increased in 1997. The $20 
denomination has replaced the $10 denomination as the primary vehicle of counterfeiters 
producing Canadian bank notes. The $10 denomination accounted for 57 percent of 
counterfeits received in 1996 but has now dropped to 31 percent in 1997. The $20 
denomination has risen from 31 percent in 1996 to 36 percent in 1997. 


Criminal organizations have been successful in duplicating the Optical Security Device 
(OSD) found on higher denomination ($20, $50, $100 and $1,000) bank notes, so that close 
to 50 percent of all reported counterfeits now carry a forged OSD. Fewer than 8 percent of 
counterfeits detected in 1996 carried an OSD. 


The ratio of counterfeit Canadian to US currency reported to police remained unchanged 
from 1996 levels. US currency accounted for 16 percent of all counterfeits reported in 1997. 


It has been estimated that 50 percent of credit card losses due to fraud are the result of 
counterfeit activities. The practice of skimming genuine credit card information for use on 
a counterfeit credit card is growing at a significant rate. Approximately half of all counterfeit 
Canadian credit cards with skimmed information are used outside of Canada. 


Outlook 


0 CBoth the availability of counterfeit currency and losses due to credit card fraud will increase in 1998. 
The availability of sophisticated desktop publishing tools has simplified the process of producing 


counterfeits, in turn allowing more criminal organizations to become involved in this activity. 


The practice of skimming credit card information for use on counterfeit credit cards will increase in 
1998. This type of activity will replace the practice of using counterfeit credit cards that require 
manual keying in order to complete a transaction. 


TECHNOLOGICAL CRIME 


Highlights 


0 The Internet is being used as a means of facilitating various sorts of criminal 
activity. 


O Electronic card readers, which provide access to and move funds between 
bank accounts, have become the target of choice for break and enter artists. 
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Current Situation 


Increasing use is being made of the Internet as a means of facilitating criminal activity, 
including prostitution, drug trafficking, the distribution of child pornography and fraud. In 
January 1997, a Montreal investigation uncovered three Internet sites that were defrauding 
visitors out of millions of dollars. The sites, which offered free pornographic pictures and 
access to their web pages, were defrauding users by disconnecting their modems and 
reconnecting them to a telephone number in the former Soviet Republic of Moldova. Thus, 
users ended up paying long distance tolls to Moldova, of which the site operators took a 
substantial cut. The long distance call remained connected even after the computer was 
shut down and required a full system reboot to disconnect. 


The proliferation of technology has led to new forms of break and enter theft. 


Knowledgeable thieves gain access to Interac card readers and can download money and 
transfer funds in a matter of minutes. 


Outlook 


O The need for anonymity and communications security will ensure ever-increasing exploitation of the 
Internet by organized crime groups. This will be particularly problematic in the area of fraud and in the 


distribution of child pornography. 


Subscription fraud, which provides simple access to bank accounts, will continue to be noted in cases 
of money laundering and major theft. 
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Criminal Intelligence Service Canada 
Annual Report on Organized Crime in Canada 


1999 


Research for this report concluded on 1999-06 and is based 
on information available until that date. 


References to organized criminal activity associated to particular ethnic 
organizations in this report are not meant to suggest that all members of 
that specific ethnic group are involved in organized crime or that the 
government of the country of origin or its lawful agencies permits or 
participates in any illegal activities. These references allude to the illegal 
activities of particular criminal organizations, the majority of whose 
members share ethnic similarities. 


eee 


Sore Rae 
oi ae 


“i ba 


wbened ei ‘seni posinaind ro it ie 


beret gr bad SO-REE he abilities Supayt aint sah shdeese 7 
web teele ftv perm netareroine no 


| lal 

it are ins roe 14 

2% - 4 y Pan Fj 
: ' 


tet 2000) Say C8 DGS oilien thee VETOES Hasina of Reawareedt ‘ 
oo rev he Va) Seed Gi eer ton, eye Tihs Biri I dee 
Waly i STIS DEG 16 Davy a6 Seopa “gicrenye a aa 
iva) wealewge: Whwel etyach Ti 1 SAIS ait tes! Tay TO. 
Ne) SOA STON eT: ANI lege vt ct oa) iy 
ud Shortie jen aivecinnina Wynne. Yelenitung Xisrwien' . 

.  eettontios BITE Samet | 


Criminal Intelligence Service Canada - 1999 


Criminal Intelligence Service Canada 


1999 Annual Report on Organized Crime in Canada 


Executive Editor 
Richard Philippe 
Director 
Criminal Intelligence Service Canada 


Editor in Chief 
Angus Smith 
Criminal Analysis Branch 
Criminal Intelligence Directorate 
Royal Canadian Mounted Police 


Editor 
Susan Kavanagh 
Criminal Intelligence Service Canada 


Graphic Design 
Bill McMillan 
Art Director 
Graphic Design Unit 
Royal Canadian Mounted Police 


Layout 
Ann Jakeman 
Criminal Intelligence Service Canada 


Inquiries on this publication should be directed to: 


Director, Criminal Intelligence Service Canada 
1200 Vanier Parkway 
Ottawa, Ontario 
K1A OR2 


This publication is also available at the following Internet address: www.cisc.gc.ca 


Cat #: JS61-8/1999 
ISBN: 0-662-64351-8 
ISSN: 0839-6728 
PAID: 407 


. (ieee 
; ee i wai y 


Misi act (entered) 
eae | 

ie | a eae 7 

“ whee . me vo on = 


F ot a A) A ; 
HEHE NLD PA | | Ae ree a 
ar Tir ragatan CINE | . 
Rallee? Oahu then’ bayort Ps ae 


‘ , : F J j 1 , : 
a raw hg, Ia? e' 
Jena im ee 4? iy 7 
: Sarna ne tia it Pore 
Ay) Pee Sot rear ty nut KD i "5 we 


of Selaw ih se Shey iw noltesied mirth ev eit, 1 ) 
picasa Ye 


/ ie 


CT Se? Serena Tipit ary ike a 
porwr’? 3 mis COSt Phys, 2 

My evn) . ikea) ‘ule 

' any me fh 


‘A tabh vereanl ; Laelia be MBE ceca oi th an 


TAG ae tos ae Saas 
th (RED. Sa Maa yf pe 
Sar et an 
STA aCe Ne et 


Criminal Intelligence Service Canada - 1999 


MESSAGE FROM THE CHAIR 
CRIMINAL INTELLIGENCE SERVICE CANADA 


COMMISSIONER J.P.R. MURRAY 


As Canadians, we pride ourselves upon living in a country that is stable, 
well-policed and, with a few exceptions, relatively free of serious crime and violence. Many of us believe 
that organized crime is something that happens somewhere else. But it doesn't. It happens here, in our 

-communities. And it is a phenomenon that has profound social, economic and personal impact upon 
each one of our lives. 


Organized crime Is, to a large extent, invisible. This has always been its great strength. Unlike ordinary 
crime, it does not immediately manifest itself in broken windows, arash of break and enters or a sudden 
rise in the murder rate. But we cannot be complacent, we cannot afford to ignore organized crime simply 
because its effects are not immediately apparent to us. 


The purpose of this document is to make organized crime visible, to deprive it of the shield behind which 
it goes about its daily business. In it, we shall see how drug-related violence touches the lives of 
innocent bystanders; how our immigration and refugee system is at risk of compromise by the activities 
of migrant smugglers; how the trade in contraband alcohol and tobacco threatens our revenue structure; 
how even small scale and petty criminals are linked to sophisticated international organizations; how 
supposedly “victimless” forms of economic and technological crime threaten the very economic fabric 
of this country. All of this, and more, is the true face of organized crime. 


There is no doubt that organized crime is a central fact of Canadian life, one with the potential to touch 
each one of us, sometimes with disastrous consequences. What we require, as a nation, as a Civil 
society, is action. CISC and all of its law enforcement and policing partners are absolutely committed 
to the struggle against organized crime and to working domestically and internationally to root it out 
wherever it appears. 


The document that you are about to read is a collaborative effort, one that ultimately involves more than 
370 agencies. As such, it is living testimony to CISC’s determination to promote initiatives against 
organized crime as a form of shared enterprise, not only among police and law enforcement agencies, 
but among all Canadians. Thus, quite apart from its disturbing, at times even grim, chronicle of the 
activities of organized crime, this determination may be the most important feature of this year’s C/SC 
Annual Report on Organized Crime in Canada. 
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MESSAGE FROM THE DIRECTOR 
CRIMINAL INTELLIGENCE SERVICE CANADA 


R. PHILIPPE 


Partnerships are the number one strength of Criminal Intelligence Service Canada. CISC 
promotes intelligence-led policing and acknowledges the value in information and suggested 
solutions from a variety of sources, both within and beyond the world of law enforcement. CISC 
partners and intends to partner with law enforcement, social organizations and institutions, 
academic researchers and the public in programs of education, information sharing and 
prevention as a Strategic investment with benefits to be derived by future generations. 


Organized crime is a multi-billion dollar industry affecting all Canadians, undermining the 
domestic economy and threatening the integrity of our political institutions. To a large extent, 
it is the globalization of organized crime coupled with increasingly sophisticated technology that 
has brought this issue to the forefront in the 1990's. Transnational criminal activities such as 
the smuggling of illegal migrants, international telemarketing fraud and offshore gambling 
enabled by the Internet are undertaken with a new ease and mobility that will continue to 
challenge police and law enforcement into the new millennium. 


CISC offers this report with the firm hope that, together with our partners and the Canadian 
community, we can present an informed and united front to fight organized crime. 


Once again, we salute our Provincial Bureaux, which have contributed regional overviews to this 
report, and we thank each and every one of our partner agencies for their support. 
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CRIMINAL INTELLIGENCE SERVICE CANADA 


Criminal Intelligence Service Canada (CISC) is an organization that provides the facilities 
to unite the criminal intelligence units of Canadian law enforcement agencies in the fight 
against the spread of organized crime in Canada. CISC is comprised of a Central Bureau, 
located in Ottawa, and a system of nine Provincial Bureaux, which are located in each 
province, with the exception of Prince Edward Island whose interests are served by the Nova 
Scotia Bureau. The Central Bureau functions on a national scale and the Provincial Bureaux 
operate within provincial boundaries. 


Locations of the Central and Provincial Bureaux 


CISBC CISA ciss CISM ciso cisc QRBOC CISNB CISNS CISN 


Regular members of CISC consist of federal, provincial and municipal police forces in 
Canada that have full time intelligence units. They currently include the Royal Canadian 
Mounted Police, the Quebec Police Force, the Ontario Provincial Police, the Royal 
Newfoundland Constabulary and more than 120 municipal and regional police departments. 
The intelligence and specialized units of these law enforcement agencies supply their 
provincial bureaux with intelligence and raw data for further analysis and dissemination. The 
criminal intelligence shared is related to organized crime and other major criminal 
phenomena in Canada. 


In addition to regular members, CISC also has associate members consisting of law 
enforcement agencies with a part-time intelligence unit and affiliate members, which have 
investigative and enforcement personnel from the private sector and government. These 
total over 255 agencies. 
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The Central Bureau of CISC takes its direction from an Executive Committee, comprised of 20 
Chiefs of Police and RCMP Commanding Officers from across Canada and chaired by the 
Commissioner of the RCMP. This Committee meets annually to review the operation of CISC 
and to decide on goals and priorities. The CISC Central Bureau monitors the progress of those 
priorities through the nine Provincial Bureaux. The Managers of those Provincial Bureaux meet 
annually with the Director of CISC to discuss organized crime issues and forward 
recommendations to the Executive Committee. 


The staff of the Central Bureau consists of regular members, public servants, and secondments 
from other police departments and government agencies, currently the Ontario Provincial Police, 
Montreal Urban Community Police, Revenue Canada Customs, Ottawa-Carleton Regional 
Police Service, Vancouver Police Department, Department of National Defence Military Police, 
Correctional Service Canada and the Canadian Security Intelligence Service. 


ACIS Il 


The Central Bureau Is host to an on-line computer data bank known as the Automated Criminal 
Intelligence Information System, or ACIIS II. This data bank is the national criminal intelligence 
repository for the use of all CISC members in Canada. All member agencies co-operate with 
each other in the collection, collation, evaluation, analysis and dissemination of criminal 
intelligence by contributing to the ACIIS II system. 


ABOUT THIS REPORT 


The C/SC 1999 Annual Report on Organized Crime in Canada is designed to present a 
comprehensive review of organized crime groups and their activities, based on intelligence and 
investigation reports from Canadian and international enforcement agencies. In particular, CISC 
relies on intelligence from CISC member agencies across Canada. CISC also works in close 
partnership with the Criminal Intelligence Directorate of the RCMP for the collection and analysis 
of intelligence on organized crime and for the production of this report. 


This report also aims to inform and, ultimately, to solicit help from the public. Law enforcement 
needs the public to take a stand against all organized criminality, beginning with what goes on 
in individual neighbourhoods. 


One of the keys to success in the fight against organized crime is partnerships - between 
enforcement agencies as well as with policy makers and the public. This report is offered as 
a guide to help our partners with their strategic planning and to encourage them to cooperate 
to the fullest extent to fight this threat. 


CISC monitors and reports on national organized crime priorities including Asian-based, East 
European-based and Traditional (Italian-based) organized crime groups, as well as Outlaw 
Motorcycle Gangs. CISC also has intelligence projects in place to monitor the sexual 
exploitation of children and a contraband desk to cover other priorities and issues such as 
Aboriginal-based organized crime, the illegal movement of firearms and organized crime in 
marine ports. Emerging issues and issues of interest to our partners, for example, illegal 
gaming and technological crime, are also included in this report. The table of contents reflects 
the concerns and interests of CISC and its partners. 
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EXECUTIVE SUMMARY 


This report is designed to present a comprehensive review of organized crime groups and their 
activities, based on intelligence and investigation reports from Canadian and international 
enforcement agencies. In particular, CISC relies on intelligence from CISC member agencies 
across Canada. CISC also works in close partnership with the RCMP Criminal Intelligence 
Directorate for the collection and analysis of intelligence on organized crime and for the 
production of this report. 


CISC monitors and reports on national organized crime priorities including Asian and East 
European-based organized crime groups, Traditional (Italian-based) organized crime and 
Outlaw Motorcycle Gangs. CISC also has intelligence projects in place to monitor the sexual 
exploitation of children and a contraband desk to cover other priorities and issues such as 
Aboriginal-based organized crime, the illegal movement of firearms and organized crime in 
marine ports. Emerging issues of interest to our partners, for example, illegal gaming and 
technological crime are also included in this report. The table of contents reflects the concerns 
and interests of CISC and its partners. 


Asian-based organized crime groups continue to pose a significant threat to public safety in 
Canada. They are the primary suppliers of heroin and are increasingly involved in cocaine 
trafficking. Over the past year, arrests in Vancouver dealt a major blow to an international 
Asian-based criminal network that operated in Canada, the United States, Hong Kong, Macau, 
and Thailand. 


Eastern European-based organized crime groups in Canada are well connected to criminal 
counterparts in Russia, Europe and the United States and function as integral parts of large- 
scale international organized crime networks. EEOC is increasing its involvement in drug 
trafficking in some regions. 


Despite successful police operations against the Sicilian mafia, Traditional (Italian-based) 
organized crime continues to be a threat in Canada. TOC continues to infiltrate the legal 
economy. Money laundering remains a key activity of this group. 


The HELLS ANGELS are one of the most powerful and well-structured criminal organizations 
in Canada. In 1998, they formed two new chapters: one in British Columbia and one in 
Saskatchewan, for a national total of 16 chapters. The establishment of a chapter in Ontario 
remains an objective for the HELLS ANGELS. 


The distribution of child pornography continues to increase, facilitated by the Internet. The 
British Columbia Court of Appeal ruling that Canada’s child pornography law contravenes 
sections of the Charter of Rights and Freedoms has sent ripples not only through the justice 
system, but through Canadian society as a whole. 
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All the major organized crime groups are involved in the smuggling of illegal drugs into and out 
of Canada. Contraband includes the trafficking of other commodities, as well, such as tobacco, 
alcohol, jewellery and stolen vehicles, both within Canada and across the United States/Canada 
border. First Nations territories appear to be a significant conduit for illegal firearms en route to 
Canada. Smugglers continue to use marine ports as a major smuggling venue. 


The traffic in illegal migrants is a result of international political upheaval and economic 
hardship. Smuggling illegal migrants into Canada is a growing and profitable business. 


Canada’s first diamond mine officially began production in October 1998. International police 
and industry sources report that organized crime is often involved in smuggling and theft from 
mining operations. 


There is no doubt that both organized crime and the criminal enterprises that support illegal 
gambling benefit from illegal gaming. Criminal Intelligence Service Canada has initiated a 
national illegal gaming initiative in partnership with the Ontario Illegal Gaming Enforcement Unit 
(OIGEU). With the implementation of this initiative and a corresponding increase in illegal 
gaming intelligence, the extent of the problem will become clearer. 


While technology does not fundamentally change the nature of crime, it allows criminals to 
operate in ways that are more secure, more efficient and more clandestine than ever before. 
Jurisdiction creates problems for computer crime investigations. Developing workable codes of 
conduct, laws and communication networks is complex and time consuming and represents a 
major challenge for law enforcement. 


The Y2K issue includes a number of concerns for law enforcement. Project SOLSTICE, a multi- 
agency effort that includes the RCMP, Criminal Intelligence Service Canada, the Department 
of National Defence, the Canadian Security Intelligence Service, Canadian law enforcement and 
DOMUS Security Division LGS Group Inc., has been initiated to complement the Year 2000 
undertakings of Canadian federal government departments and enforcement agencies. It is 
intended to promote awareness and to deter any criminal threat. 
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CISC NATIONAL PRIORITIES 


ASIAN-BASED ORGANIZED CRIME 


Highlights 


Asian-based organized crime groups continue to be the primary suppliers of heroin to 
Canada and are increasingly involved in cocaine trafficking. 


Asian-based criminal organizations are heavily involved in migrant smuggling and in 
violent crime such as shootings, home invasions, kidnapping and extortion. 


Asian-based criminal groups in Canada have forged links with other organized crime 
groups, both nationally and internationally. 


Arrests in Vancouver in June 1999 dealt a major blow to an international Asian-based 
criminal network that operated in Canada, the United States, Hong Kong, Macau and 
Thailand. 


National Overview 


Asian-based criminal groups, particularly the DAI HUEN JAI and Vietnamese-based gangs, 
continue to pose a significant threat to public safety across Canada. Vietnamese groups are 
known for their extreme violence and use of automatic weapons. Asian-based street gang 
violence is on the rise in several cities. Most of these gangs have direct connections to more 
sophisticated Asian organized crime groups. 


Asian-based organized crime (AOC) continues to have almost exclusive control over the 
importation and distribution of heroin. They cooperate with Traditional organized crime groups, 
Colombian crime groups and Outlaw Motorcycle Gangs in some drug ventures. 


Another criminal enterprise dominated by AOC is the production and use of forged credit cards. 
By employing the latest “skimming” technology, Asian groups are expanding upon their already 
extensive credit card fraud schemes. Skimming is the illegal capture of electronic data from 
legitimate cards. Data swiped through a surreptitious card reader is later placed on a forged 
credit card. 


Illegal migrant smuggling from China remains a major concern for law enforcement. Although 
most migrants transit Canada en route to the United States, an increasing number are 
remaining in Canada. 


Loan-sharking and illegal gaming at legal casinos is an expanding area for AOC in several 
provinces. The resulting violence. and social disruption, combined with the increased capital 
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available for investing in drug importations, makes this another significant concern for law 
enforcement. — 


AOC groups continue their involvement in prostitution, car theft, staged vehicle accidents, 
welfare and employment insurance fraud, commodity smuggling, contract killings and assaults, 
extortion and corruption. Canada’s social welfare and health systems are affected by this 
criminality. 


Regional Overview 


AOC groups operating in British Columbia include the DAl HUEN JAI (also known as Big Circle 
Boys or BCB), Lotus and numerous other Vietnamese and Chinese gangs. The DAI HUEN JAI 
are primarily Chinese from the south of China, while the Lotus are mainly Canadian born 
Chinese. Asian felons travel to and from Southeast Asia, Australia, the United States and 
Eastern Canada. In the province of British Columbia, Asian criminal activities include drug 
trafficking/importation, auto theft, theft, break and enter (home invasion), credit card fraud, 
fraud, gaming, extortion, assault, prostitution, shoplifting rings, property crime, armed robbery, 
kidnapping and homicide. 


At the street level AOC groups in British Columbia control most of the heroin and cocaine trade 
in that province with the assistance of Indo-Canadian gangs and outlaw motorcycle gangs 
(OMGs). 


AOC drug importers and traffickers are entrenched in Vancouver and maintain close links with 
associates in other parts of Canada. Drug trafficking is Vancouver's predominant criminal 
activity and both the US Federal Bureau of Investigation (FBI) and Drug Enforcement 
Administration (DEA) have stated that many of their major Southeast Asian heroin investigations 
have a Canadian link. There have been incidents where heroin has been stockpiled in British 
Columbia for shipment to eastern Canada or the United States. 


Vietnamese criminals are attempting to set up their contacts, to do their own importations of 
heroin directly from the Golden Triangle through either China or Vietnam. This would entail 
smaller scale importations, with couriers body packing less than 5 kg. The heroin is brought into 
British Columbia for subsequent distribution throughout North America. Vietnamese criminals 
are increasing their involvement in cocaine distribution, marihuana grow operations and, most 
recently, in the manufacture of methamphetamine. 


During the past year, there have been several significant heroin seizures in Australia in which 
Canadian nationals have either been arrested or directly linked to the operations. Many of the 
Canadians identified are former Hong Kong or Chinese nationals. These syndicates have direct 
links to major targets residing in China, Hong Kong and Thailand and are of particular interest 
to the law enforcement agencies of those countries. 


In November 1998, 70 kilograms of heroin with purities of up to 90 per cent were seized in 
British Columbia as part of an RCMP Greater Vancouver Drug Section investigation. This was 
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the second largest seizure of heroin in British Columbia history, worth an estimated $14 million. 
The investigation focussed on major heroin importation operations involving the upper echelon 
of an Asian organized crime group. International in scope, it involved a number of countries 
including China, Hong Kong, Australia, Canada and the United States and included the Toronto 
Police Service, and Australian and United States police agencies. The group under investigation 
believed that it could control the market price of heroin by dictating supply. Associates of this 
organization were also producing counterfeit documents and credit cards and smuggling illegal 
migrants into Canada. Recent investigations indicate that importations of the magnitude seized 
in the November 1998 investigation are continually underway. 


Another drug project involved Triad organizations from Los Angeles and San Francisco. Two 
members of this crime group conducted felonious activities between Vancouver, California and 
the Boston area. These activities included the theft of vehicles for shipment to China, the murder 
of a Coquitlam resident and the export of heroin to the United States in exchange for cocaine 
to be sold on the streets of Vancouver. 


Information indicates that within the Kamloops region, AOC controls most of the heroin and 
cocaine trade. This is also apparent on the northern part of Vancouver Island, where 80 to 85 
per cent of the heroin/cocaine trade is controlled by the Vietnamese. 


Besides the heroin and cocaine trade, the northern Vancouver Island Vietnamese criminals have 
expanded into marinuana grow operations and the methamphetamine industry. Vietnamese 
criminals in Vancouver now are responsible for approximately 80 per cent of the hydroponic 
marijuana grow operations that are investigated by the police. 


There is a trend to market cocaine and heroin to potential new users, including middle class 
youth. Asian criminal groups around the Lower Mainland area are now operating “dial a dope 
franchise and delivery services", which also enables them to expand their user market. 


In addition to narcotics importing and trafficking, Asian-based organized crime is involved in 
other criminal activity in British Columbia. 


In late December 1998, a violent kidnapping for ransom occurred in Richmond. Police rescued 
an 18 year old girl who had been beaten, drugged and sexually assaulted. In a media interview, 
a member of the New York City Police Department, who has dealt with numerous Asian 
kidnappings, warned that immigrants from Hong Kong could become a primary focus for 
kidnapping by Asian criminal gangs because many are believed to have moved their financial 
empires to British Columbia. 


Violence continues to be used by AOC to settle internal disputes. In June 1998, the leader of 
one of the most active Vietnamese gangs operating in southern British Columbia was murdered. 
Jimmy NGUYEN Sang Van was shot 10 to 20 times with an automatic weapon. 


Vietnamese criminals continue to exploit lax sentencing for property crimes. Large scale 
shoplifting networks run by AOC continue to act as suppliers to property houses where the 
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stolen goods are sold at a large discount to a select market. These operations earn millions of 
dollars and often involve repeat offenders. The criminal profits of these organizations are 
investigated by Proceeds of Crime units. 


Organized Vietnamese groups who stage motor vehicle accidents remain a significant concern 
to the Insurance Corporation of British Columbia (ICBC), which has expanded its cooperation 
with law enforcement. ICBC is now beginning to use the courts in an attempt to deter these 
groups by taking the profit out of their criminal enterprises. 


During 1998, a DAl HUEN JAI cell was responsible for moving over $1 million dollars in 
counterfeit currency into Vancouver from Toronto. This amount consisted of Canadian $100 
and $50 notes and US $50 notes. The cell distributed the notes to other criminal groups 
throughout the province, including Indo-Canadian drug trafficking organizations. 


The most recent arrests in British Columbia represent the biggest blow to Asian-based crime 
in Canada in over a decade. Two projects took over two years to complete and concluded with 
the arrest of 32 suspects who were involved in heroin importation, credit card counterfeiting, 
illegal gambling, loansharking, obstructing justice, extortion, car thefts, smuggling, and a drive 
by shooting. The accused lived in Victoria, Vancouver, Hong Kong, San Juan and Las Vegas. 
The investigations had links in Canada, the United States, Puerto Rico, Hong Kong and 
Thailand. These top echelon criminals recruited and employed a street gang with over 200 
members in the lower mainland. 


AOC in Alberta continues to be strongly influenced by the mobility of Vancouver and Toronto 
based Asian criminals who are involved in commodity smuggling, the distribution of counterfeit 
currency and the use of forged credit cards. Local groups maintain their involvement in gaming 
related and property crimes. Although cocaine remains the predominant illicit drug and primary 
source of income for Asian criminals, the presence of heroin is steadily increasing. 


The Alberta heroin trade is controlled by AOC and supplied from Southeast Asia, through 
sources in Vancouver. Chinese and Vietnamese drug syndicates from Calgary and Edmonton 
have established a permanent presence in the Northwest Territories. In 1998, the RCMP was 
successful in investigating and prosecuting several major figures in Yellowknife. 


During the summer of 1998, there was a rash of forged credit card frauds in Edmonton. Calgary 
is experiencing a series of counterfeit currency offences involving Asian criminals. The arrests 
in Regina and Revelstoke of Asian criminals distributing counterfeit Canadian $100 notes 
produced by the DAI HUEN JAI in Toronto, and dispersed by a second DAI HUEN JAI cell in 
Vancouver, are further evidence of the mobility and capacity of Asian criminal groups to network 
and acquire contraband goods country wide. 


The attempted murder of an individual in Calgary is further evidence of the Strong link between 
Calgary and Vancouver. This individual had been accused by gang members of interfering in 
a scheme to procure local girls for a prostitution group in the lower mainland of British Columbia. 
His attempt to counsel the girls to avoid a life of prostitution was perceived a threat to the gang's 
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business. Several gang members were summoned from Surrey to attack the victim in 
retaliation. This group was convicted of stabbing and shooting the victim after forcing their way 
into his Calgary home. 


Asian criminals have used legal casinos in Calgary for cheating at play, loansharking, and drug 
trafficking. 


The major centres of activity for Asian-based organized crime in Saskatchewan are still the 
larger municipalities. In the past, this province has been the source of Asian crime enterprises, 
such as credit card fraud, counterfeiting and illegal immigration, that are completed in another 
region. It is apparent over the past year that these criminal activities persist, and they are being 
carried out with a higher degree of sophistication. 


In reaction to the new HELLS ANGELS chapter in Saskatoon, Asian drug traffickers have 
stepped up their activities in an effort to maintain their clientele in a newly competitive market. 
Asian groups have also made a concerted move into Lloydminster, an area that has historically 
been supplied by outlaw motorcycle gangs. There are indications that some Asian groups are 
attempting to increase their share of the Regina drug market specifically because the HELLS 
ANGELS have no strong presence there. 


Some criminals involved in Asian business communities continue to participate in the smuggling 
of cigarettes, liquor and other contraband. Illegal gambling in back rooms of restaurants, 
businesses and homes continues. Prostitution operations are also conducted in these venues 
as well as through telephone contacts. 


Asian-based organized crime in Ontario consists of four elements: Triads, gangs, DAl HUEN 
JA! (BCB) and criminal syndicates. These criminal organizations engage in numerous 
enterprises, regularly sharing expertise and personnel. 


As in other provinces, the importation of heroin into Ontario is among the most profitable and 
prolific crimes committed by AOC. Heroin with a purity as high as 99 per cent from Thailand and 
China is primarily controlled through the DAI HUEN JAI in the Greater Toronto Area. Although 
the DAI HUEN JAI are the major importers of heroin into Canada, Vietnamese gangs are mainly 
responsible for street level distribution. 


In Toronto, Asian-based criminal groups do not hesitate to resort to violence, particularly in car- 

jackings. A number of these vehicles are smuggled to Asia. The high demand for luxury 
vehicles abroad is related to the lack of automobile dealerships and the high tariffs on imported 
vehicles. As long as these conditions exist, Asian-based crime groups in Canada will continue 
to steal targeted vehicles for shipment overseas. 


Ontario AOC groups and their associates have access to high powered firearms and have been 
involved in extreme forms of violence. They have committed a number of murders, usually 
related to territorial disputes. It is not unusual for gang members in Ontario to import criminals 
from other North American Asian communities to commit violent crimes in Ontario. Also, Ontario 
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gang members who commit violent crimes there often flee to other Asian communities outside 
the province. 


Violent street gangs are active in the Greater Toronto Area, Hamilton and Ottawa. These gangs 
are Asian based but also include members belonging to other ethnic groups. 


In 1998, two Asian-based migrant smuggling networks were dismantled and 47 smugglers were 
arrested by Canadian and US authorities. Over a period of at least two years, these groups 
allegedly smuggled as many as 3,600 illegal Chinese immigrants from Fujian into New York 
State through Vancouver and Toronto. The smugglers are believed to have moved 100 to 150 
migrants per month into the United States at a cost of approximately US $47,000 per person, 
for a total profit of an estimated US$170 million over two years. 


A 1998 investigation into the smuggling of migrants from China to Toronto involved the RCMP, 
the Toronto Combined Forces Asian Investigative Unit, Citizenship and Immigration Canada and 
the US Immigration and Naturalization Service. There are a number of organized smuggling 
groups moving people from China to Toronto and on to New York using fraudulent documents. 
In December 1998, 11 people were arrested and charged in Canada and 30 were arrested and 
charged in the United States. 


Persons entering Canada illegally are often en route to the United States, travelling on forged 
documents provided to them by the criminal organizations. Many illegal migrants travel under 
inhumane and at times life-threatening conditions. They are often forced to work off their debts 
by engaging in criminal activity. In the past few years, several thousand Fukienese have 
remained in Canada after entering the country illegally. 


According to a spokesperson for Visa, AOC groups are believed to be responsible for 
manufacturing and distributing 75 to 80 per cent of all forged Canadian payment cards in use 
worldwide. Much of this activity is centred in Toronto, followed by Vancouver and Montreal. 
Asian-based criminals are also involved in credit card forgery, abetted by their international 
networks that permit them to share expertise and exchange personnel. 


The DAI HUEN JAI are major contributors to global counterfeit credit card activity. They are 
continually developing new technology to defeat the security mechanisms put in place by credit 
card companies. Police in Ontario dismantled a major DAI HUEN JAI counterfeit credit card 
syndicate in December 1998. 


Several Toronto and Vancouver-based DAI HUEN JAI members have been linked to the 
manufacture and distribution of counterfeit Canadian $100 bank notes. Several Asian and East 
European co-conspirators planned to use the proceeds from illicit credit card transactions to 
Support and finance the manufacture the counterfeit notes. 


Asian-based organized crime in Quebec is found almost exclusively in the Greater Montreal 
area. Approximately 30 groups participate in narcotic importing and exporting, credit card fraud 
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schemes, counterfeit currency distribution, extortions, prostitution, home invasions, assaults, 
migrant smuggling and alcohol and cigarette smuggling. 


Approximately 20 of these groups operate at the national or international level. AOC in Montreal 
is dominated by Vietnamese individuals or ethnic Chinese born in Vietnam. Montreal has two 
street gangs that have had violent disputes in the past. The Red Blood gang is made up mainly 
of Cambodian and Laotian youth, while the Black Dragons are primarily Vietnamese youth. The 
Black Dragons are supported by a more sophisticated AOC group with international 
connections. 


Extortion predicated on the financial needs of a powerful Vietnamese gang leader based in 
Boston has come to an end in Montreal. TRUONG Chi Trung terrorized Montreal and Toronto 
in the early 1990's. After he was arrested in Canada and incarcerated in Boston, his gang was 
involved in a series of extortion schemes to raise money for his legal fees. In early 1998 
TRUONG was sentenced to minimum of 22 years. 


One of the hallmarks of AOC in Canada is its mobility. Groups from Toronto and Montreal have 
used New Brunswick to distribute counterfeit currency and to obtain credit data later used on 
forged credit cards. A group of Vietnamese gang members from Montreal was apprehended 
in St. John as they were distributing counterfeit Canadian $100 notes produced by a DAI HUEN 
JAI group in Toronto. 


At one time, AOC groups attempted to establish high stakes illegal gaming operations in St. 
John's, Newfoundland. The severe sentences handed down to those criminals who were 
convicted early in the scheme seem to have deterred others from continuing the enterprise. 
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Outlook 


Asian-based organized crime will continue to dominate the heroin trade and the 
smuggling of migrants from Asia. It will expand its involvement with other types of 
contraband. 


Asian criminal organizations will continue to establish alliances with other organized 
crime groups to facilitate their illegal activities. In some areas, however, violence is 
expected as they encroach on established territories and drug markets. 


Since Asian-based criminal organizations continue to function as tightly-knit groups, they 
will remain a challenge to police and law enforcement operations. 


ee 


Criminal Intelligence Service Canada - 1999 


EAST EUROPEAN-BASED ORGANIZED CRIME 


Highlights 


East European-based organized crime is expanding throughout Canada, although most 
activity occurs in the Toronto, Montreal and Vancouver areas. 


East European-based organized crime groups in Canada are well connected to criminal 
counterparts in Russia, Europe and the United States and function as integral parts of 
large-scale international organized crime networks. 


East European-based organized crime groups across Canada are well connected to 
each other as well as to other criminal organizations. 


East European-based organized crime in Canada is increasing its involvement in drug 
trafficking. 
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National Overview 


East European-based organized crime (EEOC) continues to expand in Canada in terms of both 
the range and level of its activity. From its first appearance in the Toronto area in the early to 
mid-1990s, EEOC has extended its influence to most parts of the country. EEOC groups have 
been noted primarily in Ontario, British Columbia and Quebec. Some activity has extended into 
the Prairies and recent information indicates activity in the Maritimes. 


EEOC engages in a range of activities in Canada. This includes extortion, murder, prostitution, 
drug smuggling (cocaine, heroin and steroids), tobacco and weapons smuggling, organized 
immigration fraud and various types of financial crime. 


Many of the members of the Eastern European-based organized crime element that have 
immigrated to Canada have attempted to distance themselves from the illegal aspects of their 
operations by involving themselves in legitimate business ventures. These are usually funded 
by criminal proceeds, however. 


EEOC groups in Canada have been involved in the manufacture and use of counterfeit currency 
and false identification documents and have organized shoplifting and large scale theft of 
consumer goods which are shipped to Russia and elsewhere. Related to this is the organized 
theft of automobiles for illegal export to Russia and Eastern Europe. Russia is a major 
destination for large-scale shipments of stolen Canadian cars, which can be sold there for twice 
their Canadian market value. 


At least three major international East European-based criminal organizations have been linked 
to Canada. While some EEOC groups in Canada are characterized by formal reporting/ 
organizational structures, others appear to be strictly venture-oriented, forming and disbanding 
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to commit specific crimes. EEOC groups with extensive international connections, primarily in 
the former Soviet Union, also have access to extensive financial resources. 


Regional Overview 


In British Columbia, known and suspected criminals and organized crime groups from the former 
Soviet Union have been involved in drug trafficking and importation, as well as the smuggling 
of consumer commodities. As well, links to EEOC counterparts in eastern Canada and on the 
West Coast of the United States have been established. 


An investigation, in British Columbia, of Eastern European criminals involved in the distribution 
of counterfeit currency and the counterfeiting of bank credit cards and official documents 
resulted in three counterfeit charges being laid against an individual attempting to gain status 
in Canada. Members of this Eastern European criminal community are known to associate with 
Asian organized crime members and Indo-Canadian criminals. 


Extortion within the Eastern European community continues with threats focussed on members 
of victims’ families still in Eastern Europe. 


The establishment of shell companies and money laundering in order to move capital out of 
Eastern Europe increased notably in 1998. Canadian and American businesses beginning to 
work with Russian companies often discovered that these potential partners did not have the 
reported capital or else they were involved in fronting money laundering schemes. Most affected 
were import and export enterprises and the West Coast fishing industry. 


In Ontario, EEOC groups in the Toronto area have been active in a wide range of criminal 
activities, from extortion and prostitution to money laundering, vehicle theft and international 
fraud. In July 1997, Vyacheslav SLIVA, a Toronto area EEOC figure, was arrested and deported 
to Russia. SLIVA has been linked to Vyacheslav IVANKOV, aka Yaponchik, the Russian 
organized crime figure currently incarcerated in the United States. IVANKOV moved to New 
York City in the early 1990s to coordinate Russian organized crime in the United States. 


In Montreal, two organizations which are branches of Russian organized crime groups 
established in Toronto, specialize in particular types of crime such as smuggling consumer 
goods to foreign countries, the importation and trafficking of drugs (especially cocaine and 
anabolic steroids), counterfeiting, the theft of luxury vehicles for export, money laundering and 
fraud. Generally, members are at least thirty years old and display a rare self-assurance when 
dealing with police. Although they are not intimidated by the Canadian justice system, they are 
wary of Citizenship and Immigration Canada’s power to deport them. 


Another EEOC specialty is prostitution, run out of massage parlours worked by women recruited 


from Russia. In December 1997 the Montreal Urban Community Police closed three Russian 
massage parlours and arrested fifteen Russian nationals. 
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Young Eastern Europeans, living in Montreal, undertake cellular cloning and less sophisticated 
criminal activities such as extortion and shoplifting. These are the typés of crimes that cause 
insurance premiums and product prices to rise, with a direct impact on legitimate consumers. 
In terms of structure, this informal group falls somewhere between ordinary street gangs and 
specialized organizations and represents the new generation of Eastern European criminal in 
Quebec. 


Russian investors, some of whom are associated with criminal activity, continue to arrive in 
Montreal in significant numbers. Many have their way into the country eased by letters of 
invitation or sponsorship from Canadian companies. Most of the time these companies belong 
to fellow Russians who already have Canadian citizenship or are considered landed immigrants, 
and they often serve as fronts for various criminal activities including drug smuggling and money 
laundering. 


EEOC is also exerting influence in the Maritimes with street crime, immigration fraud and 
attempts to infiltrate financial institutions. In Atlantic Canada, several landed immigrants with 
Russian backgrounds who reside in the area have been travelling back to Russia for extended 
periods of time and returning with significant amounts of money. Some of the shipping lines 
that visit ports in Prince Edward Island are believed to have links to Eastern European organized 
crime. 


Newfoundland remains a gateway for international travel. Eastern Europeans arrive in the region 
aboard international flights that stop for refuelling and aboard Russian fishing trawlers that call 
at the ports of St. John’s, Argentia and Harbour Grace. While larger cities such as Montreal, 
Toronto and New York may be more desirable as final destinations, Newfoundland may be 
viewed as a more attractive entry point due to its small population base and immigration controls 
that are perceived to be less rigorous. 
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Outlook 


EEOC will increase its involvement in the smuggling of stolen consumer goods, 
particularly luxury automobiles, into the former Soviet Union and Eastern Europe. 


EEOC groups will expand their networks to include other ethnic-based and domestic 
criminal organizations, including Asian-based and Traditional organized crime groups 
and outlaw motorcycle gangs. 


EEOC groups will continue to infiltrate the Canadian drug trade. This will bring them into 
closer contact with other organized crime groups such as Traditional, Asian-based and 
Aboriginal-based Organized Crime, as well as Outlaw Motorcycle Gangs. It is unlikely 
that they will attempt to monopolize the industry, so alliances will have to be forged. 


EEOC groups will likely continue their efforts in migrant smuggling and illegal document 
manufacturing. 
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TRADITIONAL ORGANIZED CRIME 


Highlights 


Despite successful police operations against the Sicilian mafia, Traditional (Italian- 
based) organized crime (TOC) continues to be a threat in Canada. 


National Overview 


In Canada, Italian-based criminals belong to or are associated with one of three main 
organizations: the Sicilian mafia, the Ndrangheta, or the Cosa Nostra. The Sicilian mafia is the 
most influential of the three. It has ties to other Sicilian clans within Canada and in countries 
such as Venezuela, the United States, Italy, South Africa and Australia. According to Italian 
authorities, several of their most wanted Mafia members have found refuge in Canada, the 
United States and South America. A restructuring of the “Canadian Mafia" is taking place and, 
as aresult, some settlings of accounts may occur in the near future. 


Project OMERTA, a two year investigation involving law enforcement agencies in Italy, Mexico 
and the United States, targeted key members of the CARUANA-CUNTRERA organization 
residing in Toronto and Montreal. In July 1998, the Combined Forces Special Enforcement Unit 
(CFSEU) in Toronto orchestrated raids that led to arrests of several people, including senior 
members of the organization in Toronto. They have been charged with conspiracy to import 
large quantities of cocaine with an ultimate destination of Canada and/or Italy. 


The drug trade remains TOC'’s activity of choice. TOC is extremely active in the sale of cocaine 
and hashish, and are now showing an increasing interest in the heroin market. These 
organizations are also involved, to varying degrees, in a number of other criminal activities, 
including gambling, money laundering, counterfeiting and alcohol smuggling. 


Regional Overview 


In British Columbia, TOC figures continue to operate legitimate businesses in the fields of 
construction and development, food supplies and services and restaurants/coffee bars. A 
number of coffee bars/restaurants are involved in illegal video gaming machines and backroom 
gambling, particularly sports betting and horse racing. It is through these venues, as well as 
money laundering and drug trafficking, that TOC individuals continue their affiliation with other 
organized crime groups such as the HELLS ANGELS, Eastern European and Asian-based 
organized criminals and other known crime groups. 


Individuals and companies associated with one particular TOC group are increasingly involved 
in money laundering, infiltration of legitimate businesses, and large scale fraud involving prime 
banking instruments in Alberta. 
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In Manitoba, a link between TOC and other criminals operating in Winnipeg was discovered 
through a drug Investigation. A local drug trafficker was bringing large quantities of cocaine into 
Winnipeg directly from a major TOC group in Montreal. 


In Onario, and specifically in the Greater Toronto Area (GTA), a faction of the Ndrangheta 
continues to be a powerful factor. This group owns a number of sports bars and cafes that are 
used for gambling, loansharking and drug dealing. Illegal video gambling machines are 
common in these establishments. It is not unusual for Asian and Eastern European-based 
criminals to gamble in these TOC-operated establishments in the GTA and in Windsor. Some 
investigators believe that members and associates of this crime family associate with members 
of Aboriginal-based organized crime groups to facilitate the smuggling of drugs, alcohol and 
weapons through First Nations territories. 


Third generation members of TOC in Windsor and in northern Ontario cities are opening 
restaurants as fronts for laundering money. In so doing, they maintain ties with other TOC 
families across the country. 


In Hamilton and Niagara Falls, two high-ranking Italian-based organized crime members were 
killed in May and July 1997 respectively. Police had long regarded these individuals as official 
Ontario representatives of the Buffalo-based Cosa Nostra organization. In August 1997, Project 
EXPIATE, a Joint Task Force made up of investigators from Hamilton and Niagara Falls, was 
formed to investigate the murders. In November 1998, two individuals were arrested and 
charged with first degree murder. According to the media, this is the first time in over thirty 
years that organized crime members have been arrested for an alleged contract killing. 


After the homicides, a close associate of the two men has emerged to take control of business 
in the Niagara peninsula. This associate is closely connected with an organized crime family in 
Buffalo, New York as well as with the PARA-DICE RIDERS and the HELLS ANGELS. 


In Quebec, the main Sicilian organization deals with Asian and East European-based organized 
crime as well as outlaw motorcycle gangs and Colombian and other South American groups. 
This criminal group has operated for decades, emphasizing the key role played by Montreal as 
a major North American entry point for illicit drugs. 


Information suggests that members of one particular crime organization in New York state are 
involved in computer programming companies hired by legitimate businesses to modify 
computer programs to avoid Y2K problems. These computer programmers are believed to be 
sabotaging business computers in order to take advantage of the situation in future. There is 
concern that this crime problem identified in the United States will also be a problem for 
Canadian companies. 
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Although TOC does not have a continuing presence in the eastern provinces, it exploits the 
opportunities presented by their long coastlines and numerous port facilities. 


Outlook 
Traditional organized crime will continue to expand in the Western provinces. 
Money laundering will continue to be one of the key activities of TOC. 
Traditional (Italian-based) criminal organizations remain a real threat in Canada. They 


have enormous power, given their cooperation with other criminal organizations, and 
pose a major challenge for authorities. 


OUTLAW MOTORCYCLE GANGS 


Highlights 


The HELLS ANGELS are one of the most powerful and well-structured criminal 
organizations in Canada. In 1998, they formed two new chapters: one in British 
Columbia and one in Saskatchewan, for a national total of 16 chapters. 


The armed conflict between the HELLS ANGELS and the ROCK MACHINE is still raging 
in Quebec. In 1998, there were 27 related homicides and 27 murder attempts. 


National Overview 


Of the 30 known outlaw motorcycle gangs (OMGs) in Canada, the HELLS ANGELS are by far 
the most powerful and well-organized. By adding new chapters throughout the country, the 
HELLS ANGELS continue to dominate local OMGs. Invariably, HELLS ANGELS expansion 
initiatives translate into local increases in criminal activity such as drug trafficking and the use 
of violence and intimidation. The HELLS ANGELS is comprised of 214 full-fledged members 
and 35 prospects, for a total of 249. Notably, 205 members have criminal records, of which 105 
are for drug-related offences. The HELLS ANGELS organization remains a national priority for 
law enforcement in Canada. 


Regional Overview 


The HELLS ANGELS in British Columbia celebrated their 15th anniversary in July 1998 with the 
addition of a new chapter, the NOMADS in Burnaby. This sixth chapter expands the HELLS 
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ANGELS network into central and northern British Columbia. They continue to be active in the 
importation and distribution of cocaine. Their involvement in the hydroponic marihuana trade 
is increasing and they rely on a network of associates to set up grow houses, to harvest the 
marihuana and to transport it out of the province. 


In the previously existing five HELLS ANGELS chapters, members were promoted and new 
prospects and hangarounds were added. The puppet gangs experienced the greatest changes. 
The REGULATORS, TRIBESMEN and WILD CATS disbanded while the TALISMEN expanded 
their ranks to form two chapters. The originating chapter remains in Smithers, B.C. and the 
newest chapter is located in Williams Lake, replacing the WILD CATS. It is believed that several 
of the WILD CATS members have patched over to the TALISMEN. In 1997 an emerging gang, 
the HUB CITY MEN'S CLUB sponsored by the HELLS ANGELS Nanaimo Chapter, surfaced 
in Kamloops. In spring 1998, this same gang received its patch, calling themselves the VIPERS. 
A second emerging gang, the PRINCE GEORGE MEN'S CLUB, acquired its patch in January 
1999 and became the RENEGADES. 


In two separate drug cases, police were successful in arresting and charging four HELLS 
ANGELS colour-wearing members along with numerous associates. Following a two-year 
cocaine trafficking investigation, police arrested three HELLS ANGELS East End Chapter 
members and several associates. Another investigation resulted in 50 marihuana grow houses 
located throughout the greater Vancouver area being dismantled, and over ten million dollars 
in product, cash and firearms seized. Seventy-six outlaw motorcycle gang members and 
associates were charged with conspiracy, cocaine and marihuana related offences. 


Police were equally successful in coordinating and executing enforcement initiatives during two 
HELLS ANGELS 15" Anniversary celebrations in Vancouver in July and December 1998. The 
initiatives were multi-jurisdictional, involving local municipal police forces and members of the 
RCMP. Investigators specializing in OMGs from Quebec, Ontario, Manitoba, Alberta and British 
Columbia contributed to the intelligence behind the initiatives. The success of the initiatives can 
be attributed to the operational planning, as well as to a visible multi-force uniform presence. 
In addition to the regular coverage provided by Canada Customs and Immigration at ports of 
entry, a mobile unit comprising police and immigration officers was made available to any 
location to deal with immigration offences. Three HELLS ANGELS members from the United 
States were arrested under the Immigration Act and are expected to appear in 1999 at 
immigration hearings. 


A two-year investigation into the cocaine and hashish trade in the Northwest Territories revealed 
that the Quebec HELLS ANGELS exert control in the eastern Arctic. 


Vancouver's East End HELLS ANGELS formed a new NOMADS chapter in July 1998. This is 
the second NOMADS chapter in Canada (one was formed in Quebec in March 1995) and the 
tenth in the world. The NOMADS exist to facilitate the growth of the HELLS ANGELS 
organization. 
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Information indicates that there are ROCK MACHINE associates involved in the drug trade in 
Northern British Columbia. 


The arrival of the HELLS ANGELS in Alberta a year ago brought a noticeable increase in violent 
crime, as they coerced independent drug dealers into their distribution network. The 
disbandment of the KINGS CREW of Calgary placed the HELLS ANGELS in full control of biker- 
related criminal activities in Alberta. This also provoked an increase in unreported crime. Victims 
of HELLS ANGELS threats and assaults have refused to proceed with complaints and 
informants have been reluctant to provide information on crimes committed by HELLS ANGELS 
members and associates. 


The Alberta HELLS ANGELS have grown to a membership of 46 since their birth in July 1997 
with 26 members. They opened chapters in Alberta with former GRIM REAPER members, but 
on September 18, 1998 they gave full member status to eight former REBELS. Two KINGS 
CREW members became HELLS ANGELS prospects. Forty-three HELLS ANGELS have 
criminal records. Twenty-five have been convicted of serious criminal offences. 


The accused in Project KISS (which concluded in October 1998 with the arrest of six members 
of the Edmonton REBELS, including the president, one striker, two hangarounds and one 
associate) are expected to go to trial in 1999. The accused face criminal charges related to 
drugs, weapons, stolen property, money laundering and participation in a criminal organization. 


In 1998, criminal charges against the Alberta HELLS ANGELS included the arrest of the 
Edmonton chapter president and two prospects, for the May 24" beating and extortion of a male 
associate. In July, an Edmonton HELLS ANGELS prospect and a Quebec associate were 
arrested by police in Kelowna and charged with assault causing bodily harm. One of them is 
also charged with uttering death threats and obstructing a police officer. 


The Saskatoon REBELS, established in 1980, officially received their HELLS ANGELS colours 
in September 1998 after being a prospect club for one year. Since then, the new chapter has 
kept a low profile. Twelve of its 13 members have criminal records. The APOLLOS are the 
second-largest outlaw motorcycle gang in Saskatchewan and are subordinate to the HELLS 
ANGELS in Saskatoon. The Saskatoon HELLS ANGELS’ main source of income is from the 
sale of illicit drugs, particularly cocaine and marihuana. 


The LOS BROVOS have been a fixture in Manitoba for thirty years and constitute the most 
active and dominant biker club in that province. With 20 full-fledged members, 3 prospects, and 
a large network of associates, the LOS BROVOS are now expecting to become a prospect 
chapter of the HELLS ANGELS in 1999. The SPARTANS meanwhile, are predominant in 
Brandon and in rural Manitoba. 


The group of HELLS ANGELS associates known as the REDLINERS ceased to exist in May 


1998. Some of the group’s ex-members are vying for membership in the LOS BROVOS and 
SPARTANS. One is a prospect of the LOS BROVOS. 
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In January 1998 both the LOS BROVOS and REDLINER clubhouses were ordered closed by 
Winnipeg Police for by-law infractions. The REDLINER clubhouse has.been taken over by the 
Manitoba Integrated Proceeds of Crime Unit. The LOS BROVOS are attempting to meet by-law 
standards and reopen their clubhouse. 


The LOS BROVOS have become more low key, perhaps taking direction from the HELLS ANGELS. 
Several times in 1998, members of the LOS BROVOS travelled outside Manitoba to meet with the 
HELLS ANGELS in British Columbia and Quebec. 


The province of Ontario has the largest contingent of OMGs in Canada, with 9 gangs and over 
500 members. The Ontario OMG situation is in a state of flux, however. External influences 
from the HELLS ANGELS and ROCK MACHINE are likely to disrupt the current balance of 
power among the major OMGs based in the Greater Toronto Area. The establishment of a 
chapter in Ontario has been a long standing goal for the HELLS ANGELS. 


Thus far, it would appear that the HELLS ANGELS are seeking control in Ottawa and Cornwall, 
while the ROCK MACHINE is making significant inroads into Kingston and Sarnia. Kingston has 
been an ideal base for the ROCK MACHINE to set up operations. With several penitentiaries 
and halfway houses in the area, there is a large criminal element and a lucrative market for 
drugs. Associates of the HELLS ANGELS, ROCK MACHINE and the OUTLAWS are located in 
Belleville. To date, the OUTLAWS are the only OMG with an official clubhouse in Eastern Ontario. 


While the PARA-DICE RIDERS are the most prosperous, the Toronto SATAN’S CHOICE is one 
of the most successful OMGs in Ontario. This OMG is involved in fencing stolen goods, auto 
theft, insurance and credit card fraud, tractor trailer thefts and smuggling. Information suggests 
they work with Traditional Organized Crime members in extortion and debt collection as well as 
firearms and narcotics distribution. 


The VAGABONDS have a strong leadership and financial position as well as weapons capabilities. 
For now, they continue to keep a low profile and expand their profitable business ventures. 


In London, Ontario, the OUTLAWS have had an exceptionally bad year. They have been 
weakened by police action, have suffered the murders of two prominent members and face new 
competition in the reappearance of the ANNIHILATORS who have patched over to the 
LONERS. The murders of the London OUTLAWS are symbolic of the fact that Ontario OMGs 
are no longer content with existing territorial divisions and are now competing fiercely for 
lucrative criminal turf. 


The Manitoba-based LOS BROVOS and SPARTANS have members and associates living and 
operating in Northwestern Ontario. OMG activity in Western Canada continues to have an impact 
on this region. Three members and some associates of the LOS BROVOS live in the Kenora area 
and members of the gang maintain strong ties to the Thunder Bay chapter of the SATAN’S CHOICE. 


During the first half of 1998, the Ontario Provincial Police formed the Provincial Special Squad, 
with a mandate to halt the movement and expansion of OMGs. The new squad will place 
emphasis on proactive enforcement measures, including proceeds of crime investigations, 
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intelligence gathering and dissemination and inter-agency coordination and cooperation at both 
the provincial and federal levels. 


The province of Quebec remains the scene of the most intensive OMG activity, with six HELLS 
ANGELS chapters - South, Quebec City, Sherbrooke, Trois-Rivieres, Montréal and the 
NOMADS - seven affiliate clubs and a continuing war between the HELLS ANGELS and the 
ROCK MACHINE. As of the end of 1998, the war between the HELLS ANGELS and the ROCK 
MACHINE, which began in July 1994, has resulted in 103 homicides, 124 murder attempts, 9 
missing persons, 84 bombings and 130 incidents of arson, for a total of 450 violent incidents. 


While several leaders of the ROCK MACHINE were killed in 1998, the organization retains its 
dynamism through continuous recruiting of new members. Since June 1999 members of the 
ROCK MACHINE have been wearing full OMG colours indicating that they are now part of the 
BANDIDOS organization (hangarounds). 


In November 1998, two investigations led to the arrest of twenty-two individuals including three 
full-fledged members of the HELLS ANGELS. Seized items included cocaine with a value in 
excess of $2 million dollars, other drugs worth more than $1 million, firearms, counterfeit money, 
stolen vehicles and stolen goods. Three hydroponic laboratories were also dismantled. 


The first investigation began in December 1997 to inquire into the HELLS ANGELS' involvement 
in drug trafficking. The project was conducted in cooperation with the multi-jurisdictional 
Wolverine Squad in Quebec (Carcajou). A second investigation also started in December 1997, 
aimed to seize and/or block assets obtained through the commission of an offense by HELLS 
ANGELS members and associates. 


Not content with the distribution and sale of illicit drugs such as cocaine, marihuana, LSD, PCP 
and Ecstasy, the HELLS ANGELS and the ROCK MACHINE are heavily involved in the 
importation of these drugs and, insome cases, their production. The discovery of 178 kilograms 
of cocaine in a vehicle at the border town of Lacolle in January 1998 resulted in the arrest of the 
driver. It led investigators of the Sureté du Québec and the Wolverine (Carcajou) squad to 
determine that the president of the South chapter of the HELLS ANGELS was involved in 
financing the importation. He has since pleaded guilty to this offence. 


Prostitution, stolen firearms and fraud constitute other criminal activities of Quebec OMGs. In 
May 1998 the Montreal Urban Community Police uncovered a veritable arsenal (over 30 
weapons of various calibres) in a duplex in Verdun, occupied by four individuals closely 
associated with the HELLS ANGELS. 


Faced with the extent of the problem engendered by OMGs and due, in part, to the fact that the 
strategy against OMGs in Quebec has resulted in a counter offensive on the part of the bikers, 
the government of Quebec has decided to escalate efforts against OMGs. It will extend 
coverage over a greater area of the province through six newly formed police squads. These 
regional squads face a counter offensive characterized by violence, intimidation, the use of the 
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media to disseminate a controlled biker message and complaints poainee police officers filed 
with the Police Commission Board. 


The New Brunswick BACCHUS MC celebrated its 26th anniversary this year. It is affiliated with 
the eastern Canada HELLS ANGELS chapters and several other OMGs in Ontario. They are 
involved mostly in drug trafficking but also in the fencing of stolen goods and the theft of 
motorcycle parts. 


The CHARLOTTETOWN HARLEY CLUB of Prince Edward Island has strong links to the Quebec 
HELLS ANGELS and several other OMGs. In April 1998, the club held its annual anniversary party 
in Charlottetown that was attended by representatives of several prominent OMGs, including the 
PARA-DICE RIDERS, the RED DEVILS and the SATAN’S CHOICE from Ontario, BACCHUS from 
New Brunswick and the Sherbrooke and Quebec City chapters of the HELLS ANGELS. 


A combination of successful police investigations and internal problems has reduced the Halifax 
chapter of the HELLS ANGELS to a state of near collapse. The chapter is believed to be 
experiencing serious financial difficulties following the failure of an off load scheme. It is now 
under the supervision of the Sherbrooke chapter. Two of the main criminal enterprises controlled 
by the HELLS ANGELS in this region continue to be drug trafficking and strip clubs. 


Cape Breton continues to see an increase of OMGs and related activity. Some drug 
investigations have revealed links to clubs such as the HELLS ANGELS, ROCK MACHINE and 
the PARA-DICE RIDERS. Counterfeit currency is a problem in Cape Breton and PEI that may 
be connected to OMG members from Ontario. 


Newfoundland, with its thousands of kilometres of sparsely populated coastline, is ideally 
situated for massive drug importation operations. For this reason it is highly attractive to OMGs. 
The FREEDOM RIDERS, formed in the summer of 1995, are the most active OMG in the 
province, with close links to the Quebec HELLS ANGELS. The HELLS ANGELS control a large 
percentage of Newfoundland’s drug trade. Information indicates the HELLS ANGELS are also 
actively involved in local businesses such as escort services, pool halls and nightclubs. 
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Outlook 


The establishment of a chapter in Ontario remains an objective for the HELLS ANGELS. 
The ongoing war between the HELLS ANGELS and the ROCK MACHINE, and the 
possible arrival of the BANDIDOS, through their association with the ROCK MACHINE, 
will escalate the level of OMG-related violence in Quebec and Ontario. 

Assault and intimidation are major tools used by OMGs to support their criminal activities 


and to maintain an advantage over police and the judicial system. This is unlikely to 
change in the near future. 
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SEXUAL EXPLOITATION OF CHILDREN 


Highlights 


The British Columbia Court of Appeal ruling that sections of Canada’s child pornography 
law contravene the Charter of Rights and Freedoms has sent ripples not only through 
the justice system, but through society as a whole. 


Given the success of a number of recent international joint projects, it is likely that there 
will be an increase in the number of international operations undertaken as preemptive 
Strikes. 


National Overview 


The sexual exploitation of children pertains to any one or a combination of child pornography, 
child prostitution, sex tourism, abduction for sexual purposes, missing children and the activities 
of paedophiles and sexual predators. In 1993, legislation made the importation and possession 
of child pornography a criminal offence in Canada. 


Since 1998 a national coordinated law enforcement strategy against the sexual exploitation of 
children has been in place. 


The expansion and evolution of the Internet has played an unprecedented role in the 
proliferation of child pornography distribution. The average growth rate for an Internet 
pornography site is approximately four hundred per cent annually. 


The Internet offers diverse opportunities in the creation and distribution of pornography. 
Discussion and news groups, Internet Relay Chat (IRC - the cyberspace equivalent of a 
telephone conference call) and electronic bulletin boards enable paedophiles to obtain and 
disseminate child pornography anonymously. Many paedophile networks, such as the North 
American Man/Boy Love Association (NAMBLA), predate the Internet, but make extensive use 
of it to disseminate their message and to augment their membership. Pedowatch, an 
organization set up in 1998, estimates that approximately 1500 paedophiles make contact and 
exchange material daily via IRC. Beyond this, the increasing numbers of young people using 
the Internet has transformed cyberspace into a paedophile hunting ground. 


Chat rooms provide a forum for interactive conversations. Visitors use handles (a name adopted 
to protect their real identity) to ensure anonymity. This environment creates a forum for 
paedophiles to communicate, meet other paedophiles and prey on children. Some paedophiles 
portray themselves as young people while online to encourage more intimate conversations with 
children. Victims become commodities to be shared internationally. 


Morphing, a method of fusing pictures to create a new image, is increasingly popular with 
paedophiles. To date, there is no technology to detect morphing in electronic photographs. 
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One operation, coordinated by the National Crime Squad in the United Kingdom, and involving 
12 countries including Canada, investigated an international child pornography ring resulting in 
the arrest of more than 40 people in the fall of 1998. Investigations are ongoing. No Canadian 
citizens have been arrested to date. The ring under investigation was based in the United States 
but originally detected by the Sussex Police in southern England. The National Crime Squad 
coordinated raids internationally, including in Canada, which resulted in the seizure of computer 
equipment, and over 750,000 computer images and videos of children. Some of the club 
members simply exchanged material, but others produced videos and pictures. 


Another operation, originating in Germany with operations extending to other European countries 
as well as the United States and Canada, led to the identification of two suspects in Canada. 
Investigations by the Sdreté du Quebec resulted in the arrest of one of those individuals. 


A multi-agency transnational project aimed at identifying traveling child sex abusers, and linking 
border control and customs activity to other domestic agencies, was conducted in Canada by 
Revenue Canada Customs in 1998. Points of entry into Canada were targeted in an effort to 
stop the physical distribution of child pornography. This resulted in the arrest of 10 previously 
unknown child sex abusers in certain of the nine participating countries . 


Regional Overview 


Two of the top ten global commercial Internet pornography sites are located in Vancouver. 


In June 1999, the British Columbia Court of Appeal upheld a lower court ruling that sections of 
Canada’s child pornography law contravene the Charter of Rights and Freedoms. The 
judgement is not binding in other provinces and is expected to be appealed to the Supreme 
Court of Canada. The earlier ruling dealt only with possession, and did not affect laws 
prohibiting the manufacture and distribution of child pornography. 


In October 1998 representatives from law enforcement and regulatory agencies in Alberta met 
to discuss the pooling of resources and adoption of a unified approach to combating the sexual 
exploitation of children. A protocol for the exchange of information has been established. The 
Alberta police community is prepared to examine issues related to legislative changes involving 
paedophile activity. 


Saskatchewan has experienced activity in this area as well. Evidence of child sexual exploitation 
has been uncovered through the servicing of computers, or reporting by parents whose children 
have inadvertently developed chatline relationships with individuals seeking sexual encounters. 
Revenue Canada Customs Border Services have also intercepted packages of print material 
and videos depicting child pornography en route to Saskatchewan. To date, however, the sexual 
exploitation of children and child pornography remains an area of criminal activity that is largely 
undetected or not reported. 


In Manitoba, in the last year, the Winnipeg Police Service conducted four investigations dealing 
with child pornography on the Internet that resulted in charges being laid. 


LE a 
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Since 1993 law enforcement in Ontario has been actively investigating the sexual exploitation 
of children over the Internet. Unlike adult pornography, which is a very lucrative industry, most 
child pornography is distributed freely on the Internet. The electronic environment in which they 
operate has given rise to a feeling of security among paedophiles, particularly with the 
technology of encryption and anonymous re-mailers. This feeling of security has encouraged 
paedophiles to establish contact with one another and to collect massive quantities of child 
pornography. 


Project "P”, managed by the Ontario Provincial Police, has been investigating cases of child 
victimization and exploitation since 1975. This unit coordinates the majority of child pornography 
cases in the province involving the Internet. The Project "P” unit assists other law enforcement 
agencies with charges against paedophiles. 


Since January 1997 the Montreal Urban Community Police has opened 57 files to investigate 
child sexual exploitation in its jurisdiction. The Sareté du Québec has received over 48 requests 
for investigation in this area. Of this number, 18 resulted in arrest. 


In the Halifax area, law enforcement agencies established a local working group on the sexual 
exploitation of children. The working group, comprising Halifax Regional Police, the RCMP, 
Revenue Canada Customs and other agencies, meets to share information and present ideas 
to combat this problem. They estimate that some ten to twenty persons are involved in the 
possession or distribution of child pornography on or through the Internet in their area. 


In response to the national coordinated law enforcement strategy against the exploitation of 
children, a project was created in Newfoundland to monitor activity at the provincial level. Both 
the RCMP and the Royal Newfoundland Constabulary are involved in this initiative in an attempt 
to prevent further abuse and exploitation. 


Outlook 
The distribution of child pornography will increase, facilitated by the Internet. 


The number of international paedophile rings will increase as the global community 
connects through chat rooms and other Internet services. 


Canadians engaged in sex tourism will continue to be a concern for law enforcement. 
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OTHER MONITORED AND EMERGING ISSUES 


CONTRABAND 


Highlights 


Contraband includes the trafficking of commodities such as tobacco, alcohol, jewellery 
and stolen vehicles both within Canada and across the United States/Canada border. 


Organized crime groups continue to engage in smuggling operations in and around First 
Nations territories in Ontario and Quebec. 


The United States is the primary source of illegal weapons that are brought into Canada. 


Prime destinations for stolen vehicles are countries in Eastern Europe, Southeast Asia, 
the Middle East, Africa, the Caribbean and South America, with few local car 
distributorships and high tariffs on imported vehicles. 


Overview 


Organized criminal groups that have traditionally been involved in the cross-border smuggling 
of contraband commodities such as drugs and firearms are turning to commodities that offer 
greater profit margins with less risk. Tobacco and alcohol remain the foundations of the 
contraband trade, but new commodities such as jewellery, computer components, cigars and 
pornography have been noted. The laws of supply and demand can be expected to prevail in 
this regard. 


Tobacco 


Currently, smuggling is a three-pronged problem - one involving cross-border smuggling and 
inter and intra provincial diversions. According to its unique circumstances, each province faces 
varying levels of these components. 


Where cross-border smuggling is concerned, the most popular route used by contraband 
smugglers goes through Akwesasne, a First Nations reserve that straddles Ontario, Quebec, 
and New York State. 


Cigars are still in great demand throughout Canada. One criminal initiative involves changing 
the packaging on sub-standard brands to suggest that they are high quality Cuban products. 
In late December 1998, the RCMP in Montreal made important seizures of cigars, tobacco and 
paraphernalia following search warrants carried out at some 60 business establishments. 


During this investigation, it was estimated that 70 per cent of Cuban cigars sold in Montreal are 
counterfeit and of poor quality. 


Developments in the contraband tobacco trade in 1998 included the arrests of a number of key 
smugglers and the imposition of strong sentences. 


A number of major tobacco companies have been the subjects of massive civil and criminal 
proceedings. In December 1998, a subsidiary of RJ. Reynolds, the North Carolina-based 
Northern Brands International Inc., pleaded guilty in the United States to involvement in a 
massive tobacco smuggling operation. Northern Brands was an affiliate of Toronto-based RJR- 
Macdonald Inc., the third largest tobacco company in Canada. During this operation, exported 
Canadian cigarettes were smuggled back into Canada through Akwesasne. Penalties of $15 
million were imposed. This conviction marks the first time a major tobacco company has been 
formally linked to smuggling and also the first time an affiliate of a major tobacco company has 
been convicted of a federal crime in the United States. 


Further to this, in late February 1999, a marketing executive for an R.J. Reynolds subsidiary was 
charged with involvement in this same operation. He allegedly met with key individuals to make 
arrangements to have the Canadian cigarettes exported to the United States and then returned 
to Canada. 


The tobacco trade continues to be a significant problem in British Columbia with revenue losses 
to the province of $125 million per year. Interprovincial seizures made in British Columbia 
include a large percentage of Ontario stamp and black stock (native quota tobacco) from First 
Nations reserves in Ontario and Quebec. Distribution methods are similar to those used for 
contraband border products, including the use of personal luggage on commercial airline 
carriers. Organized crime groups tend to ship small quantities of tobacco to avoid detection and 
major losses. Mail order sales of tobacco continue to be a widespread problem. 


A large part of the Winnipeg black market in cigarettes appears to be Ontario stock or Ontario 
black stock, intended for use by Ontario First Nations people. Inter-provincial smugglers use 
rental or cube vans or third party vehicles carrying one thousand to two thousand cartons per 
load. 


The destination of these products is not always known, but investigators believe that Outlaw 
Motorcycle Gangs, and Traditional and Asian-based organized crime groups are the recipients. 
The smugglers employ counter-surveillance methods, decoys, the intimidation of police officers 
and other methods to avoid attention and detection. 


Sentencing of two of the largest cigarette traffickers from the Kahnawake First Nations reserve 
in Quebec included fines of $25 million and $20 million. These are the largest fines related to 
tobacco smuggling ever handed down in Canada. 


Raw leaf and fine cut tobacco have been of particular interest to smugglers over the past year. 
Some parts of the country report that they have replaced cigarettes as the commodity of choice. This 


Criminal Intelligence Service Canada - 1999 


may be a response to aggressive enforcement action and sentencing and to new legislation, as in 
Quebec. 


In January 1999, more than two tonnes of illegal tobacco (mostly unstamped raw leaf bales), 
valued at $168,000, were seized from a garage near Drummondville, Quebec. In March 1999, 
several hundred pounds of cut tobacco and cases of cigarettes were seized in the Montreal 
region. The tobacco manufacturer involved was closed down and all its tobacco stocks and 
machinery confiscated. It was alleged that only ten per cent of the company’s production was 
being declared to Revenue Canada. 


Cross-border tobacco smuggling in New Brunswick has decreased in 1998, but inter-provincial 
smuggling continues to be a problem. The majority of tobacco products originate in Quebec and 
Ontario and come through the northwest part of the province. Drug dealers are also involved 
in the contraband tobacco business. 


In Nova Scotia, some native allotment tobacco is being illegally sold to non-natives. Native 
tobacco vendors also make large purchases of “purple band” Nova Scotia tobacco, which are 
HST exempt for on-reserve sales. Some vendors then illegally transfer the product from reserve 
to reserve, with part of the product sold off reserve to corner stores. 


Most contraband tobacco coming into Newfoundland comes from the French Islands of St. 
Pierre and Miquelon. Previously the main source had been Central Canada. A successful 
RCMP project in 1997 resulted in a dramatic decline in the amount of contraband tobacco and 
tobacco products in the St. John’s area. This operation was instrumental in disrupting the 
mainland supply of contraband to the St. John's area. 


Organized smuggling groups in Newfoundland have well developed networks of buyers and 
distributors. These groups are known to use sophisticated methods of counter surveillance, 
similar to those used by drug dealers. Smugglers who are active in the interprovincial tobacco 
trade prefer to use private vehicles, commercial transport trucks and courier services. 
Smugglers who are active along the Burin Coast use small boats with high powered motors and 
advanced navigational equipment to make their runs to St. Pierre and Miquelon. 


Alcohol 


Most of the alcohol smuggled into Canada arrives over the land border from the United States, 
either directly or in transit from other countries. 


The Quebec Finance Department estimates that more than $150 million in revenue is lost 
annually because of the contraband alcohol trade. A 1997 study of the alcohol smuggling 
situation in Ontario noted that one quarter of the market was contraband alcohol, representing 
an estimated revenue loss of $250 million to the provincial government and $100 million to the 
federal government. All major organized crime groups are involved in this aspect of the 
contraband trade. 


Criminal Intelligence Service Canada - 1999 


In central Canada, large trailer loads of alcohol are brought from the United States, and cross 
at any one of numerous locations. In parts of western Canada, crime groups make regular trips 
to northern US states, particularly North Dakota. Trucks, from half-tons to tractor trailers, are 
used to transport the alcohol with legitimate loads of livestock, grain and coal. Outlaw 
Motorcycle Gangs are strongly implicated in the contraband alcohol trade. 


The international smuggling of alcohol is on the decline in British Columbia due in part to the 
sagging Canadian dollar. Interprovincial alcohol smuggling, however, is on the rise. The retail 
price of Alberta alcohol products by volume is significantly less than that purchased in British 
Columbia. 


A 1998 joint Canada/US enforcement initiative along the southern border of British Columbia 
culminated in the seizure of $3.7 million worth of contraband. During one 30-day enforcement 
blitz, drugs, currency, weapons, liquor and vehicles were confiscated. 


Liquor from the United States remains readily available in western Canada. It is easily obtained 
at liquor outlets in northern states and sells for approximately $110 Canadian per case. It can 
then be sold for $180 per case in Canada. It is likely that liquor is smuggled back into Canada 
at non port or closed port locations during the night. Vehicles, particularly 4x4's and sports utility 
vehicles, are the preferred method of transportation. Crime groups usually use rental vehicles 
since they must forfeit their personal vehicle if they are apprehended with contraband. 


Alcohol products continue to be smuggled though First Nations territories into Ontario from the 
United States. 


Some smugglers also purchase alcohol products destined for export directly from Canadian 
distillers. 


Organized crime groups in the province of Quebec are active in the illegal manufacture of 
alcohol using home-made stills able to produce 3,000 to 8,000 litres of alcohol per week. 
Between February 1997 and March 1998, four major operations were dismantled including one 
that was producing profits of $4 million per year. 


Most contraband alcohol in Newfoundland is manufactured in Canada, exported to the French 
islands of St. Pierre and Miquelon and then smuggled back to Canada using small high-powered 
open boats. Once ashore, the contraband is picked up by accomplices in vehicles or all terrain 
vehicles. The goods are either distributed immediately or concealed at remote locations for later 
distribution. 


During 1998, a decline in the amount of contraband alcohol entering the province from the 


French islands was noted. Information from the Newfoundland Liquor Corporation reveals a 
corresponding increase in sales from liquor outlets from 1996 to1998. 
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Illegal Movement of Firearms 


1998 saw numerous seizures of illegal weapons, particularly in British Columbia, Ontario and 
Quebec. Most originated in the United States and were smuggled into Canada by a variety of 
means. In some cases, weapon components are shipped separately and then reassembled in 
Canada. Deactivated weapons (DEWATSs) are being made functional by gunsmiths. There have 
been cases of weapons exchanged for illicit drugs. 


Concealment in private vehicles constitutes the most common smuggling method. There have 
also been cases of bonded truckers being intimidated into transporting drugs, cash and 
weapons into Canada from the United States. 


An investigation in British Columbia confirmed that Canadian criminals purchase new weapons 
in the United States, that multiple weapons (six to eight at a time) are smuggled into Canada. 


The Nelson area in British Columbia has attracted a number of right wing extremist 
organizations. Members and associates of one white supremacist organization claim that they 
smuggle guns into Canada from the United States. Local drug dealers trade drugs for guns in 
the United States, then smuggle them back into Canada and offer them for resale. 


The link between the drug trade and the illegal movement of firearms is believed to be important 
in Saskatchewan. Many drug traffickers have acquired firearms, often in exchange for illicit 
drugs, in order to protect themselves and their territory. In some cases, drug dealers have 
developed a sideline in firearms, mainly handguns, and claim to have access to many different 


types. 


In Regina and Saskatoon, Outlaw Motorcycle Gang members are involved in the illegal 
movement of firearms along with the drug trade. They supply anything from handguns to 
AK4/7's. 


In Ontario, “Saturday-night specials" (usually small calibre, easily concealed handguns, not 
always of the best workmanship) are commonly imported from the United States and find their 
way into the hands of street criminals. Assault rifles and fully automatic shotguns are smuggled 
into the province for sale to militia groups, Asian and Aboriginal-based organized crime groups 
and Outlaw Motorcycle Gang members. 


Firearms that are purchased legitimately in the United States and smuggled into Ontario are 
sold on the criminal market for up to four times their original cost. Smugglers use personal 
vehicles for smaller shipments of firearms. Larger quantities are smuggled across the border 
by tractor trailer or by boat. 


A recent undercover operation in Ontario focused on illegal weapons smuggling. Two hundred 


and forty-three weapons were recovered and 64 people were charged. Stolen property, vehicles 
and illicit drugs were also recovered. 
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First Nations territories, particularly Akwesasne, appear to be a significant conduit for illegal 
firearms en route to Canada. 


In 1998, there were two significant thefts from Nova Scotia firearms dealers. In one case, 56 
handguns were stolen from a gun shop in rural Nova Scotia. Eighteen of these weapons were 
later recovered in Halifax. A second theft involved 17 weapons, including nine handguns. 


In Newfoundland, the illegal movement of firearms occurs on a modest scale and involves local 
organized crime groups. Most of the illegal firearms coming into province originate in Ontario 
and Quebec. They are transported from the mainland with relative ease using passenger 
vehicles, transport trucks, courier services and other means. 


Organized Crime in Maritime Ports 


Criminal organizations are entrenched within the infrastructure of Canada’s maritime ports, a 
position they use to control the bulk of contraband entering through the ports. This trend 
parallels the criminal penetration of legitimate business throughout Canada as a means of 
furthering criminal enterprise. The ability to move contraband undetected through a port of entry 
is essential to the success of many criminal enterprises. The criminal infiltration of a port is 
usually accomplished through the placement of members, associates, relatives and friends in 
legitimate positions at the port. It is often accompanied by intimidation of regular port workers 
to ensure either cooperation or silence. 


This presence allows criminal organizations to gain valuable knowledge of import and port 
procedures and to monitor any law enforcement activity at the port. It also permits them to 
facilitate the movement of contraband into the ports and to conceal it pending distribution. They 
also facilitate the diversion of legitimate imported goods to the illegal commodity market and 
assist in the export of illegal goods, such as stolen vehicles, from Canada to consumers in other 
countries. 


Organized crime has a particularly pervasive presence at the three major marine container ports 
of Vancouver, Montreal and Halifax. Organized crime groups have long standing links to 
employees at many Canadian ports. As well, there are many smaller criminal groups operating 
independently of the major organized crime groups. These smaller groups are normally involved 
in “opportunistic” pilferage of goods from import shipments. 


There are a variety of illegal products entering Canada through marine ports including drugs, 
alcohol, tobacco, firearms and illegal migrants. Illegal drugs represent the greatest threat, 
however. The interdiction of drugs and other contraband is complicated by the fact that over 
700,000 marine containers enter Canada each year. Container examination is difficult and time 
consuming and even with careful targeting and intelligence, only a small percentage of 
containers are searched. Despite this, Canada Customs, with the assistance of the RCMP and 
other law enforcement agencies, has seized significant quantities of drugs entering Canada 
through marine ports. 
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Stolen Vehicles 


While some stolen vehicles are smuggled to the United States, prime destinations are countries 
in Eastern Europe, Southeast Asia, the Middle East, Africa, the Caribbean and South America 
with few local car distributorships and high tariffs on imported vehicles. Luxury cars often can 
be sold abroad for at least twice their North American market value. Ontario and Quebec 
remain the centres of automobile theft activity in Canada. Cars are brought to Canadian ports 
for shipment overseas or are transported to the United States, either for resale there or for 
further transshipment from US ports. 


The port of Vancouver and Halifax are popular choices for stolen vehicle smugglers. In 1998, 
for example, 15 vehicles stolen from Montreal and Toronto were discovered in Halifax ready for 
export. Small ports, such as Shelbourne, Nova Scotia are also used. Although the smaller ports 
cannot handle the large volumes of the major ports, enforcement presence is correspondingly 
less. As well, some smugglers ship stolen vehicles by rail to US ports, taking advantage of the 
fact that goods en route from Canada are less likely to be scrutinized by US authorities than 
goods arriving from abroad. 


Of the approximately 50 automobiles stolen each day in the Greater Toronto Area, only about 
fifteen are ever recovered. Organized theft rings steal vehicles from residential driveways and 
Streets, from dealership lots and from airport parking lots. Some vehicles are stolen from the 
owners at gunpoint in car-jackings. No one organized crime group has a particular monopoly 
over automobile theft. Asian-based, Eastern European-based and Traditional Organized Crime 
groups are known to be involved. 


Outlook 
While organized crime groups continue to smuggle traditional products such as illegal 
tobacco and alcohol, they are actively exploring the potential of new commodities such 
as jewellery and weapons. 


The bulk of smuggled firearms will continue to find their way into the hands of organized 
crime and drug trafficking groups. 


Organized crime will continue to exercise influence at Canadian ports, which will remain 
an important venue for the smuggling of all types of contraband. 


Most organized crime groups continue to be involved in the export of stolen vehicles, 
shipping vehicles of choice out of the country through marine ports. 
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ILLEGAL MIGRATION 


Highlights 


The smuggling of illegal migrants into Canada is a lucrative and growing business. 
Large sums of money can be extracted from individuals wanting to relocate. 


Overview 


The traffic in illegal migrants is a direct result of international political upheaval and economic 
hardship. The United Nations estimates that there are 125 million displaced migrants throughout 
the world. As many as 15 million of them were transported to their present countries by illegal 
migrant smuggling syndicates. 


lt is estimated that human smugglers are enriching themselves by as much as $9.5 billion a 
year, which is twice the annual earning of the notorious Medellin cocaine cartel at the peak of 
its power. Syndicates involved in this trade are operating all around the world in such countries 
as Sri Lanka, Turkey, Pakistan, Iran, the Peoples Republic of China, Thailand, India, Kenya, 
Brazil, Colombia, the United States and Canada. 


Migrant smuggling syndicates charge their clients anywhere from US$5,000 to US$50,000, 
depending on the destination and the complexity of the smuggling route. The cost generally 
includes counterfeit documents and airline tickets as well as the use of safehouses and contacts 
throughout the journey. 


In most cases, migrant smuggling organizations operating in Canada are loosely affiliated to, 
or wholly independent of, major organized crime groups. On the international front, however, 
transnational criminal organizations such as the Triads, DA] HUEN JAI and East European- 
based groups are involved in most aspects of migrant smuggling. 


First Nations territories situated on the Ontario-United States border appear to be major sites 
of illegal migrant smuggling. Illegal migrants have also been smuggled into the United States 
at points along the Niagara River. Aboriginal-based organized crime continues to profit from this 
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smuggling. They associate with members of Asian-based and Traditional organized crime 
groups and with Outlaw Motorcycle Gangs. 


Outlook 


Migrant smuggling will continue to be a problem. It offers organized crime groups the 
double incentive of high returns on investment and relatively minor sentences in the 
case of conviction. 


In Canada, migrant smuggling will run the gamut from citizens participating in a single 
smuggling offence, such as the illegal escort of a relative, to huge, highly powerful 
multinational organizations working with organized crime. 


ORGANIZED CRIME AND THE NEW DIAMOND MINING INDUSTRY 


Canada’s first diamond mine, BHP Diamonds Ekati Mine, officially began production in October 
1998, just north of Yellowknife. Federal royalties will total approximately $60 million to $70 
million annually. In addition, a second firm, Diavik Diamonds, is working toward a 2001-2002 
Start-up date. About 50 companies are presently at various stages of exploration in this region. 


Investigators are working with mine security to ensure that adequate safeguards are in place 
to deal with anticipated problems. Losses resulting from theft can range from seven per cent 
to thirty per cent. Other forms of diamond industry related crime include money laundering and 
stock fraud. Potential for such activity extends also to secondary industries such as cutting, 
polishing and wholesale and retail jewellery sales. 


Diamonds already enter Canada from abroad to be cut. The difficulty arises when enforcement 
agencies attempt to determine the source of the diamonds and whether they were legally 
obtained. 


Australia has had some success with diamond “fingerprinting” and the technique is being 
studied in Canada. Such a capability could provide a source for any given seizure and would 
assist in cases of misrepresentation. 


International police and industry sources report that organized crime is often involved in 


smuggling and theft from mining operations. A number of investigations involving rough 
diamonds, several of which are linked to organized crime, are being conducted. 
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Historically, there has been no specific rough diamond legislation in Canada. Recent 
amendments to sections 394 and 656 of the Criminal Code, however, deal with unlawful 
possession, search provisions and the purchase and sale of rough diamonds. 


ILLEGAL GAMING 


Highlights 


Criminal Intelligence Service Canada has initiated a national illegal gaming initiative 
in partnership with the Ontario Illegal Gaming Enforcement Unit (OIGEU). 


Overview 


Gaming revenues in Canada rose to $4.8 billion dollars between 1992 and 1998, an increase 
of over 76 per cent. 


Historically, illegal gaming has been the domain of organized crime. The threat of organized 
crime infiltration of legal gaming venues is ongoing. 


The criminal element is well aware of the fact that illegal gaming offences are not an 
investigative priority in a number of provinces. There is little incentive to allocate scarce 
investigative resources to illegal gaming investigations, particularly where sentencing for non- 
violent crimes is minimal. 


Casino loan sharking activity that targets compulsive or pathological gamblers creates additional 
risk. Gamblers who become indebted to these criminals may resort to crime to pay off debts and 
support their addiction. 


Illegal gambling machines produce tremendous profits. Non-declared income from these 
machines is used by criminals to finance other criminal activities such as drug trafficking, money 
laundering and enterprise crime offences. Other gambling offences include illegal foreign and 
domestic lotteries, unauthorized pull-ticket distribution, bookmaking and illegal gaming houses. 


There is no doubt that organized crime benefits from illegal gaming. In recognition of this, 
Criminal Intelligence Service Canada undertook a national illegal gaming initiative in 1998, in 
partnership with the Ontario Illegal Gaming Enforcement Unit. 


The Ontario Illegal Gaming Enforcement Unit (OIGEU) comprises 40 investigators working in 
five regions of the province. In 1998 the main challenges for OIGEU were video gambling 
machines, illegal gaming houses (card rooms) and bookmaking operations. Over the course 
of the year OIGEU seized 950 video gambling machines valued at approximately $3 million. 
Gaming equipment from illegal card rooms was seized and cash confiscated from those 
operations. Four hundred and ninety-five people were charged with 787 gaming related 
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offences. Those convicted paid over $1 million in fines, forfeitures and surrendered proceeds 
of crime. 


It is this type of proactive stance with regard to illegal gaming that Criminal Intelligence Service 
Canada hopes to promote with its national illegal gaming initiative. 


Outlook 


With the implementation of illegal gaming as a project in CISC and a corresponding 
increase in illegal gaming-related intelligence, the extent of the problem will become 
clearer. 


TECHNOLOGICAL CRIME 


Highlights 


Hacker tools are becoming more malicious and technologies used to communicate or 
hide a user's identity and information are becoming more user-friendly. 


Internet fraud threatens to undermine legitimate electronic commerce. 
Jurisdiction creates infinite problems for computer crime investigations. Developing 


workable codes of conduct, laws and communication networks is complex and time 
consuming. 


Technology and Crime 


While technology does not fundamentally change the nature of crime, it allows criminals to 
operate in ways that are more secure, more efficient and more clandestine than ever before. 
The Internet is an expanding information source, communications medium and business tool. 
Although employed primarily for legitimate purposes, it does not discriminate between lawful and 
unlawful users and it is ideally suited to such criminal activity as fraud, drug trafficking and the 
distribution of child pornography. 


The annual cost of technological crime in Canada is currently estimated at nearly $1 billion. This 
figure does not account for the inestimable value of lost information in a world that is becoming 
increasingly dependent on technology. 
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The Internet 


Even relatively unsophisticated hackers can employ any of the thousands of hacker tools 
available to break into computers and to read, steal or alter information. These hackers can be 
members of, or solicited by, organized criminal groups. There are malicious hacker tools that 
will allow a remote user to control or administer a computer over the Internet without the 
knowledge of the computer's owner. 


Products designed to hide a user's identity and vital information proliferate on the Internet. 
Steganography, meanwhile, is the process of embedding files within files. Within the context of 
computers, text, image, voice or video files can be hidden behind an image. Internet “paging 
systems" notify a user that another user has logged on. Users can then chat, send messages 
and exchange files in real time. All of these tools are accessible on the Internet at no cost. While 
they do much to ensure the privacy of communications between lawful users of the Internet, 
they appear with increasing frequency in criminal investigations. 


The Canadian Association of Internet Service Providers (CAIP) is a voluntary association of Internet 
Providers (ISP) in Canada. The CAIP voluntary code of conduct promotes the cooperation of ISPs 
with government officials and law enforcement authorities to clarify the different functions performed 
by Internet companies. As well, the code promotes the privacy of ISP users, including the disclosure 
of information to law enforcement authorities only as required by law. 


Internet Fraud 


Securities fraud on the Internet is increasing. The value of securities can be influenced by 
rumours circulated on web sites and in chat rooms. Since Internet trading sites exist without 
brokers to monitor and control such rumours, purchasers are vulnerable to fraud. Unscrupulous 
trading sites often persuade buyers to purchase stock whose value has been inflated. In some 
cases, the buyers may actually be induced to sell valuable stock in exchange for dormant, or 
even non-existent, stock. 


Internet auction sites act as a vending location for buyers and traders and claim they are not 
responsible for the merchandise posted on their sites. In a number of cases, pirated software 
has been sold from auction sites. As well, clients have been billed for goods purchased but have 
never received their merchandise. 


Globally, Canada has become a strong promoter of electronic commerce. Internet fraud 
threatens to compromise the integrity of legitimate sites as well as overall consumer confidence 
in electronic commerce. 


Jurisdiction 


Computer and Internet data are accessed from networks globally, but are generally stored on 
a server in a specific jurisdiction. This has sparked a number of legal debates over access to 
the information and the status of data that are considered criminal in the receiving jurisdiction, 
but not in the jurisdiction where they are stored. 
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A malicious hacker will “tunnel” through as many networks as possible to hide his trail and 
usually crosses a number of jurisdictional boundaries. Thus, the technological nightmare of 
tracing the hacker is exacerbated by the jurisdictional nightmare of ensuring that the trace is 
lawful. 


Often, data must be captured in real-time or they are lost to the investigator. In other cases, 
simply locating the originator of a web site or e-mail address can be time consuming and labour 
intensive. This requires cooperation between law enforcement agencies, technologically 
knowledgeable judges to authorize search warrants and Internet Service Providers who store, 
among other things, web site and e-mail administrative logs. 


These issues are being addressed in both national and international fora, however, developing 


codes of conduct, communication networks, international agreements and laws is a complex 
and painstaking task. 
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Outlook 


Hacker tools and cryptographic programs will become more user-friendly and insidious, 
facilitating criminal activity. 


Jurisdictional issues will continue to represent a serious handicap to complex computer 
crime investigations. 
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Y2K AND THE CRIMINAL THREAT 
LL I SILTY SN TS RTS NE ES TTT 


The Y2K issue raises a number of concerns for law enforcement. For example, a significant 
number of people have been hired in both the public and private sectors to rectify data code and 
computer chip anomalies. The urgency of the issue has meant that, in some instances, normal 
personnel security protocols have been relaxed or eliminated. 


The critical infrastructure, a group of key government and private sector entities that provide 
services essential to the operation of society, is vulnerable as technology is modified and 
replaced in preparation for the year 2000. 


Project SOLSTICE, a multi-agency effort that includes the RCMP, Criminal Intelligence Service 
Canada, the Department of National Defence, the Canadian Security Intelligence Service, 
Canadian law enforcement and DOMUS Security Division LGS Group Inc., has been initiated 
to complement the Year 2000 undertakings of Canadian federal government departments and 
enforcement agencies. 


The objective of Project SOLSTICE is to prevent, detect and respond to serious criminal activity 
that may target the Canadian infrastructure during the Year 2000 transition. 


Working in partnership with members of the infrastructure community, SOLSTICE investigators 


aim to promote awareness, deter criminal threat and continue contact and cooperation with 
critical infrastructure members through the year 2000. 
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CISC 


Criminal Intelligence Service Canada 


Annual Report on Organized Crime in Canada 


2000 


Research for this report concluded on 2000-06 and is based 
on information available until that date. 


References to organized criminal activity associated to particular ethnic 
organizations in this report are not meant to suggest that all members of that 
specific ethnic group are involved in organized crime or that the government of 
the country of origin or its lawful agencies permits or participates in any illegal 
activities. These references allude to the illegal activities of particular criminal 
organizations, the majority of whose members share ethnic similarities. 
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MESSAGE FROM THE CHAIR 


CRIMINAL INTELLIGENCE SERVICE CANADA 


COMMISSIONER J.P.R. MURRAY 


wre it is relatively simple to define organized crime within certain limited parameters, it is 

much more difficult to measure its more intangible attributes or to gauge its effect upon 
society. As the document that you are about to read emphasizes, however, there can be no 
doubt that it is driven primarily by greed and that it is highly adaptable, constantly seeking out 
and exploiting new and more profitable opportunities. Organized crime has vast resources at 
its disposal and its ability to penetrate legitimate social and economic structures gives it the 
potential to inflict enormous damage upon the fabric of Canadian life. 


Some organized crime groups are united by common origins, while others are defined by their 
specialization in specific forms of criminal activity. And while this report documents those 
differences, it also emphasizes that the similarities between organized crime groups may be 
even more critical. They all collaborate with other groups. They all seek ways of expanding 
themselves and achieving monopolies. They all explore the possibilities of new forms of crime 
and emerging technology. They all seek some form of legitimacy. They all endeavour to exert 
control over specific geographical areas. These are the fundamental features of all organized 
crime, the characteristics that define not only what it does today, but also what it will do in the 
future. 


Organized crime is more than the sum of its parts. It is a highly sophisticated economic, political 
and social phenomenon and it is essential that, as a nation, we find innovative means of 
addressing it. The challenge of organized crime is not a challenge to any one institution or police 
force, but is directed at every single one of us. For this reason, cooperation, whether between 
agencies, between governments, or between individual Canadians and their communities, is the 
single most effective weapon that we have against organized crime. 
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MESSAGE FROM THE DIRECTOR GENERAL 


CRIMINAL INTELLIGENCE SERVICE CANADA 


R. PHILIPPE 


T his is Criminal Intelligence Service Canada’s thirtieth year of operation. In 1970, when a 
formal constitution was adopted and CISC was established, the government of the day 
envisioned a network through which the criminal intelligence units of enforcement agencies 
could come together for the common purpose of fighting the spread of organized crime in 
Canada. Now in 2000, with over 370 enforcement partners, CISC continues to champion the 
sharing of criminal intelligence, through national and international contacts, through training, 
through national strategies to combat organized crime and, with a particular focus on gaining 
the cooperation of the Canadian public, through the production of this report. 


Only an informed public and partners that work in full cooperation can hope to slow the progress 
and eventually overcome organized crime. 


This report represents the collective views of the Canadian enforcement community regarding 


organized crime. On behalf of CISC | would like to extend my appreciation to our Provincial 
Bureaux and all of our partner agencies for their contributions to this report. 
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CRIMINAL INTELLIGENCE SERVICE CANADA 


Criminal Intelligence Service Canada (CISC) is an organization that provides the facilities 
to unite the criminal intelligence units of Canadian law enforcement agencies in the fight 
against the spread of organized crime in Canada. CISC is comprised of a Central Bureau, 
located in Ottawa, and a system of nine Provincial Bureaux, which are located in each 
province, with the exception of Prince Edward Island whose interests are served by the Nova 
Scotia Bureau. The Central Bureau functions on a national scale and the Provincial Bureaux 
operate within provincial boundaries. CISN 


CISBC CISA CISS  cjgy_ CISO 


Locations of the Central and Provincial Bureaux 


Regular members of CISC consist of federal, provincial and municipal police forces in 
Canada that have full time intelligence units. They currently include the Royal Canadian 
Mounted Police, the Quebec Police Force, the Ontario Provincial Police, the Royal 
Newfoundland Constabulary and more than 120 municipal and regional police departments. 
The intelligence and specialized units of these law enforcement agencies supply their 
provincial bureaux with intelligence and raw data for further analysis and dissemination. The 
criminal intelligence shared is related to organized crime and other major criminal 
phenomena in Canada. 


In addition to regular members, CISC also has associate members consisting of law 
enforcement agencies with a part-time intelligence unit and affiliate members, which have 
investigative and enforcement personnel from the private sector and government. These 
total over 255 agencies. 
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The Central Bureau of CISC takes its direction from an Executive Committee, comprised of 
20 Chiefs of Police and RCMP Commanding Officers from across Canada and chaired by 
the Commissioner of the RCMP. This Committee meets annually to review the operation of 
CISC and to decide on goals and priorities. The CISC Central Bureau monitors the progress 
of those priorities through the nine Provincial Bureaux. The Managers of those Provincial 
Bureaux meet annually with the Director of CISC to discuss organized crime issues and 
forward recommendations to the Executive Committee. 


The staff of the Central Bureau consists of regular members, public servants, and 
secondments from other police departments and government agencies. 


ACIIS 


The Central Bureau is host to an on-line computer data bank known as the Automated 
Criminal Intelligence Information System, or ACIIS. This data bank is the national 
intelligence repository for the use of all CISC members in Canada. All member agencies 
co-operate with each other in the collection, collation, evaluation, analysis and dissemination 
of criminal intelligence by contributing to ACIIS. 


ABOUT THIS REPORT 


The CISC 2000 Annual Report on Organized Crime in Canada is designed to present a 
comprehensive review of organized crime groups and their activities, based on intelligence 
and investigation reports from Canadian and international enforcement agencies. In 
particular, CISC relies on intelligence from CISC member agencies across Canada. 


This report also aims to inform and, ultimately, to solicit help from the public. Law 
enforcement needs the public to take a stand against all organized criminality, beginning 
with what goes on in individual neighbourhoods. 


One of the keys to success in the fight against organized crime is partnerships - between 
enforcement agencies as well as with policy makers and the public. This report is offered 
as a guide to help our partners with their strategic planning and to encourage them to 
cooperate to the fullest extent to fight this threat . 


CISC monitors and reports on national organized crime priorities including Asian-based, East 
European-based and Traditional (Italian-based) organized crime groups, as well as outlaw 
motorcycle gangs. CISC also has intelligence projects in place to monitor the sexual exploitation 
of children and a contraband desk to cover other priorities and issues such as Aboriginal-based 
organized crime, the illegal movement of firearms and organized crime in marine ports. 
Emerging issues and issues of interest to our partners, for example, illegal gaming and 
technological crime, are also included in this report. The table of contents reflects the concerns 
and interests of CISC and its partners. 
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EXECUTIVE SUMMARY 


T his report is designed to present a comprehensive review of organized crime groups and 
their activities, based on intelligence and investigation reports from Canadian and 
international enforcement agencies. In particular, CISC relies on intelligence from CISC 
member agencies across Canada. 


CISC monitors and reports on national organized crime priorities, including Asian and East 
European-based organized crime groups, Traditional (Italian-based) organized crime groups 
and outlaw motorcycle gangs. CISC also has intelligence projects in place to monitor the 
sexual exploitation of children and a contraband desk to cover other priorities and issues 
such as Aboriginal-based organized crime, the illegal movement of firearms and organized 
crime in marine ports. Emerging issues of interest to our partners, such as illegal gaming 
and technological crime, are also included in this report. 


Asian-based organized crime groups continue to be extensively involved in the importation 
and trafficking of drugs and are also expanding their criminal activities to capitalize on new 
technology which will facilitate their interests in counterfeiting, fraud and money laundering. 
They continue to be involved in the smuggling of illegal migrants through Canada’s points 
of entry - air, sea and land. As the profit potential for migrant smuggling is large, it is 
expected that Asian-based organized crime groups will continue this activity. 


East European-based organized crime (EEOC) groups continue to expand their association 
with other organized crime groups, both within and outside of Canada. EEOC’s criminal 
activities have expanded beyond street-level crimes and now include a variety of 
sophisticated fraud, theft, smuggling and counterfeit activities. 


Traditional organized crime groups continue to be involved in the importation and distribution 
of drugs, extortion, loan-sharking and operating illegal gambling machines and sport betting. 
Project OMERTA, which involved key members of the CARUANA-CUNTRERA 
organizations, concluded with the sentencing of Alfonso and Pasquale CARUANA. 


Outlaw motorcycle gangs, particularly the HELLS ANGELS, continue to expand both in terms 
of criminal activities and membership. The armed conflict between the HELLS ANGELS and 
the ROCK MACHINE in Quebec continues and more violence is expected with the expansion 
of the HELLS ANGELS and the ROCK MACHINE’s recent move into Ontario. The HELLS 
ANGELS continue to be involved in the importation and distribution of drugs, the illegal 
trafficking of firearms and explosives, extortion, fraud, prostitution and money laundering. 


The distribution of child pornography is expanding proportionately with Internet use in 
Canada. Chat rooms and web sites dedicated to the sexual exploitation of children facilitate 
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communication between pornographers and paedophiles and the dissemination of child 
pornography. Across the country, the number of cases involving the sexual exploitation of 
children have increased. Police and law enforcement continue to coordinate with other 
government agencies in order to address issues regarding the sexual exploitation of 
children. 


The interprovincial movement of tobacco products from lower tax to higher tax provinces and 
the smuggling and trafficking of alcohol continue to be a problem in Canada. As a result of 
commodity-related weaknesses identified by health and law enforcement agencies, 
measures including tax increases, amended legislation and regulations, and improved 
marking and packaging are being implemented. 


Organized crime groups that continue to be active at Canada’s largest marine ports include 
Asian-based, East European-based and Traditional organized crime groups and outlaw 
motorcycle gangs. 


The expansion of online gambling in Canada poses new challenges to law enforcement. 
Video gaming and lottery machines continue to be the largest illicit source of gambling 
revenue. Various organized crime groups, including the HELLS ANGELS, Asian and East 
European-based organized crime groups and Traditional organized crime groups, continue 
to be involved in illegal gaming. Law enforcement has made a number of seizures of video 
gaming machines and proceeds this year. 


Technology, particularly computer technology, is enabling organized crime groups to operate 
in an increasingly secure and anonymous way while exploiting Internet-based schemes like 
fraud or on-line gambling. Sophisticated tools and information enable would-be hackers to 
access secure computer systems and affect millions of users across the world in a short 
period of time. Credit card fraud continues to increase, particularly with the easy availability 
of desktop publishing equipment and programs. Computer crime investigations are made 
complex by issues of jurisdiction, resource-intensive investigations and organized crime’s 
knowledge of law enforcement interception techniques. 
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CISC NATIONAL PRIORITIES 


ASIAN-BASED ORGANIZED CRIME 


Highlights 


*  Asian-based organized crime (AOC) groups continue to be extensively involved in 
narcotics trafficking, particularly heroin, cocaine and marihuana. 


% AOC groups continue to exploit Canada’s points of entry - air, water and land - to 
import illegal contraband, such as heroin and illegal migrants into Canada and the 
United States. 


Asian-based criminal enterprises in Canada continue to expand their association 
with other AOC and organized crime groups both domestically and internationally. 


pp mous nout the country, AOC groups are involved in the importation and trafficking of 
narcotics, counterfeit currency, software, credit and debit cards, prostitution, illegal 
gambling, extortion and a variety of violent crimes. 


AOC groups continue to associate with other organized crime groups, both within and outside 
of Canada, and to expand their association with youth and street gangs. They often use street 
gangs as a labour pool for their criminal activities and as a source of recruits. In Canada, AOC 
is primarily based in the larger centres such as Toronto, Vancouver, Calgary, Montreal and 
Edmonton, but increasingly, smaller cities are used as bases where they produce counterfeit 
credit cards and commit robberies. 


AOC activities continue to have an impact on Canadian society with effects perhaps not readily 
identified as results of organized crime. As an example, in Western Canada, over 40 children 
were apprehended in six weeks from marihuana grow houses operated by AOC. The children 
had been exposed to toxic fumes and fire hazards and were forced to deliver drugs or perform 
watch duties. 
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AOC groups continue to be dominant in the importation of heroin and cocaine. Currently, an 
estimated 7,000 grow operations in the lower mainland of British Columbia are operated by AOC 
and outlaw motorcycle gangs. 


During 1999, two major investigations in British Columbia were concluded. The first, a joint 
forces operation, resulted in 12 charges against individuals involved in an international drug 
trafficking ring. The ring was involved the exportation of British Columbia-grown marihuana to 
the United States and the importation of cocaine from the United States. The second 
investigation resulted in 28 charges. 


In Alberta, a long-term joint forces operation involving various police forces, concluded with the 
arrests of over 40 individuals. Almost all were charged with participating in a criminal 
organization. Most of the accused are in custody awaiting preliminary inquiry and trial. 


There has been a notable escalation of violence associated with Asian-based organized crime 
in Western Canada. In Edmonton in 1999, two rival gangs involved in heroin and cocaine 
trafficking became involved in a shooting war that left two people dead and three others injured. 
In Yellowknife, where four identifiable Asian-based criminal groups are involved in both the 
cocaine trade and prostitution, there has been a marked increase in seizures of both prohibited 
and restricted weapons from Asian drug traffickers. 


In June, 2000, a major AOC heroin and cocaine ring operating between Vancouver and 
Edmonton was dismantled following an undercover initiative. Some of the 15 suspects arrested 
were allegedly members involved in the 1999 shooting war in Edmonton. 


Asian-based organized crime continues to be active in both Manitoba and Saskatchewan. In 
Saskatchewan, Asian crime associates engage in heroin trafficking, prostitution, contraband 
smuggling, fraud and counterfeiting. During 1999, a drug investigation that targeted AOC was 
successful in shutting down a group involved in the trafficking of cocaine and crack in the 
Winnipeg area. Forty-eight people were arrested and charged with drug and other Criminal 
Code offences. 


In the greater Toronto area, the dominant Asian-based criminal group is the DAl HUEN JAI (aka 
Big Circle Boys). Known primarily for the manufacture and distribution of counterfeit credit cards 
and other documents, this group has also been involved in drug trafficking, extortion, prostitution 
and gaming offences. 


Losses in the credit card industry exceeded $226 million in 1999. This translates to a 70 percent 
increase over 1998 figures. Counterfeit credit card transactions account for approximately 50 
percent of all fraudulent activity. 
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The Akwesasne Mohawk Territory near Cornwall has been used by Asian-based organized 
crime as a smuggling route, as has Walpole Island and the Niagara region. In 1999, over 7,000 
counterfeit and altered travel documents with a street value of $122 million were seized from 
AOC and other organized crime groups and individuals. 


In 1999, Canadian authorities intercepted four ships which were being used to smuggle more 
than 500 illegal Chinese migrants from Fujian province into British Columbia. The secretive 
nature of the migrant smuggling trade precludes an exact estimate of the numbers of people 
arriving in Canada, although it is known that smugglers move people via air, land and sea. Like 
the illegal migrants from the People’s Republic of China who arrive by air, most of the migrants 
aboard the ships were bound for the United States, where many would end up working off their 
debts in sweatshops and bawdy houses. 


The profit potential of migrant smuggling is tremendous. For example, criminal organizations 
will charge a potential migrant as much as US $70,000 to facilitate illegal travel to North 
America. The International Centre for Migration Policy Development estimates that globally, 
smugglers are profiting by as much as $9.5 billion a year, twice the annual earnings of the 
notorious Medellin cocaine cartel at the peak of its power. 


Outlook 


* AOC groups will continue to be extensively involved in the importation and trafficking 
of heroin and cocaine and in the cultivation and distribution of marihuana. 


‘+ The ability of AOC to capitalize on new technologies will facilitate their involvement 
in counterfeiting, fraud, drug importation and trafficking and money laundering. 


AOC groups will increase their association with other organized crime groups, 
domestically and internationally, to facilitate core activities such as counterfeiting, 
drug trafficking and migrant smuggling. 


Alliances with street and youth gangs will become increasingly important as AOC 
groups seek a labour pool to expand their criminal activities and to insulate their 
senior members. 
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EAST EUROPEAN-BASED ORGANIZED CRIME 


Highlights 


“ East European-based organized crime (EEOC) groups have exploited technology 
to conduct sophisticated credit and debit card fraud schemes. 


ot EEOC groups are becoming increasingly involved in the illicit drug trade, including 
cocaine, steroids and ecstasy. 


EEOC groups in Canada remain integral parts of international EEOC organizations 
but have also formed working relationships with Traditional, Asian and Aboriginal- 
based organized crime groups and outlaw motorcycle gangs. 


EEOC groups are increasingly using legitimate businesses to conceal and launder 
criminal proceeds. 


E ast European-based organized crime groups in Canada are primarily based in the Greater 
Toronto Area, Southern Ontario and Montreal, but are also active in British Columbia, 
Alberta and the Atlantic provinces. 


EEOC criminal enterprises have expanded beyond extortion, prostitution and other street crimes 
and now include a variety of sophisticated white collar crimes. EEOC groups are involved in 
organized immigration fraud, organized theft and smuggling of automobiles, as well as large- 
scale smuggling of drugs and consumer commodities. They are also active in sophisticated 
fraud schemes involving counterfeit credit cards and debit cards. 


EEOC groups in Canada continue to function as integral parts of East European-based 
organized crime worldwide and maintain an international network of contacts. Some of these 
groups have formed working relations amongst themselves as well as with other criminal 
organizations in Canada. 
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Police have noted increased EEOC involvement in drug smuggling. As EEOC groups expand 
operations, they are increasingly using legitimate businesses to conceal and launder criminal 
proceeds and to erect a facade of legitimacy. 


EEOC groups are expected to expand their criminal activities in Western Canada. Their 
activities include extortion, murder, prostitution, drug smuggling, weapons smuggling, fraud and 
various types of financial crime. 


In December 1999, the Ontario Provincial Police, York Regional Police, Toronto Police Services, 
the RCMP, Peel Regional Police and Citizenship and Immigration Canada, uncovered a major 
EEOC operation. Their investigation resulted in 47 arrests and over 90 charges. Among the 
charges laid were conspiracy to commit fraud and obtain credit by fraud, possession of 
counterfeit currency, and forging and uttering false documents (credit and debit cards). There 
were also immigration charges and charges of participating in a criminal organization. Four 
Quebec residents were among the 47 individuals arrested. Over 250 police officers from the 
Greater Toronto Area, Windsor, Ottawa and Montreal took part in the arrests of the targets and 
the searches of their businesses and residences. 


A Russian immigrant recently pleaded guilty to conspiracy to commit fraud and was sentenced 
to 15 months in prison for his role in a sophisticated credit and debit card scheme in which 
banks lost more than $500,000. The individual, one of 49 arrested, was involved in a group that 
developed technology to steal encoded information on debit and credit cards, including personal 
identification (PIN) numbers. Seven other individuals have been convicted in the operation. 
Canadians own 34 million credit and debit cards and made more than 1.6 billion transactions 
in 1998. 


Outlook 


*y EEOC will continue to seek ways to conceal and launder criminal proceeds, some 
of which come from abroad. 


Cy EEOC will continue to seek out joint criminal ventures with other organized criminal | 
groups in Canada, notably Traditional and Asian-based organized crime groups. 


EEOC groups will continue to make enormous profits through technology-based 
fraud schemes, as well as the smuggling of drugs, stolen cars and other consumer 
products. 
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TRADITIONAL ORGANIZED CRIME 


Highlights 


fe Despite the success of enforcement efforts against the Sicilian mafia, Traditional 
(Italian-based) organized crime (TOC) remains a threat to Canada. 


/° Canada, TOC is composed primarily of three main groups: the Sicilian mafia, the 
'Ndrangheta and the American arm of the Cosa Nostra. The Sicilian mafia, the most 
influential of the three, has ties to other Sicilian clans in Canada, the United States, South 
America and Italy. 


These organizations maintain close ties with Asian and East European-based organized crime, 
outlaw motorcycle gangs, Colombian and South American groups and various Canadian 
criminal organizations. 


The Project OMERTA court case, which involved key members of the CARUANA-CUNTRERA 
organization, concluded this year when Alfonso and Pasquale CARUANA were sentenced to 
prison terms. Both men pleaded guilty to charges of conspiracy to import thousands of 
kilograms of cocaine into both Canada and Italy. 


Project OMERTA was an example of national and international police cooperation against 
organized crime. Conducted by the Toronto Combined Forces Special Enforcement Unit, it 
included a Montreal-based joint intelligence unit as well as Italian, Mexican and US police and 
law enforcement agencies. 


In Western Canada, illegal gaming continues to be the highest profile activity of TOC members, 
who are involved in illegal video lottery gaming terminals, backroom gambling, and sports 
betting. TOC groups are also active in the importation and trafficking of heroin and cocaine. 


In Central Canada, TOC groups are involved in the importation and distribution of drugs, illegal 
gambling machines, extortion and loan sharking. 
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A joint Hamilton/Niagara Falls police investigation was launched after the 1997 murders of two 
TOC individuals. Two TOC members were arrested and at the beginning of 2000, they pleaded 
guilty to one of the murders. Each received a ten year prison sentence. 


Outlook 


oie Drug trafficking and money laundering will continue to be key TOC activities. 


OUTLAW MOTORCYCLE GANGS 


Highlights 


“te The HELLS ANGELS remain one of the most powerful and well-structured criminal 
organizations in Canada. In 1999, they formed two new chapters, bringing the total 


to 18 chapters nationally. 


The armed conflict, which started in 1994 between the HELLS ANGELS and the 
ROCK MACHINE in Quebec, continues. 


O utlaw motorcycle gangs (OMGs), specifically the HELLS ANGELS, remain a national 
priority for police and law enforcement in Canada. The HELLS ANGELS will likely increase 
membership, add new chapters and puppet clubs throughout the country and increase alliances 
with other organized crime groups. 


Members of the HELLS ANGELS continue to be involved in the importation and distribution of 
cocaine, the production and distribution of methamphetamine, as well as the cultivation and 
exportation of high-grade marihuana. The HELLS ANGELS use a vast network of associates 
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to recruit marinuana grow-operation sitters, to set up grow houses, to harvest the drug and to 
move it at street level. 


OMGs are also involved in the illegal trafficking of firearms and explosives, the use of 
intimidation and threats, the collection of protection money from both legitimate and illegitimate 
business operations, fraud, money laundering and prostitution. 


New chapters and alliances in the structure of outlaw motorcycle gang activity in Western 
Canada have expanded the scope and criminal activities of the HELLS ANGELS and enhanced 
the gang’s strengths. 


Two significant trials in British Columbia involving members of the HELLS ANGELS are ongoing. 
A full member of the Haney chapter will go to trial in October charged with three counts of 
cocaine trafficking. Two members of the East End chapter will go to jury trial in September 
charged with conspiracy to traffic cocaine, trafficking cocaine and laundering proceeds of crime. 


All accused, except two, from Project KISS which concluded in October 1998 with the arrests 
of members and associates of the Edmonton REBELS, have pleaded guilty and are being 
sentenced to prison terms of approximately two and a half years. The two remaining accused 
will be going to trial in October 2000. Project KISS was a ten month undercover operation into 
the illicit drug trade that involved the Edmonton chapter of the REBELS. 


The charges laid against one member and two prospects (a prospect is one step below a full 
member) of the HELLS ANGELS Edmonton chapter for the May 1998 beating and extortion of 
a male associate are proceeding through the courts. 


During the summer of 1999, a joint forces operation involving the Calgary Police Service and 
the RCMP investigated an alleged plot to cause serious harm or property damage to a Calgary 
alderman, a city hall staff member and an area resident involved in a community association. 
The investigation stemmed from the ordered destruction of the HELLS ANGELS’ Calgary 
clubhouse because of non-compliance with local building codes. As a result of this 
investigation, numerous charges have been laid against one member and one associate of the 
Calgary HELLS ANGELS. 


A case in Calgary involving the HELLS ANGELS’ challenge of police roadblocks has concluded 
with a verdict expected in August 2000. The HELLS ANGELS contended that the police violated 
their rights when the bikers were stopped in 1997 during a patchover in which the HELLS 
ANGELS absorbed the GRIM REAPERS. 
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The majority of the outlaw motorcycle gangs in Ontario appear to maintain business links with 
the HELLS ANGELS. Ontario is host to 11 one-percenter OMGs, including the PARA-DICE 
RIDERS, OUTLAWS, SATAN’S CHOICE, VAGABONDS and the ROCK MACHINE. 


The PARA-DICE RIDERS appealed a court decision that allowed police the right to establish 
checkpoints during their rides. The gang’s lawyers argued that the checkpoints were in 
contravention of Section 9 of the Canadian Charter of Rights and Freedoms. \|n December 
1998, the Ontario Court of Appeal upheld the decision in favour of the Durham Regional Police 
Force in BROWN v. DURHAM REGIONAL POLICE FORCE (1998) 43 O.R. (3d) 223 [Ont. C.A]. 


The HELLS ANGELS have been active in Ontario for some time, but do not yet have a chapter 
there. While they face two formidable enemies, the OUTLAWS and the ROCK MACHINE, there 
is no doubt that they are eager to have an official presence in Ontario in order to extend their 
national reach. The PARA-DICE RIDERS of Toronto have been courted by the HELLS ANGELS 
to form the first HELLS ANGELS chapter in Ontario. 


In June 2000, the ROCK MACHINE established two chapters in Ontario, one in Kingston and 
the other in Toronto. A third chapter has just been established in Niagara Falls. This will no 
doubt exacerbate the already tense situation between the ROCK MACHINE and the HELLS 
ANGELS and will affect the current balance of power in Ontario. 


New entities referred to as “cliques” or subgroups have emerged within the HELLS ANGELS in 
Quebec. They are usually made up of about a dozen small time criminals who are given menial 
tasks like low level debt collection, drug selling on the street and break and enters. The purpose 
of the cliques is to create an additional layer of insulation between high level members and the 
police, as well as to distance these members from criminal activity and violence. The conflict 
between the HELLS ANGELS and the ROCK MACHINE continues in Québec. 


In June 2000, 10 of 11 members of the BLATNOIS MAURICIE, a HELLS ANGELS puppet club, 
were arrested, temporarily closing the chapter. Two members of the HELLS ANGELS Trois- 
Riviéres chapter were also arrested. This case will be the first use of the provisions of Bill C- 
95's anti-gang legislation against the HELLS ANGELS organization. 


In another operation, the Lévis Police Department and the Sdreté du Québec dismantled a 
HELLS ANGELS drug ring. During 31 searches executed, police arrested 34 individuals, seized 
11 vehicles and found $120,000 worth of cocaine, hashish and marihuana. The head of the cell 
was a member of the HELLS ANGELS Quebec City chapter who was sentenced to six years 
in prison for conspiracy to traffic cocaine and trafficking cocaine in November 1999. 
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The HELLS ANGELS control all OMG illegal activities in the Atlantic provinces. There are 
several organized crime entities that are directly associated with the HELLS ANGELS. 


Outlook 


*} An escalation in violence between the HELLS ANGELS and the ROCK 
MACHINE is likely with the continued expansion of the HELLS ANGELS and the 
ROCK MACHINE’s move into Ontario. 


The HELLS ANGELS will continue to expand their criminal activities and territory 
throughout the country and expand their association with other OMGs and other 


organized crime groups. 


SEXUAL EXPLOITATION OF CHILDREN 


Highlights 


fe A decision from the Supreme Court of Canada regarding the child pornography law 
and the Charter of Rights and Freedoms is pending. 


fe National guidelines were developed and disseminated in 1999 to assist law 
enforcement to combat the sexual exploitation of children. 


A national coordinated law enforcement strategy against the sexual exploitation of children 
has been in place since 1998. Police and law enforcement have been concentrating efforts 
on child pornography and the Internet, child prostitution and sex tourism (Canadians exploiting 
children in another country). 


In May 1997, Bill C-27, known as the Canadian child sex tourism legislation, amended section 
7 of the Criminal Code to extend the jurisdiction of Canadian courts to acts of sexual exploitation 


PP PER SOE TE ese re I aE SE AE OSE TD ISSEY epee se Neer aa Io eee re preening: — 


fe Criminal Intelligence Service Canada - 2000 | 


committed by Canadians against children outside Canada. The legislation seeks to deter 
Canadians from engaging in the sexual exploitation of children in foreign countries, to 
encourage other countries to enforce their own laws to combat child sexual offences and to 
provide a means of prosecuting Canadians who have committed child sex offences in other 
countries but have avoided prosecution in that country. Canada is one of 24 countries which 
now have extraterritorial legislation in place to combat sex tourism and other forms of sexual 
exploitation of children. 


The distribution of child pornography is growing proportionately with the continuing expansion 
of Internet use. Chat rooms available throughout the Internet global community further facilitate 
and compound this problem. The use of the Internet has helped pornographers to present and 
promote their point of view. 


International investigations of child pornography are coordinated through Interpol Ottawa. In 
1999, a total of 164 requests for assistance were received, including 101 from international law 
enforcement agencies. With the proliferation of Internet users and sites and chat rooms devoted 
to child pornography, the number of investigations will likely continue to increase. From January 
to June 2000, 89 cases were received and forwarded to Canadian jurisdictions, including 78 
from international law enforcement agencies. 


In 1999, Criminal Intelligence Service Canada, the lead agency for the coordinated effort against 
the sexual exploitation of children in Canada, collected information through an inter-agency 
assessment survey regarding child prostitution in Canada. Based on recommendations made 
by partner agencies, the main concerns in this area are education, communication and the 
sharing of information among enforcement and support agencies. 


In Western Canada, criminals and organized gangs involved in the sexual exploitation of 
children are often also involved in the drug trade and in trafficking firearms. The prostitution of 
young females is often a secondary part of their overall business. There is a high demand for 
child pornography and consequently no decline in this criminal activity. 


In at least one of the Western provinces, the issue of the sexual exploitation of children has 
moved to a second phase in dealing with child prostitution. In February 1999, Bill 1 - the 
Protection of Children in Prostitution Act - became law in Alberta. The bill allows social workers 
and police to apprehend child prostitutes under the age of 18 and to place them in a protective 
safe house for up to 72 hours. Maximum fines and jail terms were also increased for johns and 
pimps who use juvenile prostitutes. (Note: at the end of July 2000, an Alberta family court judge 
ruled that the Protection of Children in Prostitution Act is unconstitutional and in violation of the 
Canadian Charter of Rights and Freedoms). 


In March 1999, a Western police service completed a nine month “sex for drugs” investigation. 
The accused individuals allegedly coerced the victims to use crack cocaine. They would only 


BEE ees oer e eee ee ee STE oa ee 


Criminal Intelligence Service Canada - 2000 


continue the supply of drugs to their hooked victims in return for sexual favours. The operation 
resulted in the arrest of 13 adult males. The victims were females ranging in age from 13 to 17 
years. The accused in this investigation have been charged with a number of offences, 
including trafficking in a controlled substance, juvenile prostitution, sexual assault and keeping 
a common bawdy house. 


In Central and Eastern Canada, various police services have been successful in their 
investigations of sexual exploitation of children. A number of provincial and municipal police 
forces, federal departments and US and international agencies worked in partnership to assist 
in investigations. 


In the first six months of 2000, a Central Canadian police pornography unit investigated 100 
incidents and laid 92 charges, compared to 52 investigations and 55 charges for the same time 
period in 1999. Another police force handled 116 files relating to child pornography on the 
Internet in 1999. Investigations have resulted in 13 searches and arrests so far. Thirty-two 
websites and 75 individuals were subject to investigation resulting in charges against 20 
individuals to date, from over 118 child sexual exploitation files investigated by one police force 
in Central Canada in 1999. 


Police and law enforcement in the Eastern provinces continue to witness a rise in incidents of 
child sexual exploitation. In early 1999, a 33-year-old male received an 18 month sentence for 
dealing in child pornography over the Internet. The interdiction of child pornography being 
transmitted via conventional methods has decreased dramatically. At least four significant 
Internet investigations involving the possession and distribution of child pornography were 
submitted for prosecution. 


Generally, the sexual exploitation of children and child pornography and prostitution remains an 
area of criminal activity that is largely undetected or not reported. 

Outlook 

*} As technology provides more opportunities for anonymity and the easy transfer 


of images and information on the Internet, the distribution of child pornography 
by paedophiles may increase. 


Partnerships among police forces, governments and other agencies will be 
increasingly required to facilitate provincial, national and_ international 
investigations. 


OTHER MONITORED AND EMERGING ISSUES 


CONTRABAND SMUGGLING 


Highlights 


“fe The interprovincial movement of tobacco products from lower tax to higher tax 
provinces continues to be problematic. Contraband alcohol also remains an issue 
in various parts of the country. 


Illegally imported weapons continue to surface throughout Canada. 


Increased international cooperation is having an impact on smuggling organizations 
and their members. 


Overview 


. Be and alcohol remain the commodities which are most frequently smuggled and 
trafficked in Canada. The interprovincial movement of tobacco from lower tax provinces to 
higher tax provinces continues, with the greatest quantities being shipped from Ontario to British 
Columbia, although reduced quantities of tobacco are being moved across the Canada/US 
border. 


Federal and provincial governments continually address commodity-related weaknesses 
identified by enforcement and health agencies. For the most part, these measures take the 
form of tax increases, amended legislation and regulations and improved marking and 
packaging. 


The Integrated Border Enforcement Team in British Columbia, involving daily communication 
and interaction between members of US and Canadian police and law enforcement agencies, 
has been successful and is being considered for other parts of the country. Responsible for 
most of the British Columbia/Washington border, the team has uncovered illicit drugs, weapons, 
alcohol, tobacco and illegal migrants. 
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Tobacco 


In November 1999, tobacco taxes were increased by $1.20 per carton of cigarettes in Central 
and parts of Eastern Canada. Saskatchewan also made a small increase in March 1999. 
Alberta amended its provincial tobacco legislation and introduced specially marked tobacco 
products for Aboriginal reserves. Nationally, improved stamping and marking of tobacco 
products has begun, as outlined in the last federal budget. 


In mid-December 1999, the Government of Canada filed a one billion dollar lawsuit in the 
United States Federal Court against RJR-Macdonald Inc., RJ Reynolds Tobacco Holdings Inc., 
several related companies and the Canadian Tobacco Manufacturers Council. The Government 
of Canada claimed that RJR-Macdonald and related companies defrauded Canada of billions 
of dollars in taxes by conspiring with known distributors and smugglers to ship tobacco products 
to the United States and then smuggle them back into Canada to sell on the black market. /n 
July 2000 however, a US District Court Judge threw out the government's action against RJR, 
accepting the defendant’s argument that the case is, in essence, an attempt by the Canadian 
government to collect evaded duties and taxes. This is barred by a US law known as “the 
revenue rule”, that forbids US courts to interpret or enforce foreign tax laws. The federal 
government will appeal the court’s decision. 


Since January 2000, there have been a number of major cigarette thefts. In January, Valleyfield 
and Sherbrooke authorities seized large quantities of US tobacco, originating from the same 
theft and en route to distribution points in Canada. In May, authorities in Moncton reported the 
theft of $2 million worth of Canadian tobacco from a tractor trailer that had been parked in a 
railway freight yard. 


Alcohol 


In December 1999, a large, sophisticated still operation was dismantled in the Lower Mainland 
of British Columbia. A total of 2,175 liters of liquor and 4,914 liters of mash were seized and 
destroyed. Also, in December 1999, a highly organized bootlegging business was dismantled 
in Vancouver, British Columbia. The business ran an after hours delivery service throughout 
the Lower Mainland area, contravening the Provincial Liquor Acct. 


A recent Ontario alcohol smuggling case involved approximately 40,000 cases of American 
liquor with an estimated street value of US$8.4 million. Both Canadian and US residents were 
implicated in this operation. They utilized several border crossings, including the Queenston 
and Rainbow Bridges in Niagara Falls and the Peace Bridge in Fort Erie, and distributed the 
alcohol in the Niagara and Hamilton areas. The alcohol seizure associated with this 
investigation is one of the largest ever in Southern Ontario. 
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Contraband alcohol is a problem in Quebec. It is believed that the underground alcohol market 
is worth approximately $173 million. As well, the illegal manufacture of alcohol using home- 
made stills continues to become more and more popular in Quebec. This alcohol is often 
passed off as smuggled American product or sold as stock in bars and restaurants. 


Firearms 


Another commodity of concern is weapons. Weapons used by criminals are sometimes stolen, 
but the majority are smuggled illegally into Canada, primarily from the United States. 


In May 2000, Ontario’s Provincial Weapons Enforcement Unit and the Toronto Area Firearms 
Office, in a joint operation with other law enforcement agencies in Canada and United States, 
ended a year long investigation into a major international gun smuggling operation. Law 
enforcement officials in Toronto, Montreal and Reno, Nevada seized large quantities of rifles, 
receivers, prohibited high capacity magazines, rifle barrels, as well as three machine guns. 
During the investigation, it was discovered that businesses in Toronto were shipping the firearm 
receivers illegally into the United States and marking them as “truck parts”. 


Diamond Mines 


As three additional diamond mines are developed in the Canadian North, both industry and the 
police are cooperating in an effort to ensure a high level of crime prevention. The need for such 


cooperation is apparent from the high level of criminal interest in the diamond industry and by 
the experiences of other diamond producing countries. 

Organized Crime in Marine Ports 

Organized crime groups that have been known to be active at Canada’s largest marine ports 


include Asian-based, East European-based and Traditional organized crime groups and outlaw 
motorcycle gangs. 


Waterfront criminal activity includes smuggling illicit drugs, theft and product diversion (goods 
stolen from docks and vessels), the export of stolen vehicles, migrant smuggling, firearms 
smuggling, and alcohol and tobacco smuggling. 
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A number of Joint Force Operations, comprised of law enforcement officials from a variety of 
agencies, continue to focus on organized crime elements at the marine ports. 


Outlook 


Recent media reports note that tobacco taxes will likely increase, perhaps 
significantly, in the near future. Tobacco smugglers will continue to feed the black 
market, regardless of the size and timing of any tax increases. 


Price discrepancies between Canada and the United States will continue to foster 
the trade in contraband alcohol. 


The profit potential of the diamond industry will encourage criminal involvement in 
all of its various phases. 


Organized crime groups will continue to use Canadian ports as an important venue 
for the smuggling of all types of contraband. 


ILLEGAL GAMING 


Highlights 


“te The tremendous profits and few significant deterrents associated with illegal 
gaming make it one of organized crime’s more popular sources of income to 
finance other criminal activities. 


Online gambling is a rapidly growing phenomenon that is a challenge for police 
and law enforcement. 


Gc aming revenues in Canada continue to increase. Many of organized crime’s criminal 
activities such as drug trafficking, money laundering and enterprise crime offences are 
financed by illegal gaming profits. 
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Illegal Internet gaming poses a new challenge to law enforcement. Its promise of quick profits 
has attracted the attention of most of the organized crime groups active in Canada. 


In Western Canada, video gaming and lottery machines are the newest, and possibly the 
largest, illicit source of gambling income available to organized crime groups. The machines 
can earn up to $2000 per machine, per week, making this an extremely lucrative business. The 
cost of the machines ranges between $2500 and $5000 and is quickly paid off. Organized 
crime groups including the HELLS ANGELS, Asian-based organized crime, Traditional 
organized crime, and East European-based groups are all involved in the illegal operation of 
these machines. 


Electronic gaming devices and virtual gaming over the Internet are attracting the interest of 
organized crime groups. Within the Internet vice industries there appear to be relationships 
between suppliers of pornographic material and Internet gaming systems. The revenue 
generated by Internet gambling operations is significant and many are willing to risk prosecution. 


Winnipeg currently has two casinos and plans are underway to begin the construction of five 
more casinos throughout Manitoba in the near future. The casino operators and management 
are aware of the potential for organized crime involvement and money laundering and have 
introduced policies and procedures to minimize the risks. 


In 1999 in Ontario, the Ontario Illegal Gaming Enforcement Unit that was established to combat 
illegal gaming investigated 241 occurrences. A total of 941 charges were laid against 623 
persons. During the year, 498 video gambling machines and an additional $1,026,269 worth 
of illegal gaming equipment were seized. Over $400,000 was seized from accused individuals 
and over $669,000 in fines and forfeitures were realized. 


There have also been investigations into online gambling involving East European-based and 
Traditional organized crime groups. Sentences for convicted operators in Central Canada do 
not seem to deter illegal gaming offences. 


Internet gambling is largely unregulated. The Ontario government has begun to study how to 
regulate these operations that, in many cases, are international. An Internet gaming working 
group that represents four Ontario government ministries will be issuing a report with 
recommendations for action in the late summer or early fall of 2000. 
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The Atlantic provinces seem to be viewed by certain organized crime groups involved in illegal 
gaming as a relatively safe haven and possibly an area of future operation. 


Outlook 


*} The criminal enterprises, such as loansharking and money laundering, that support 


illegal gambling will continue to provide significant profits for organized crime to 
finance other criminal activities. 


TECHNOLOGY and CRIME 


Highlights 
Hackers are increasingly well organized and highly skilled. 


Organized crime groups are reaching out to individuals with specific technological 
skills and exploring the possibilities of new technology. 


Many organized crime groups are now involved in forged payment card activity 
because it is a profitable enterprise, forging techniques are simpler and forged credit 
cards provide anonymity to users. 


Organized Crime and Technology 


eg connology is a fact of life in both the legitimate and the criminal worlds and there is no 
question that organized crime groups use computers, wireless phones and the Internet to 
communicate and to do business. Of concern is the scope and sophistication of their use of 
technology and their knowledge of law enforcement interception, surveillance and other 
capabilities. 
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Hackers 


High profile cases such as the Mafiaboy investigation demonstrate the ability of hackers to 
manipulate web sites and to gain unauthorized access to secure computer systems and 
information. Hackers are increasingly well organized and highly skilled. 


Hackers discuss techniques and trade software in closed chat rooms. Chat room communication 
gives amateur “script kiddies” or “cookbook hackers” access to powerful hacking software 
designed by knowledgeable hacker/programmers. In turn, this software gives them the ability 
to effect as much damage as sophisticated hackers. 


There are indications that organized crime groups are reaching out to individuals with specific 
technological skills and exploring the myriad possibilities of new technology, including Internet- 
based schemes for profit like online gambling and securities fraud. 


Malicious Software Programs 


Hundreds of malicious software programs are available on the Internet. They allow individuals 
to control another person’s computer remotely via the Internet if the victim can be duped into 
executing the program. These tools are used by hackers to access information such as Internet 
account passwords. They can then use the accounts to tunnel through the Internet and hide 
their electronic trail, making it difficult for investigators or computer security personnel to trace 
them. Malicious programs are extremely dynamic and are continually being rewritten to make 
them ever more powerful and insidious. 


Jurisdiction 


Investigators of technology-based crimes and the online sexual exploitation of children have a 
number of fundamental requirements in order to maintain an evidentiary trail that often crosses 
international boundaries. In Canada, the ISP industry is largely unregulated and no standards 
exist to ensure that the fundamental police requirements can be met. 


Both the G-8 and the Council of Europe are addressing this issue internationally. The Council 
of Europe has prepared a_ Draft Convention on Cyber-Crime which is open for public 
consultation until December 2000. Canada participates in both fora. Furthermore, the Canadian 
police and law enforcement community and the Canadian Association of Internet providers have 
renewed their relationship in order to address this and other issues of concern related to the ISP 
industry. 
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Payment Card Fraud 


Credit card fraud continues to increase at an alarming rate. In 1999, $226 million in credit card 
fraud was reported by Visa, MasterCard and American Express in Canada. Over $123 million 
was due to forged credit card activity, compared with $72 million in forgery losses in 1998. 


In the early 1990s, credit card forgery was largely the preserve of Asian-based criminal groups. 
Since then, a number of other criminal organizations, including East European-based groups, 
have become involved. While this is largely a function of profit, forging techniques have become 
simpler due to advances in technology and the forged credit cards themselves provide 
anonymity to users purchasing goods and services. 


Desktop publishing equipment and programs continue to be used to forge credit cards and 
currency. Skimming is the preferred technique used to glean information from credit card 
magnetic strips. It involves the use of skimmers manufactured expressly for criminal purposes, 
which first surfaced in Canada in 1998. 


Until 1999, shoulder surfing and pinhole cameras were the primary methods used to capture the 
personal identification numbers (PINs) necessary to exploit the debit payment card system. Last 
year, an East European-based organized crime group may have manipulated PIN pad devices, 
bypassing the encryption function and capturing cardholders’ PINs. Debit card numbers were 
captured, encoded onto the magnetic strips of plastic cards and matched with the correct PIN. 


Since the beginning of 2000, several cases have demonstrated the vulnerability of credit card 
information stored on non-secure electronic commerce sites. In the US-led CD Universe case, 
a person hacked into the company’s web site, downloaded private customer information 
including credit card numbers, and threatened to release the information on the Internet unless 
the company paid the hacker $100,000. The hacker was reportedly traced to Eastern Europe. 
The media has reported Canadian links in this investigation. This case demonstrates the 
vulnerabilities of personal information in the largely non-regulated electronic commerce industry 
and the need for strong security to promote and enhance trust in electronic commerce and 
electronic service delivery. 
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Criminal Intelligence Service Canada - 2000 


Outlook 


“Je Governments and the private sector must work together to establish industry 
standards, security processes and legislation aimed specifically at technological 
crime. 


Electronic devices, such as desktop computers, wireless phones and hand-held 
computers will rapidly take the place of paper address books and accounting 
records. Forensic analysis of technology will become a component of most 


major criminal investigations. 


Canadian information and communication systems will be subject to increasingly 
sophisticated hacker attacks. 


As encryption techniques become more prevalent and easier to use, police and 
law enforcement will have to develop technologies and partnerships that 
facilitate decryption and lawful access. 
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NOTES 


S 
be S CISC Annual Report on Organized Crime - Evaluation Form 
CISC 


Criminal Intelligence Service Canada seeks to receive feedback on its Annual Report on Organized Crime in order to 
improve continually the quality of its intelligence and partnerships with CISC’s policing partners. Please complete and 
return this evaluation form within 60 days. Your comments and suggestions will ensure a better Annual Report. 


How useful is the Annual Report on Organized Crime for each of the below criteria? 


Strategic Intelligence No use 1 2 3 = 5 Most useful 
National coverage No use ] 2 3 - 5 Most useful 
Regional input No use 2 5) + 5) Most useful 
Timeliness No use 1 2 3 4 5 Most useful 
Info on recent operations No use l a 5 4 5 Most useful 
Emerging trends No use 1 2 3 4 5 Most useful 
Briefing material No use l 2 3 4 5 Most useful 
Target/enforcement initiatives No use l 2 3 4 5 Most useful 


To what extent did (will) Annual Report on Organized Crime assist you or your unit? 
Not at all 1 2 3 4 5 6 if Completely 


To what extent did (will) you adapt or implement this report’s findings within your unit? 
Not at all l Z 3) 4 =) 6 i Completely 


What is your overall evaluation of the quality of this Annual Report on Organized Crime? 
Poor quality 1 pe 5) - > 6 7 Excellent quality 


How can CISC improve this Annual Report on Organized Crime? 


This form is available on CISC’s website at cisc.gc.ca. Please complete the identification box and 
return this form by e-mail, fax or mail to: 


Criminal Intelligence Service Canada 

1200 Vanier Parkway, Ottawa, Ontario, K1A 0R2 
Fax: (613) 993-3928 

Email: webmaster@cisc.gc.ca 
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Criminal Intelligence Service Canada 


Annual Report on Organized Crime in Canada 


2001 


Research for this report concluded on 2001-06 and is based 
on information available until that date. 


References to organized criminal activity associated to particular ethnic 
organizations in this report are not meant to suggest that all members of that 
specific ethnic group are involved in organized crime or that the government of 
the country of origin or its lawful agencies permits or participates in any illegal 
activities. These references allude to the illegal activities of particular criminal 
organizations, the majority of whose members share ethnic similarities. 
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MESSAGE FROM THE CHAIR 
CRIMINAL INTELLIGENCE SERVICE CANADA 


COMMISSIONER G. ZACCARDELLI 


The economic and social repercussions from organized crime extend beyond large urban areas to 
affect communities and families throughout Canada. The effects are often complex and sometimes 
not obviously associated with organized crime — the drug addict, the abused child, the toxic 
chemicals and environmental damage from illicit drug manufacturing - to name a few. 


Criminal organizations attempt to mask their influence and operations to escape the attention of the 
public. The invisibility of much of organized crime is one of its greatest strengths. The C/SC Annual 
Report on Organized Crime is a step towards countering this invisibility. Wwe need the public to 
recognize the effects of organized crime in our communities and across the country. We need the 
public to take an aggressive stance against all organized criminality. 


Successes against organized crime require a continual coordinated effort that recognizes its global 
networks, complex social milieu, and use of technology. Strategic coordination, commitment to 
intelligence and communication are all integral to the fight against organized crime. Integrated 
approaches are essential, particularly those that reach beyond organizational, jurisdictional and 
national boundaries. 


We have seen the results of coordinated joint forces operations across the country with the recent 
successes against organized crime. The momentum against organized crime continues and we 
proceed with a sense of optimism. 
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Message from the Director General, 
Criminal Intelligence Service Canada 
R. Philippe 


Criminal Intelligence Service Canada continues to champion the sharing of intelligence on organized 
crime priorities. This year, in addition to information gathered from law enforcement partners 
throughout Canada, we have included open source material in our report. Mindful of the need for 
innovation in the field of intelligence, we recognize open source as a complement to our traditional 
sources and as an effective tool for research, analysis and investigation. 


Information is provided on organized crime trends and activities in Canada. A particular purpose of 
this report is to present facts in order for the public to be informed about organized crime in their 
communities and country. 


This year we are including a special report on two successful investigations of outlaw motorcycle 
gangs. The Québec-based Operation SPRINGTIME 2001, and Operation SHADOW in Alberta, 
highlight the successes of intelligence-led policing involving law enforcement agencies working 
cooperatively and strategically. 


On behalf of CISC, | would like to extend my appreciation to our Provincial Bureaux and to all of our 
law enforcement partners for their valued contributions to this report. 
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CRIMINAL INTELLIGENCE SERVICE CANADA 


Criminal Intelligence Service Canada (CISC) is an organization that provides the facilities to unite 
the criminal intelligence units of Canadian law enforcement agencies in the fight against organized 
crime in Canada. CISC is comprised of a Central Bureau, located in Ottawa, and a system of nine 
Provincial Bureaux, which are located in each province, with the exception of Prince Edward Island 
whose interests are served by the Nova Scotia Bureau. Yukon is served by CISBC, while the 
Northwest Territories and Nunavut are represented by CISA and CISN respectively. The Central 
Bureau functions on a national scale and the Provincial Bureaux operate within provincial 
boundaries. 


CIS 


Locations of the Central and Provincial Bureaux 


Regular members of CISC consist of federal, provincial and municipal police forces in Canada that 
have full time intelligence units. They currently include the Royal Canadian Mounted Police, the 
Québec Police Force, the Ontario Provincial Police, the Royal Newfoundland Constabulary and 
more than 120 municipal and regional police departments. Canada Customs and Revenue Agency 
and the Department of National Defence, Canadian Forces National Investigative Service are also 
regular members. The intelligence and specialized units of these law enforcement agencies supply 
their provincial bureaux with intelligence and raw data for further analysis and dissemination. The 
criminal intelligence shared is related to organized crime and other major criminal phenomena in 
Canada. 


Criminal Intelligence Service Canada - 2001 


In addition to regular members, CISC also has associate members consisting of law enforcement 
agencies with a part-time intelligence unit and affiliate members, which have investigative and 
enforcement personnel from the private sector and government. These total over 270 agencies. 


The Central Bureau of CISC takes its direction from an Executive Committee, comprised of 20 
Chiefs of Police and RCMP Commanding Officers from across Canada and chaired by the 
Commissioner of the RCMP. This Committee meets annually to review the operation of CISC and 
to decide on goals and priorities. The CISC Central Bureau monitors the progress of those priorities 
through the nine Provincial Bureaux. The managers of those Provincial Bureaux meet annually with 
the Director General of CISC to discuss organized crime issues and forward recommendations to 
the Executive Committee. 


The staff of the Central Bureau consists of regular members, public servants, and secondments 
from other police departments and government agencies. 


CISC PRIORITIES 


CISC monitors and reports on national organized crime priorities including Asian-based, East 
European-based and Traditional (Italian-based) organized crime groups, as well as outlaw 
motorcycle gangs. CISC also has intelligence projects in place to monitor the sexual exploitation of 
children and a contraband desk to cover other priorities and issues such as Aboriginal-based 
organized crime, the illegal movement of firearms and organized crime in marine ports. Emerging 
issues and issues of interest to our partners, for example, technological crime, are also included 
in this report. The table of contents reflects the concerns and interests of CISC and its partners. 


CISC recognizes that other criminal organizations operate in Canada at regional or national levels 
and are of concern to law enforcement and the public. However, CISC is mandated to monitor and 
exchange intelligence only on its national priorities. 


ACIS 


The Central Bureau is host to an on-line computer data bank known as the Automated Criminal 
Intelligence Information System, or ACIIS. This data bank is the national intelligence repository for 
the use of all CISC members in Canada. Access in the provinces is coordinated by the Provincial 
Bureaux. All member agencies cooperate with each other in the collection, collation, evaluation, 
analysis and dissemination of criminal intelligence by contributing to ACIIS. 


ABOUT THIS REPORT 


This report is designed to present a comprehensive review of organized crime groups and their 
activities. This year, the CISC Annual Report on Organized Crime in Canadawas researched and 
written emphasizing the use of open source information, particularly news media. Open source is 
defined as information which is unclassified and publicly available, including government, academic 
or corporate publications and databases, all forms of media, and Internet sources. As our world 
becomes increasingly wired, the information available on the Internet grows exponentially and is 


i 
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an excellent resource for law enforcement and the public alike to view, download and share. CISC 
is dedicated to promoting the use of open source in the law enforcement community in order to 
maximize the collection and exchange of information on criminal organizations. 


The open source information in this report was collected and evaluated to provide regional and 
national trends on organized crime, criminal activities and important law enforcement investigations 
and significant convictions. The information has been verified through intelligence and investigation 
reports from Canadian and international enforcement agencies received by CISC throughout the 
year. In particular, CISC relies on CISC member agencies across Canada to provide valuable 
information on organized trends and activities in Canada. 


All open source information is cited to preserve intellectual property and copyright considerations. 
The report covers information from the previous year up to June of the current year. 


The C/SC Annual Report on Organized Crime in Canada is published to inform and educate the 
public. The activities and workings of criminal organizations are often complex and can be hidden 
from the everyday world. With this report, CISC seeks to make the effects of organized crime 
visible and of concern to every community and region in Canada. Organized crime is a threat to 
public safety and to all Canadians. With this report CISC solicits help from the public. Law 
enforcement needs people to recognize the effects of organized crime on their communities and, 
together with law enforcement, take a stand. 


One of the keys to success in the fight against organized crime is partnerships - between 
enforcement agencies as well as with policy makers and the public. This report is offered as a 
guide to help our partners with their strategic planning and to encourage them to cooperate to the 
fullest extent to fight this threat . 


This report is also available on CISC’s website at: www.cisc.gc.ca. 
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EXECUTIVE SUMMARY 


This report is designed to present a comprehensive review of targeted organized crime groups and 
their activities, based on intelligence and investigation reports from Canadian and international 
enforcement agencies. In particular, CISC relies on intelligence from CISC member agencies 
across Canada. ; 


Asian-based organized crime (AOC) groups continue to be extensively involved in trafficking cocaine 
and marijuana and in the importation and distribution of Southeast Asian heroin. Several recent 
convictions in British Columbia indicate the involvement of AOC in large-scale illegal migrant 
smuggling operations which use Canada as both a destination country and as a conduit to the 
United States. AOC groups, with networks to organized crime syndicates and criminal groups at 
the regional, national and international levels, often conduct several different criminal activities 
simultaneously with different AOC members. 


East European-based organized crime (EEOC) groups are involved in sophisticated credit and debit 
card schemes and Internet frauds, the smuggling of stolen consumer goods and other criminal 
activities, including drug importations. EEOC has extensive and expanding networks to 
counterparts around the world and increasingly to other established criminal organizations which 
facilitate both legitimate business and criminal operations. The groups will continue to exploit the 
effects of globalization and technological advances in order to expand their criminal activities and 
profits. 


Traditional (Italian-based) organized crime (TOC) groups continue to cultivate a low profile in order 
to minimize media and law enforcement attention. TOC groups continue to be a principal force 
within Canada’s organized crime milieu and are extensively involved in the importation and 
distribution of drugs and the facilitation of laundering proceeds of crime. 


The HELLS ANGELS outlaw motorcycle gang (OMG) remain the largest and most criminally active 
OMG in the country. The HELLS ANGELS and ROCK MACHINE declared a public truce in their six- 
year drug conflict in October 2000 but sporadic violence between the gangs continues. In 2000, the 
HELLS ANGELS established a number of new chapters in Ontario, after the ROCK MACHINE, now 
probationary BANDIDOS, established chapters in the province. OMGs in Canada continue to use 
violence, ranging from intimidation and assault, to attempted murder and murder to promote and 
protect the gangs’ interests. OMGs remain extensively involved in the importation and trafficking 
of drugs, in money laundering, fraud, theft, counterfeiting, loan-sharking, extortion, prostitution, 
escort agencies, strip clubs, booze cans (selling alcohol illegally), the possession and trafficking 
of illegal weapons, stolen goods, contraband, alcohol and cigarettes. 


There have been a number of convictions of OMG members across the country in the past year. 
In British Columbia, two HELLS ANGELS were convicted of trafficking in cocaine, while in Québec 
eight members of the BLATNOIS MAURICIE outlaw motorcycle gang pled guilty to drug trafficking, 
assault, kidnapping, violating anti-gang legislation, threats and weapons offences. Eight members 
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of the ROCK MACHINE (now probationary BANDIDOS) were convicted on drug trafficking charges, 
while four of those members were also convicted for gangsterism in the first major success for the 
1997 anti-gang legislation. 


In March 2001, the joint forces Operation SPRINGTIME 2001 in Québec resulted in the arrests of 
138 HELLS ANGELS members and associated gang members and the significant disruption of 
OMG activity throughout Québec. Two days later, the joint forces Operation SHADOW in Alberta 
concluded with the arrests of 51 members and associates of the Calgary chapter of the HELLS 
ANGELS. 


Internet chat rooms and web sites dedicated to the sexual exploitation of children (SEOC) enable 
the collection and dissemination of child pornography at a faster rate than past methods of 
distribution. Requests for assistance received by law enforcement concerning child pornography 
on the Internet continue to rise in Canada. The anonymity of the Internet provides opportunities for 
sexual predators and paedophiles to lure children for sexual purposes. 


Across the country, child prostitution continues to be an ongoing threat. There are a number of 
provincial and federal legislative initiatives in progress, intended to address this threat, including 
Ontario’s Protecting Children from Sexual Exploitation Act and the Rescuing Children From Sexual 
Exploitation Act and Alberta’s Protection of Children in Prostitution Act. 


Organized crime groups have infiltrated and continue to use Canada’s marine ports as a major 
conduit for contraband, including drugs, tobacco, alcohol, firearms and illegal migrants, to enter the 
country. Organized crime groups also use marine ports to export illegal commodities, particularly 
stolen luxury vehicles destined for Asian, South America and East European countries. Legitimate 
commercial movement and the transportation industry camouflage the import, export and 
distribution of contraband. There are continuing joint agency enforcement initiatives between 
Canada and the United States to combat the cross-border movement of contraband. 


An illicit tobacco and alcohol market in Canada is supplied by both crossborder smuggling and 
various domestic illegal schemes. The illegal firearm market in Canada is supplied by domestic and 
foreign sources. Technology, such as the Internet, provides new avenues for smugglers to obtain 
or distribute contraband. Canadian law enforcement continues to monitor the emerging rough 
diamond trade in this country to prevent its infiltration by organized crime groups. 


Technological advances and the Internet have expanded the realm of criminal opportunities that 
organized crime continues to exploit. Organized crime groups have embraced the immediacy 
provided by the Internet when communicating with others or when committing crimes. Technology 
that has been developed to increase security, profit and productivity for legitimate purposes has 
been used by criminals wishing to enhance profits and diminish the likelinood of being detected or 
apprehended. As aresult, law enforcement is faced with many new challenges, notably building the 
expertise and the necessary tools required to effectively combat cyber crimes. 


Qe Ses 


. Criminal Intelligence Service Canada - 2001 . 


SPECIAL REPORT - 
OPERATIONS SPRINGTIME 2001 and SHADOW 


Operation SPRINGTIME 2001 


The Statistics: Searches and Seizures 


288 searches 

20 buildings, valued at $12 million 

$12.5 million (CDN$8.6 million, US$2.6 million) 

70 firearms (including one Uzi machine gun, two Cobray guns) and one rocket launcher 
28 vehicles 

three stolen cars recovered 

13 motorcycles 

1 stick of dynamite 

120 kg hash; 10 kg cocaine’ 


® 
® 
@ 
@ 
® 
® 
® 
¢ 
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It’s being called the largest one-day police operation of its kind in Canadian history. On March 28, 
2001, nearly 2,000 officers involved in the joint forces of Operation SPRINGTIME 2001(Opération 
PRINTEMPS 2007) carried out simultaneous raids in 77 municipalities in Québec against the 
HELLS ANGELS. 


This complex operation involved the coordination of police forces at regional, national and 
international levels. The Québec Police Force, the Royal Canadian Mounted Police, Montreal Urban 
Community Police Department and 23 municipal police forces took part in the raids. With the help 
of the Ontario Provincial Special Squad, RCMP “E” Division, Vancouver Police Department, the 
Organized Crime Agency of British Columbia and the Winnipeg Police Service, arrests also took 
place in Ontario, Manitoba and British Columbia. In cooperation with Jamaican police, Mexican 
police and Interpol Mexico, two suspects were arrested and deported from Jamaica and Mexico.” 


‘king, Mike, “Stepping into the Hells Void: Gangs Watched for Drug-trade Takeover,” The Montreal 
Gazette, 30 March 2001. 


*Kalogerakis, George; Basem Boshra and Nicholas Van Praet, “The 'Mom' of All Raids 138 Snared; 
Boucher Charged in 13 Murders,” The Montreal Gazette, 29 March 2001; Singer, Zev, “Massive Raids Aim To 
Cripple Hells Angels: 138 Arrests,” The Ottawa Citizen, 29 March 2001; Legall, Paul; Carmelina Prete, “Biker Boss 
Wants to Come Home,” The Hamilton Spectator, 3 April 2001; “Hells Biker Faces Three Charges after Police 
Roundup in Mexico,” The Montreal Gazette, 5 April 2001. 
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Québec has used permanent joint task forces to disrupt and dismantle outlaw motorcycle gangs 
(OMGs) in the province since the outbreak of the biker war between the HELLS ANGELS and ROCK 
MACHINE. Based in Montreal, CARCAJOU (WOLVERINE), was created in 1995 to investigate the 
biker war which started in 1994. CARCAJOU II was expanded to target the HELLS ANGELS, 
ROCK MACHINE and related puppet clubs in Montreal and Québec City.° In 1998, the task force 
again expanded. CARCAJOU II was replaced with six regional joint forces squads or ERMs 
(escouades régionales mixtes). ERMs, composed of the RCMP, the Quebec Police Force and 
municipal police forces, are located in Montreal, Québec City, Mauricie, Estrie, Saguenay and the 
Outaouais, all in Québec. 


In 1999, these task forces came together in a coordinated investigation. Operation SPRINGTIME 
2001 was the compilation of four joint forces operations against the HELLS ANGELS and their 
puppet clubs, the ROCKERS and EVIL ONES Outaouais chapter, in Quebec. ERMs in Montreal, 
Québec City, Estrie and Mauricie targeted proceeds of crime, drug trafficking and criminal 
organization offenses. Project BOBCAT, involving ERM Outaouais, targeted the EVIL ONES 
Outaouais drug trafficking. The goal of the operation was to destabilize the HELLS ANGELS 
organization in the province by targeting OMG members and leaders.* 


The HELLS ANGELS and the NOMADS’ controlled the large-scale distribution of drugs, particularly 
cocaine and hashish, throughout Québec. In the gang’s highly structured hierarchical system, the 
lower-level puppet clubs and their associated street gangs performed the bulk of the criminal 
activities, particularly the more dangerous, violent or overt activities. In Québec, the gangs were 
responsible for the estimated billion-dollar-a-year distribution of hundreds of kilograms of cocaine 
and hashish a month. Almost all HELLS ANGELS chapters in Québec and their puppet clubs were 
required to go through the NOMADS to buy cocaine.°® 


Although the NOMADS primarily controlled cocaine sales, the gang also provided a source of 
hashish. Because profits on hashish were much smaller, OMGs could choose their own sources. 
Operation CHEVALIN was launched in autumn 1999 when Vermont border guards found 


an puppet club is a subordinate gang that receives its orders and acts as a labour pool for the stronger 
gang. 


4Singer, Zev, “Massive Raids Aim To Cripple Hells Angels: 138 Arrests,” The Ottawa Citizen, 29 March 
2001. 


*The NOMADS are a specific kind of HELLS ANGELS chapter which are not based in a certain 
geographical area. 


King, Mike, “Stepping into the Hells Void: Gangs Watched for Drug-trade Takeover,” The Montreal 
Gazette, 30 March 2001; Kalogerakis, George,’First Angel Gets Bail till Drug Trial,” The Montreal Gazette, 13 April 
2001. Information obtained from intercepted communication introduced at bail hearing of two suspected HELLS 
ANGELS’ money couriers. 
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US$136,832 taped to the bodies of a Québec couple. This seizure led to an investigation of hashish 
sources and drug routes.’ 


The hashish came from Pakistan, was shipped through India, and then was sent on to Canada, 
either through European countries such as the Netherlands, Switzerland or Belgium, or through 
South Africa or Jamaica. The drug then entered Canada through the Port of Montreal, Montreal’s 
Dorval Airport and Toronto’s Pearson International Airport, usually hidden in with other goods. One 
of the three drug rings the hashish was supplied to was reportedly operated by the NOMADS. The 
proceeds from the drugs were converted to US dollars before being transferred to Pakistan, the 
United Arab Emirates and India.® 


Evidence from taped conversations between NOMADS members revealed that they were setting 
drug prices for the province in association with members of Traditional (Italian-based) organized 
crime. In July 2000, an influential NOMADS member called a meeting with a group of ROCKERS 
during dinner at a Montreal South Shore restaurant. "The price of a kilo is now $50,000," he said, 
"| made a deal with the Italians."® 


At that meeting, a ROCKERS member and police informant was wearing a concealed wire. He was 
a driver and bodyguard for two NOMADS members. The informant was originally helping 
investigators solve 13 murders committed by the HELLS ANGELS as a result of their drug turf war 
with the ROCK MACHINE." 


In July 2000, police obtained copies of the NOMADS’ bookkeeping papers which listed accounts to 
people identified only by a nickname. The documents dealt with drug deals in code — “BL” 


7Ha, Tu Thanh, “Drug Ring Busted, RCMP Says,” The Globe and Mail (Toronto), 17 May 2001. Seventeen 
individuals were arrested in Montreal, Toronto, Québec City and Sherbrooke. Police from England, France, India, 
the United Arab Emirates, South Africa and Portugal were involved in five other arrests. 


SHa, Tu Thanh, “Drug Ring Busted, RCMP Says,” The Globe and Mail (Toronto), 17 May 2001. In 
Operation CHEVALIN there were seizures of 4,168 kg hashish, 175 kg cocaine, $500,000 in cash, $375,000 in 
valuables and prohibited weapons. 


’Kalogerakis, George,’Hells, Mafia Fixed Price of Coke, Court Told,” The Montreal Gazette, 11 April 2001. 
Information obtained from intercepted communication introduced at bail hearing of two suspected HELLS 
ANGELS’ money couriers. The judge imposed a publication ban on details in the afternoon of the first day of the 
bail hearing. 


'OHa, Tu Thanh, “Bisexual Biker Hit Men Helped Bust the Hells Angels,” The Globe and Mail (Toronto), 26 


May 2001. Information obtained from intercepted communication introduced at bail hearing of two suspected 
HELLS ANGELS’ money couriers. 
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(blanc, for cocaine) and “BR” (brun, for hashish). The spreadsheets led police to open a probe into 
drug finances." 


Apartment Stashes 


In September 2000, police surveillance led to the complex and well organized financial side of the 
NOMADS drug operation. One apartment building in the north-end of Montreal was observed to be 
a delivery area for drug money. Further video and audio surveillance revealed regular weekly drop- 
offs of bags full of cash." 


One apartment in the building was an initial drop-off point, the other was a secure location with a 
safe. Spreadsheets seized from the apartment detailed individual and group accounts."* There was 
an apartment with a safe and three money counting machines and gang accountants. Counting 
machines were used daily to process the cash and credit the appropriate accounts. Investigators 
seized $5.6 million from that apartment." 


Arrest Warrants for all NOMADS in Québec 


At the time the search warrants were drawn up, five NOMADS members, two NOMADS prospects 
and one ROCKER member were already in jail. They were arrested while in possession of eight 
restricted firearms and while studying photos of rival BANDIDOS. They were sentenced to one year 
in prison under C-95 anti-gang legislation after a plea bargain.’ As a result of Operation 
SPRINGTIME 2001, all NOMADS in Québec were charged with 13 counts each of first-degree 


'lBrooks, Patricia; Randy Jones, “Fugitive Hells Angels Associate Nabbed in Grenada.” The Chronicle- 
Herald (Halifax), 28 November 2000; Ha, Tu Thanh, “Bisexual Biker Hit Men Helped Bust the Hells Angels,” The 
Globe and Mail (Toronto), 26 May 2001. Information obtained from intercepted communication introduced at bail 
hearing of two suspected HELLS ANGELS’ money couriers. 


!2Ha, Tu Thanh, “Bisexual Biker Hit Men Helped Bust the Hells Angels,” The Globe and Mail (Toronto), 26 
May 2001; Kalogerakis, George, “Inside the Hells Cash Machine: $1 Billion a Year from Drug Sales Processed in 
Secret Apartment, Court Told,” The Montreal Gazette, 10 April 2001. Information obtained from intercepted 
communication introduced at bail hearing of two suspected HELLS ANGELS’ money couriers. 


Ha, Tu Thanh, “Bisexual Biker Hit Men Helped Bust the Hells Angels,” The Globe and Mail (Toronto), 26 
May 2001. Information obtained from intercepted communication introduced at bail hearing of two suspected 
HELLS ANGELS’ money couriers. 


Mita, Tu Thanh, “Bisexual Biker Hit Men Helped Bust the Hells Angels,” The Globe and Mail (Toronto), 26 
May 2001. Kalogerakis, George, “Hells, Mafia Fixed Price of Coke, Court Told,” The Montreal Gazette, 11 April 
2001. Information obtained from intercepted communication introduced at bail hearing of two suspected HELLS 
ANGELS’ money couriers. 


'SCherry, Paul, “Four Top Hells Nabbed While Studying Photos of Enemies,” The Montreal Gazette, 
17 February 2001; “Hells Angels Jailed Under Gang Laws,” The Chronicle-Herald (Halifax), 22 February 2001. 
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murder and three counts each of attempted murder.'® One NOMAD faces 15 counts of first-degree 
murder and four counts of attempted murder, with three of those counts relating to charges outside 
Operation SPRINGTIME 2001.*” 


The Trial Process 


Anumber of the arrested OMG members are being held in the B wing of the Montreal Bordeaux jail, 
the highest-security provincial prison in Québec. A new courthouse with two courtrooms is being 
built next to the jail and is expected to be ready in September 2001. Other than the prisoners, no 
one except the judge, lawyers, witnesses, police and jurors will be allowed in the courtroom. The 
public will watch proceedings on closed-circuit television. A number of OMG members were 
arraigned by video-conferencing.'® 


The trials will be split into French and English to accommodate language preferences, with the 
French trial beginning as early as fall 2001. One NOMADS member has been released on bail after 
arguing that prison conditions were hampering his ability to defend himself and that there was no 
date yet set for the English trial. An enormous amount of evidence must be translated before the 
English trial can begin."° 


Prison officials have set up seven “offices” in the Bordeaux jail equipped with computers, video 
cassette and tape recorders to handle the evidence which has been currently compiled on 69 CD- 
ROMs, 120 video cassettes, 70 audio tapes and stacks of paper documents.” 


Brooks, Patricia, “Ex-N.S. Man Charged in 13 Biker Slayings,” The Chronicle-Herald (Halifax), 29 March 
2001. 


"Kalogerakis, George;Basem Boshra, and Nicholas Van Praet, “The 'Mom' of All Raids 138 Snared; 
Boucher Charged in 13 Murders,” The Montreal Gazette, 29 March 2001. 


'8«Québec to Expand Prison for Biker Trials,” The Ottawa Citizen, 31 March 2001; Van Praet, Nicholas, 


“Hells will be tried at Bordeaux,” The Montreal Gazette, 31 March 2001, Van Praet, Nicholas, “Guards at Bordeaux 
Fear Riot in Biker Wing,” The Montreal Gazette, 29 March 2001. 


Macatee, Michelle, “Hells Angels’ Gang Member Wins Release on Bail,” The Canadian Press, 18 June 
2001. There is a publication ban on this bail hearing. “Québec Biker Denied Bail Judge Rules Right to Fair Trial 
Not Violated,” The Canadian Press, 21 June 2001. 


*°Macafee, Michelle, “Hells Angels’ Gang Member Wins Release on Bail,” The Canadian Press, 18 June 
2001. Defense lawyers argued conditions at the jail did not give each prisoner enough daily access to computers 
and private cubicles to talk with their lawyers. The Québec government responded that the prisoners would get 
better access to the evidence against them. 
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Operation BOBCAT 


Operation BOBCAT, the western Québec component of Operation SPRINGTIME 2001, targeted the 
EVIL ONES Outaouais. The two-year joint task force brought together seven police forces including 
the Québec Police Force, the RCMP, Municipalité regional de comté des Collines de l’Outaouais 
(MRC) and the police forces of Hull, Gatineau, Aylmer and Ottawa-Carleton. Fifteen Ottawa- 
Carleton police officers assisted with the raids. One full-time investigator had worked on the joint 
task force for two years. About 400 police conducted 79 searches in locations in 20 municipalities 
in west Québec, including Gatineau and Hull.2" The operation involved 1,000 hours of recorded 
conversations.” 


Forty-four individuals, all connected to the EVIL ONES, were arrested. The HELLS ANGELS South 
chapter direct the activities of the EVIL ONES Outaouais. Twelve members of the EVIL ONES 
Outaouais face charges of drug trafficking, prostitution, first-degree murder and conspiracy to 
commit murder. Proceeds of crime charges are expected.” 


The focus of the take-down was the EVIL ONES’ clubhouse in Val-des-Monts, Outaouais. Seizures 
included half a dozen EVIL ONES’ colours**, 30 guns, a crossbow, computers used for accounting, 
sodium lights used for indoor marijuana cultivation and bags of cocaine. Documentation on building 
bombs was also seized.”° 


In Operation BOBCAT II, acontinuation of BOBCAT, police targeted associates of the JOKERS St- 
Jean, Québec chapter, a puppet club to the HELLS ANGELS Trois Riviéres chapter. Ten individuals 
were arrested on drug trafficking charges relating to bars in Aylmer, Hull and Gatineau. They were 
released on bail with various conditions. Police from the Hull, Gatineau, Aylmer, MRC 


*ICasey, Donna, “Hells in Handcuffs Massive Sweep Spells Beginning of End for Biker Scourge, Cops 
Vow,” The Ottawa Sun, 29 March 2001. 


Bertrand, Jean-Francois, “Police Vow to Keep Heat on Bikers: 30 Arraigned in Hull Court,” The Ottawa 
Citizen, 30 March 2001. 


*3 Casey, Donna, “Hells in Handcuffs Massive Sweep Spells Beginning of End for Biker Scourge, Cops 
Vow,” The Ottawa Sun, 29 March 2001. 


*4Colours are the vests or jackets upon which are sewn the gang emblem in the centre, topped by a 
rocker (patch) with the name of the gang and with a bottom rocker naming the country, state or province in which 


the chapter is located. 


Bertrand, Jean-Francois, “Police Vow to Keep Heat on Bikers: 30 Arraigned in Hull Court,” The Ottawa 
Citizen, 30 March 2001. 
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des Collines, Québec Police Force, the RCMP and Ottawa-Carleton Police Force contributed to the 
task force.”° 


After Operation SPRINGTIME 2001 - Continuing the Momentum 


Operation SPRINGTIME 2001 significantly destabilized the HELLS ANGELS in Montreal. Law 
enforcement is capitalizing on the positive momentum of Operation SPRINGTIME 2001. The 
organized crime division of the Montreal Urban Community Police Department (MUCPD) recently 
formed a task force, CAMPAIGN SUMMER 2001, to gather information on individuals and groups 
who intend to take over Montreal’s drug trade from the HELLS ANGELS. Investigators will visit all 
of the more than 1,600 licensed bars in MUCPD territory. Another objective of the operation is to 
convince bar-owners that police need public information and cooperation to investigate drug-related 
activity in bars controlled by OMGs.?” 


Operation SHADOW 


The largest operation against the HELLS ANGELS in Alberta this year was Operation SHADOW 
which targeted several members and numerous associates of the Calgary chapter. The takedown 
occurred on March 30, 2001, after an intensive 11-month investigation involving the Calgary Police 
Service, RCMP “K”-Division and Criminal Intelligence Service Alberta. The Organized Crime Agency 
of British Columbia, the Winnipeg Police Service, the Ontario Provincial Police and the Ontario 
Provincial Special Squad were also involved. 


Twenty-seven search warrants were executed throughout Calgary and the surrounding area. 
Among the 51 individuals facing charges are six members, two ex-prospects, one hangaround, one 
ex-hangaround, one friend, and 39 associates of the HELLS ANGELS Calgary chapter.*® There were 
275 charges laid including 213 drug-related charges and 55 weapons charges.” The individuals 
charged in connection with Operation SHADOW are currently before the courts. 


Bertrand, Jean-Francois “Police Arrest 10 with Tier to Hells Angels,” The Ottawa Citizen, 6 June 2001. 


*7Cherry, Paul, “Cops Track Drug Trade: MUC Police to Comb Bars as Bikers Vie for Territory,” The 
Montreal Gazette, 28 April 2001. 


=N “hangaround” has criminal experience and is subservient to all members and prospects. A “friend” is 
subservient to all members, prospects and hangaround while an “associate” supports or profits from OMGs' illicit 


and/or legitimate businesses. 


° Calgary Police Service News Release, Calgary Police Service, 30 March 2001. 
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A significant amount of drugs was seized either through undercover drug purchases, search 
warrant executions or arrests, including: 


cocaine: 11 kg 

Valium: 2,070 tablets 

Morphine: 585 tablets 

marijuana: 4 kg 

ecstasy: 485 tablets 

methamphetamine: .5 kg 

methamphetamine (ice): 1 kg 

weapons: five handguns, one Uzi and silencer, 11 rifles and 30 rifles/shotgun.°° 


® 
® 
® 
® 
Sd 
od 
® 
Sd 


Approximately $250,000 dollars worth of property, cash and vehicles has been seized as alleged 
proceeds of crime. 


°Calgary Police Service News Release, Calgary Police Service, 30 March 2001. 
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CISC NATIONAL PRIORITIES 


ASIAN-BASED ORGANIZED CRIME 


Highlights 


@ Asian-based organized crime groups continue to be extensively involved in trafficking 
cocaine, the production, trafficking and exporting of marijuana, the importation and 
distribution of Southeast Asian heroin and have diversified into the distribution of ecstasy. 


AOC groups continue to be involved in large-scale illegal migrant smuggling operations, i 
using Canada as both a destination country and as a conduit to the United States. 


AOC groups continue to expand their association with other organized crime groups and 
criminal gangs at the regional, national and international levels. 


AOC groups continue to be primarily based in the urban centres of Vancouver, Calgary, Edmonton, 
Toronto and Montreal, but smaller cities and rural areas are increasingly used to conduct their 
Criminal activities. 


The structure of AOC groups includes criminal youth and members of street gangs. This 
membership is fluid with members often conducting several different criminal enterprises 
simultaneously with members of other AOC groups. 


Across Canada, AOC groups continue to be involved in the large-scale importation and trafficking 
of drugs, particularly heroin and cocaine, the cultivation, trafficking and exporting of marijuana, 
extortion, home invasions, kidnaping, illegal migrant smuggling operations,*' theft, shoplifting, 
prostitution, assaults, illegal gambling, loan-sharking, and the production and distribution of 
counterfeit currency, software, manufactured goods and credit and debit cards. The groups are 
also involved in the laundering of criminal proceeds and the investment of laundered money into 
legitimate businesses. 


>! According to the Alien Smuggling Unit of the U.S. Department of Justice, human smuggling from 
Canada to the U.S. is worth $10 billion annually. Fife, Robert, “U.S. Attorney General Calls for Crackdown on 
Human Smuggling,” The National Post (Toronto), 21 June 2001. 


Se 
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AOC groups in British Columbia continue to associate with other organized crime groups, 
particularly youth and street gangs. In the Lower Mainland, high schools with large English-as-a- 
second-language populations are often targeted by AOC groups as a labour pool for a variety of 
lower-level criminal activities, as a source of recruits and as insulation to shield senior members 
from the attentions of rival gangs or law enforcement.* 


There continues to be gang violence in the Lower Mainland, particularly between Vietnamese gangs. 
In 1999 and 2000 there were a number of incidents and homicides involving Vietnamese gangs.*° 


The smuggling of humans by air and sea continues to be an issue of concern in the province. In 
April 2001, 12 female and 24 male illegal Chinese migrants were found in two soft-topped containers 
aboard a cargo ship in Vancouver which was destined for Long Beach, California. The two 
containers were positioned under two other layers of containers. Earlier in the month, 23 illegal 
Chinese migrants were discovered in two containers in Long Beach. The migrants told officials they 
paid between $45,000 and $55,000 US to organized crime groups for the voyage. All but one of the 
36 illegal migrants who arrived in B.C. have applied for refugee status. 


Deportations of the 599 illegal Chinese migrants who arrived in 1999 off the coast of B.C. on four 
decrepit ships continued throughout the year with only a small number of refugee claims approved. 
The migrants were held in custody while their cases were being heard by Citizenship and 
Immigration Canada.*° The policy of holding the migrants in custody likely caused the smugglers 
to change tactics. As the migrants did not arrive in New York City there was no payment. 


The investigation and prosecution of individuals responsible for human smuggling is difficult as the 
organizations often operate as transnational networks with subordinate members shielding leaders. 


Two court cases against those alleged to be responsible for incidents of human smuggling in 1999 
off the coast of B.C. are concluded. In August 2000, after a six-month trial and almost a year in 
custody, nine South Korean sailors were found not guilty of smuggling 131 Chinese migrants into 
Canada. The men had been charged with human smuggling, two counts of criminal negligence 


>°Steffenhagen, Janet, “Immigrant Gangs to Recruit ESL Kids: Gangbusters Draw a Bead on Hoods,” 
The Vancouver Sun, 18 October 2000. 


3Fong, Petti, “Police Issue Warning over Vietnamese Gang Violence,” The Vancouver Sun, 16 December 
2000; Papple, Sarah, “Two Types of Slaying,” The Vancouver Province, 12 November 2000. 


34a\phonso, Caroline and Rod Mickleburgh, “‘Horrific’ Boxes Hid 36 Asians,” The Globe and Mail 
(Toronto),11 April 11, 2001; Morton, Brian, “Illegal Migrants Ordered Detained: All but One of the 36 Chinese 
People Have Applied for Refugee Status,” The Vancouver Sun, 19 April 2001. 


>>“British Columbia: Chinese Migrants Deported,” The National Post (Toronto), 14 September 2000. 
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causing bodily harming, forcing passengers to disembark at sea and endangering lives. The 
charges originated after the migrants, paying $40,000 each, were dropped off on the shores of the 
Queen Charlotte Islands, B.C., in the summer of 1999. The men contested that Chinese enforcers, 
who hijacked the ship and loaded migrants onto the ship, forced the sailors to smuggle the migrants 
into Canada. The Crown has decided not to appeal the verdict. Six of the nine men have claimed 
refugee status. This claim is currently before the Refugee Determination Board.*° 


In February 2001, three men were found guilty of organizing and aiding 187 illegal Chinese migrants 
who were found in 1999 aboard a ship destined for Vancouver Island. A fourth man was found not 
guilty. The three men were sentenced to four years in jail and will likely be deported upon release.*’ 


As part of an American investigation, a Coquitlam, B.C. man has been charged with operating a ring 
which smuggled hundreds of Korean women into Washington state. The individual pled guilty to 
one count of human smuggling and received a three-year sentence and a US$40,000 fine. He 
admitted to smuggling about 960 Koreans into the United States and received about CDN$1,500 
for each, for a total of almost CDN$1.4 million.*° 


As arecent court case in B.C. indicates, AOC continues to be extensively involved in the large-scale 
importation of heroin. Ina RCMP-led operation, a Hong Kong resident pled guilty to drug trafficking. 
In an operation involving police in Hong Kong and China, the Vancouver RCMP targeted an incoming 
shipment of heroin which was shipped from Guangdong province in China. The high-quality heroin 
was packed in 55 airtight bricks and hidden inside the false bottom of a shipping container which 
also held a legitimate shipment of Chinese-made merchandise. The accused received a 14-year 
jail sentence. Six co-accused are still before the court.*° 


Matas, Robert, “Koreans Found Not Guilty of Smuggling Illegal Aliens,” The Globe and Mail (Toronto), 4 
August 2000; “Six Koreans Want Refuge,” The Edmonton Journal, 29 August 2000. The trial made legal history in 
B.C. as it was the first time television news cameras and microphones were allowed into the courtroom. 


37Alphonson, Caroline, “Three Men Found Guilty of Aiding Illegal Migrants,” The Globe and Mail (Toronto), 
26 February 2001; Alphonso, Caroline, “Chinese Smugglers Get 4 Years,” The Globe and Mail (Toronto), 17 
March 2001. 


38 Jiwa, Salim, “B.C. Businessman Accused of Smuggling Aliens, The Times Colonist (Victoria), 11 
December 2000; “B.C. Man gets Three-Year Sentence in Smuggling Case,” The Ottawa Citizen, 20 April 2001. 


\Vens, Andy, “14 Years for Trafficker Nabbed in Heroin Bust,” The Vancouver Province, 2 February 200; 
Appleby, Timonth, Miro Cernetig and Rod Mickleburgh, “Drug Haul Biggest in Canadian History, The Globe and 
Mail (Toronto), 6 September 2000. The same week as the Vancouver heroin was seized, a large heroin seizure 
was made in Toronto. 
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A joint forces operation, Project KATALYST, involving the Edmonton Police Service (EPS), the 
RCMP and Criminal Intelligence Service Alberta (CISA), concluded in March 2001 with the arrest 
of five men and two women. The multi-ethnic gang was involved in cocaine trafficking to various 
areas in Alberta.*° Investigation of the ring, composed of approximately 10 members, began in 2000 
after the shooting death of a mid-level gang enforcer who was killed after he fired on police. The 
individuals are charged with conspiracy to traffic cocaine.*’ Approximately $340,000 dollars in cash 
and property has been seized as alleged proceeds of crime. 


Those charged as a result of a 1999 joint forces operation, Project KACHOU, are before the courts. 
The 14-month operation, which involved the EPS, the RCMP and CISA, investigated an AOC family. 
Thirty-three people were charged with a number of counts, including cocaine trafficking, money 
laundering, possessing the proceeds of crime, conspiracy and participation in a criminal gang. The 
cocaine was reportedly obtained in Vancouver, and distributed to areas in British Columbia and 
Alberta.** Approximately $1.7 million dollars in property, cash, jewelry and vehicles has been seized 
as alleged proceeds of crime. 


In Saskatchewan, particularly in the northern half, AOC groups are primarily involved in the 
importation of cocaine and heroin from British Columbia and Alberta for distribution throughout the 
province. Some individuals have ties to AOC groups from Edmonton. There has been an increase 
in AOC groups smuggling cigarettes and liquor across the province. In Regina, local individuals with 
links to the DAl HUEN JAI*? in Vancouver were actively involved in counterfeiting, drug trafficking and 
stolen autos. 


In 1998, an operation targeted a predominantly Asian-based gang in Winnipeg suspected of 
trafficking cocaine. Thirty-five men and women were arrested in May 1999, including three gang 
ringleaders. One pled guilty to conspiracy to traffic cocaine and received a four-year sentence. 


«Cocaine Seized, 7 Arrested as Crime Ring Busted,” The Edmonton Journal, 10 March 2001; 
Humphreys, Adrian, “Cocaine Crime Ring Smashed in Edmonton: Armoured Police Raid: Probe Launched After 
Shoot-Out with ‘Crazy Jimmy,’” The National Post (Toronto), 10 March 2001. 


4l«Cocaine Seized, 7 Arrested as Crime Ring Busted,” The Edmonton Journal, 10 March 2001; 
Humphreys, Adrian, “Cocaine Crime Ring Smashed in Edmonton: Armoured Police Raid: Probe Launched After 
Shoot-Out with ‘Crazy Jimmy,” The National Post (Toronto), 10 March 2001. 


Blais, Tony, “Crown Case Mapped Out; Organization’s Chart Alleges So-Called Drug Gang Operated 
Like Large Company,” The Edmonton Sun, 4 November 2000. 


The DAI HUEN JAI, also known as the BIG CIRCLE BOYS, is an AOC group with a national network 
across Canada and has been involved in a number of criminal activities, including drug trafficking, extortion, 
prostitution, gaming offenses and the manufacture and distribution of counterfeit credit cards and other 
documents. 
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Two more junior associates received two years each for their parts in the conspiracy to traffic 
cocaine. In the investigation, more than 2,200 telephone calls were recorded which detailed the 
shipment of several kilograms of cocaine from Vancouver to Winnipeg.** 


The Akwesasne Mohawk Territory, Walpole Island and the Niagara area continue to be used by AOC 
as routes to smuggle goods and people across the Canada/U.S. border. 


In January 2000, a Canadian/American joint forces, led by the United States Immigration and 
Naturalization Service, targeted human smugglers using the Windsor-Detroit border as a conduit 
to the U.S. for illegal migrants. The illegal migrants, primarily Chinese nationals, would be smuggled 
into Canada and taken to Southwestern Ontario where they were either driven across the border 
or smuggled across the St. Clair river, near the First Nations community on Walpole Island, into 
Michigan. The four-month operation ended with charges against 11 people, including five Canadians 
and the seizure of 425 Chinese passports and $260,000 US in bribes. The five Canadians are 
before the court.*° 


In a joint forces operation between the RCMP, Citizenship and Immigration Canada, the Korean 
National Police and the U.S. Immigration and Border Patrol, a Korean-based smuggling ring was 
investigated. The gang allegedly smuggled about 400 Koreans and Chinese nationals into Michigan. 
The gang, which had been in operation for a number of years, is estimated to have smuggled over 
one thousand people into the United States at between US$7,000 to US$25,000 each, depending 
on how they arrived in North America. Nine people were arrested in Ontario, nine in Detroit and New 
York City and several in Korea. This case is before the courts.*© 


AOC groups, often in association with other organized crime groups, continue to exploit new and 
existing technologies to facilitate the manufacture and distribution of counterfeit credit cards and 
other fraudulent documents. 


40 Hallarn, Brendan, “Drug Kingpin Pleds Guilty; Phone Taps Incriminate ‘Manager,’”” The Winnipeg 
Sun, 2 February 2001. 


Richmond, Randy, “Web of Smuggling Still Growing, The London Free Press, 30 December 2000; 
Richmond, Randy, “Eight Chinese Migrants Nabbed — Two London-Area Natives Held in U.S. after Young Chinese 
Found in Van,” The London Free Press, 4 August 2000; Dawson, Fabian, “Mounties Investigate Minister’s China 
Trip: Elinor Caplan may have Unknowingly Tipped off People-Smuggling Suspect,” The Vancouver Province, 19 
December 2000. 


“Blackwell, Tom, “Police Crack Korean-based Smuggling Ring,” The Ottawa Citizen, 24 March 2001; 


Faulkner, Robert, ‘Major Player Sought After Arrests Made in Asian Smuggling Ring; 1,200 Migrants Transported 
to US via Canada,” The Toronto Star, 24, March 2001. 


eee) 


Sd Criminal Intelligence Service Canada - 2001 ad 


In September 2000, approximately 57 kg of heroin, 17 kg of designer drug pills and $1.2 million in 
Canadian and U.S. currency were intercepted and seized as a result of a year-long investigation, 
which included cooperation from Vancouver law enforcement, the Combined Forces Special 
Enforcement Unit*’ and the Canada Customs and Revenue Agency in Toronto. The heroin, which 
originated in Southeast Asia, was shipped by rail after arriving in Vancouver from Guangdong 
province in China. The drugs were hidden in 1,700 plastic eggs among 174,000 real duck eggs. 
The heroin could provide 2.85 million individual doses. Three individuals from Scarborough are 
charged.*® 


There has been an increase in AOC-operated marijuana grow operations across the country, 
particularly in Calgary and southern Ontario. The bulk of the marijuana grown in British Columbia 
is exported to the United States where there is a large market and a higher profit margin. It is 
estimated that, in the city of Vancouver alone, there are approximately 10,000 clandestine marijuana 
grow operations. 


There have been convictions in one of the first cases in Canada of loan-sharking inside a legitimate 
casino. None of the more than 400 victims came forward with an official complaint. Three Toronto- 
area men pled guilty to charging a criminal interest rate. The men were fined $61,000, $16,000 and 
$15,000. One also received two years probation. Most loans were between $2,000 and $10,000, 
with a typical loan being $5,000. First-time loans were $3,000 and had to be repaid in three days. 
The first payment of 10% was taken before the client received the money. During the joint forces 
investigation which began in 1998, thousands of phone calls were wiretapped.*° 


“’The Combined Forces Special Enforcement Unit (CFSEU) is a permanent joint forces operation in 
Toronto involving a number of police agencies which targets various organized crime groups, such as AOC. 


‘Sappleby, Timothy, Miro Cernetig and Rod Mickleburgh, “Drug Haul Biggest in Canadian History,” The 
Globe and Mail (Toronto), 6 September 2000; Elliot, Louise, Dene Moore, “RCMP Cracks Scheme to Bring Heroin 
into Canada inside Duck Eggs,” Montreal Gazette, 6 September 2000. This seizure was made the same week as 
a large heroin seizure in Vancouver. 


Humphreys, Adrian, “Loans Sharks Worked Casino Rama: Leaders Pled Guilty: Interest Rates 
Reached 3.6 Billion Percent a Year for Gamblers,” National Post (Toronto), 14 March 2001; Lamberti, Rob, 
“Casino Loan Shark Fined $61Gs,” The Toronto Sun, 11, March 2001. Under law, interest rates are calculated 
over a year to see if they are above the top legal rate of 60%. The highest rate of interest charged in this case 
amounted to 3.6 billion percent a year, although no loans remained unpaid that long. 
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Outlook 


AOC will continue to dominate illegal migrant smuggling from Asia into Canada. 


AOC groups will continue to be extensively involved in the importation of Southeast Asian | 
heroin to Canada 


AOC groups will continue to associate with youth and street gangs and use these groups as : 
sources of labour and recruits and as insulation to shield senior members from the attentions | 
of rival gangs or law enforcement. 


AOC will expand its involvement in the growing and exporting of marijuana. 


EAST EUROPEAN-BASED ORGANIZED CRIME (EEOC) 


Highlights 


@ East European-based organized crime continues to expand its activities in Canada, : 
particularly in the larger urban centres of Ontario, Québec, British Columbia and Atlantic |) 
Canada. 7 


EEOC groups in Canada are well-connected to their counterparts around the world and | 
increasingly to other established criminal organizations. / 


EEOC groups continue to exploit technology to commit sophisticated financial and Internet- 
based frauds. 


For a decade, Canada has experienced a proliferation of organized crime groups originating from 
the former Soviet Union and former communist states in Eastern Europe. These groups are part 
of a transnational East European-based organized crime community that is well-connected and 
well- funded to commit their crimes. Some of these groups have also formed alliances with other 
criminal organizations in Canada in order to expand their market share and increase their profits. 


EEOC groups are most active in the larger urban centres of Ontario, Québec and British Columbia. 
Other Canadian provinces and territories report an EEOC presence, notably Atlantic Canada. 
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EEOC groups are strongly motivated by profit and are indiscriminate in their choice of illegal activity. 
EEOC groups in Canada, with varying degrees of organization and sophistication, are known to 
engage in most types of crime, from petty theft to sophisticated fraud schemes. These groups may 
engage in legitimate business ventures as fronts for their illegal activities. 


The most frequently reported criminal activities include financial frauds, prostitution, theft, 
contraband smuggling, illicit drug importation, vehicle theft and illegal export, and money laundering. 


Financial frauds, including sophisticated credit and debit card schemes and Internet frauds, 
achieved through the exploitation of technology, are major sources of income for EEOC groups. 


The Internet has profoundly extended the capabilities and reach of organized crime groups, including 
EEOC, to victimize an even larger group of Canadian citizens and companies. Credit card 
“skimming,”°° e-commerce site hacking and fraudulent credit card purchases are examples of 
activity engaged in by organized crime groups, including EEOC, that are facilitated by the Internet. 


EEOC groups in Canada are extensively involved in the smuggling of stolen consumer goods, such 
as vehicles and other commodities, from Canada and the United States to the former Soviet Union 
and other European countries, via both legitimate business and criminal operations. EEOC groups 
also use the shipping industry to smuggle commodities. One-third of stolen Canadian vehicles are 
exported to meet increasing consumer demand overseas, including Eastern Europe.°' The 
Insurance Bureau of Canada reports that more than 500,000 of the vehicles stolen in North America 
have ended up in the former Soviet Union over the past five years.” 


YBM Magnex International Incorporation, a Canadian industrial magnet manufacturer with great 
expectations in public stock trading, collapsed in May 1998 amid allegations the company was 


“Skimming”, or the illegal duplication of credit cards, is achieved by running the card through a reader 


that captures information stored in the magnetic strip on the back of a credit card. These readers have become 
increasingly discreet and can be attached to a person’s belt, like a pager, or affixed to the underside of a counter - 
all out of sight of the intended victim.. Readers can store data from several credit cards at a time. Once a sufficient 
quantity of credit card numbers is obtained, the reader can be connected to a computer where the data is quickly 
downloaded, via the Internet, to partners who duplicate the information onto counterfeit cards. These duplicate 
cards are used for fraudulent purchases or sold on the black market. 


>!Lee-shanok, Philip, “GTA Car Heist Central; Canada is easy pickings for global-minded thieved,” The 
Toronto Sun (Toronto), 14 March 2001, 4.; CBC. News Online staff, “Car Theft costing millions in Canada” [news 
report] CB.C. Front Page (14 March 2001).<www.cB.C..ca/cgi- 
bin/templates/view.cgi?/news/2001/03/13/Consumers/car_theft010313> [22 June 2001]. 


>? The Insurance Bureau of Canada, Media releases, 12 March 2001. 
<www.micro.newswire.ca/releases/March2001/12/c2704.html/77126-0> [22 June 2001]. 
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involved in EEOC profit laundering.*? While U.S. investigations and litigation®* continue into the 
existence of a relationship between the company and EEOC, the Ontario Securities Commission 
(OSC) commenced quasi-judicial hearings in May 2001 against 13 individuals, including 10 former 
directors, the company’s outside legal counsel and two prominent brokerage houses, on charges 
of securities law violations.® It is alleged that YBM Magnex International withheld knowledge of 
suspected EEOC associations, thereby misleading the OSC in a 1997 prospectus prepared for a 
$100-million share issue.°° 


Outlook 


@ EEOC groups will continue to take advantage of the effects of globalization and technological |” 
advances in order to expand their criminal profits and reach. / 


@ EEOC will continue to be involved in sophisticated financial frauds and commodities : 
smuggling, and become increasingly involved in other criminal activities, including drug - 
importations. . 


EEOC groups will continue to conduct activities in Canadian sectors vulnerable to l 
penetration that can offer substantial profit. . 


3Rubin, Sandra, “Customer hunt alarmed YBM: OSC probe: Some of company’s clients turn out to be 
“little old ladies,” The National Post (Toronto), 17 May 2001, C11. 


4Rubin, Sandra,“Law Firm named in U.S. case against YBM,” The National Post (Toronto), 28 August 
2000,C1. 


Rubin, Sandra, “ Street grids for YBM case ripple effect: OSC hearing starts today: High profile 
proceedings under wide scrutiny for signals on disclosure,” The National Post (Toronto) 7 May 2001,C3. 


Blackwell, Richard, “YBM knew of U.S. probe in 1996, OSC panel told,“ The Globe and Mail (Toronto), 
17 May 2001,B3. 
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TRADITIONAL ORGANIZED CRIME (TOC) 


Highlights 


@ Traditional (Italian-based) organized crime remains a threat, with members involved in a 


variety of criminal activities throughout Canada. 


In Canada, Italian-based criminals either belong or are connected to one of three main 
organizations: the Sicilian mafia, the 'Ndrangheta or the American arm of the Cosa Nostra. The 
Sicilian mafia, the most influential of the three, has ties to other Sicilian clans in Canada and 
elsewhere, particularly Venezuela, the United States and Italy. 


All of these organizations maintain close ties with Asian and East European-based organized crime, 
outlaw motorcycle gangs, Colombian and other South American groups, and various domestic 
criminal organizations. They participate in joint criminal ventures with these groups in the pursuit 
of mutual profit, particularly in the movement of drugs into Canada and providing assistance for the 
laundering of drug proceeds. 


TOC members are involved across Canada in a variety of criminal endeavours including drug 
smuggling and trafficking, illegal gaming, money laundering, extortion, and loan-sharking. Illegal 
gaming activities include backroom gambling, sports betting, and illegal video lottery gaming 
terminals. Profits from these criminal activities are invested in both legitimate commercial 
enterprises as well as their on-going criminal operations. 


Project OMERTA, involving key members of the CARUANA-CUNTRERA organization, concluded 
in 2000 with the sentencing of Alfonso and Pasquale CARUANA. It was a reminder that TOC 
continues to play a prominent role in criminal activities in this country, with extensive links to other 
organized crime groups both here in Canada and throughout the United States, Europe and South 
America. 


In Western Canada, TOC members continue to operate legitimate businesses in the fields of 
construction and development, food supplies and services, and restaurants and coffee bars. 
Through these establishments, and particularly through their sports and coffee bars, TOC members 
continue their affiliation with other known organized crime groups. 


In Ontario, TOC crime families have been active for many years and continue to maintain their 


presence. They are involved in extortion, loan-sharking, illegal gambling machines and importing and 
distributing drugs. 
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In Québec, a family within the Sicilian organization remains one of the most influential and powerful 
criminal organizations in the Montreal area, exerting extensive influence over other criminal 
organizations operating in Montreal. The organization’s influence may be spreading beyond its 
Québec base.*” In April 2001, a $200 million high-tech gambling operation in Ontario and Québec 
was disrupted by arrests in the two provinces. The police investigation, Project OLTRE, focused 
on acriminal operation, allegedly linked to a major TOC organization, that used storefronts and the 
Internet to coordinate a gambling activity that involved betting on major North American sporting 
events.°® 


The majority of TOC involvement in the Atlantic region appears to be focused on marine ports and 
involving the importation of narcotics. 


Historically, principals associated with TOC have purposely maintained a low profile in an attempt 


to avoid police and media attention. However, TOC in Canada continues to be a prominent player 
within Canada’s criminal milieu and remains a serious threat. 


Outlook 


@  lItalian-based organized crime will remain a constant threat to Canadians, now exerting its | 
influence at all levels. 


@ TOC will continue to be active in various criminal activities including drug trafficking, money 
laundering and illegal gaming. 


>7Humphreys, Adrian, “The Man They Call the Canadian Godfather,” The National Post (Toronto), 26 
February 2001. 


Freed, Dale Anne, “54 Face Charges in Huge Gambling Bust,” The Toronto Star, 12 April 2001. 
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OUTLAW MOTORCYCLE GANGS (OMGs) 


Highlights 


@ The year 2000 saw dramatic growth for the HELLS ANGELS as chapters were formed in : 
Manitoba and Ontario. The BANDIDOS patched-over the ROCK MACHINE as probationary |) 
members (one step below full membership) in December 2000. / 


OMGs in Canada continue to use violence, ranging from intimidation and assault to 
attempted murder and murder. . 


OMGs continue to associate with street gangs and other organized crime groups at the | 
regional, national and international levels. - 


Across the country, OMGs, particularly the HELLS ANGELS, are involved in money laundering, 
intimidation, assaults, attempted murder, murder, fraud, theft, counterfeiting, loan-sharking, 
extortion, prostitution, escort agencies, strip clubs, booze cans (selling alcohol illegally), the 
possession and trafficking of illegal weapons, stolen goods, contraband, alcohol and cigarettes. 
Members of the HELLS ANGELS continue to be involved in the importation and trafficking of 
cocaine, the cultivation and exportation of high-grade marijuana and, to a lesser extent, the 
production and trafficking of methamphetamine, the trafficking of ecstasy and other synthetic illicit 
drugs. 


The HELLS ANGELS continue to be the largest and most criminally active outlaw motorcycle gang 
in the country. 


In British Columbia, the HELLS ANGELS have seven chapters in the province: East End, Haney, 
Nanaimo, Vancouver, White Rock and Mission City and a NOMADS chapter.*? The VIPERS in 
Kamloops and TALISMAN in Smithers and Williams Lake are now disbanded. The RENEGADES 
are the HELLS ANGELS only puppet club in the province.°° 


>°The NOMADS are a specific kind of HELLS ANGELS chapter which are not based in a certain 
geographical area. 


P oy puppet club is a subordinate gang that receives its orders and acts as a labour pool for the stronger 
gang. 
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The HELLS ANGELS continue to be heavily involved in the importation and trafficking of cocaine, 
the cultivation and trafficking of hydroponically-grown marijuana and, to a lesser extent, the 
importation and trafficking of methamphetamine, ecstasy and hashish. Criminal organizations 
involved in the lucrative marijuana grow-operation industry also exploit the U.S./Canada border.°' 


The year 2001 brought the first convictions of B.C. HELLS ANGELS for a serious crime, trafficking 
in cocaine. Two members of the HELLS ANGELS Vancouver chapter, were found guilty of three 
of the five charges they faced together, for conspiring with four other men to traffic in cocaine, 
trafficking in cocaine and possession of the proceeds of crime. One of them was also convicted of 
two other counts of possession of cocaine and ecstasy.® 


The two-year operation illustrated the difficulty of investigating and prosecuting members of a 
criminal organization. It involved 25 officers and had a Crown prosecutor dedicated to the case 
which took four months to prosecute.®? On January 22, 2001, a prosecutor was allegedly 
approached by two men and his life was threatened. The court case is ongoing.“ 


The HELLS ANGELS in Alberta have three chapters: Edmonton, Calgary and a NOMADS chapter 
in Red Deer. The gang continues to control a large portion of the drug distribution in Alberta, 
trafficking in cocaine, hashish and chemical drugs and also managing hydroponic marijuana grow 
operations. 


The HELLS ANGELS have demonstrated sophistication in counter-surveillance and intelligence 
gathering. The Edmonton Police Service discovered scanning equipment hooked up to personal 
computers that were monitoring transmissions from electronic pagers, including those used by 
police.°° 


°l Godfrey, Tom, “RCMP- B.C. Pot Rolling Our Way,” The Toronto Sun, 30 January 2001; Armstrong, Jane, 
“Hells Angels Quietly Make Money in B.C.,” The Globe and Mail (Toronto), 24 July 2000; Godfrey, Tom,“Marijuana 
Flows Over B.C. Border,” The Winnipeg Sun, 7 May 2001. 


®?Hogben, David, “Crown Urges Court to Give Hells Angels Six Years Each,” The Vancouver Sun, 12 May 
2001. 


\vens, Andy, “Two-Year, 25-Cop Probe Yields First Hells Angels Convictions,” The Vancouver Province, 
23 January 2001. They were found not guilty of trafficking cocaine and possession of money from the proceeds of 
crime. Neither had a criminal record. Their membership in the HELLS ANGELS was not introduced until after the 
verdict was returned. 


°4Galashan, Sarah, “Man Behind Alleged Threat Surrenders to Police,” The Vancouver Sun, 29 January 
29, 2001. 


«Police Seize Guns, Drugs and Pager Monitoring Equipment,” Edmonton Police Service News Release, 


2 November 2000. 
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The Alberta provincial court delivered an important ruling regarding police road checks. On July 24, 
1997, a joint force of 130 police officers had stopped 150 HELLS ANGELS and two of their lawyers 
during a patch-over in which the HELLS ANGELS absorbed the GRIM REAPERS. Sixteen outlaw 
bikers faced 26 traffic-related offences.°° The HELLS ANGELS appealed the charges and on 
August 18, 2000, a judge found breaches under three sections of the Canadian Charter of Rights 
and Freedoms that deal with arbitrary detention, search and seizure and security of the person. 
There were no breaches of freedom of mobility or freedom of association. This ruling has force only 
in Alberta.°’ 


The last individuals charged in the 1997 joint forces operation Project KISS against the REBELS 
(now HELLS ANGELS) have received their sentences. One of them pled guilty to one count of 
possession of hashish and cocaine for the purpose of trafficking and one count of possession of 
proceeds of crime. A second, a prospect for the HELLS ANGELS Edmonton chapter, pled guilty 
to one count of trafficking in cocaine. They were sentenced to three years each in prison.°° 


The HELLS ANGELS in Alberta continue to use intimidation and assault to promote and protect the 
gang's interests. The ex-president of the HELLS ANGELS Calgary chapter, was found guilty of two 
counts of counselling mischief and two counts of common assault relating to a 1999 plot to bomb 
the homes of an alderman and a community activist. He was sentenced to one year followed by two 
years of probation during which he is not to be in contact with other members of the HELLS 
ANGELS. He was found not guilty of the most serious offense, counseling mischief which causes 
actual danger to life. The alderman and activist had worked to have the HELLS ANGELS Calgary 
clubhouse demolished in June 1998 because it violated municipal and zoning bylaws and building 
permits were lacking.® 


“Court Finds Police Violated Hells Angels' Rights,” The Globe and Mail (Toronto) 19 August 1 2000. 
°™«Court Finds Police Violated Hells Angels’ Rights,” The Globe and Mail (Toronto) 19 August 1 2000. 


8Blais, Tony, “Prospects Pled Guilty,” The Edmonton Journal, 11 October 2000; Blais, Tony, “Biker 
Hopeful Jailed,” The Edmonton Sun, 16 January 2001; “Last Biker Arrested in Crackdown Jailed 3 Years on Drug 
Charges,” The Sault Star, 24 January 2001. During the 18-month Project KISS, police seized almost $750,000 in 
cash and raided 38 businesses and homes. Fifty-one drug-related charges were laid against 10 people, 
including six full members, one striker (one step below a member), two hangarounds and two associates of the 
REBELS. 


Martin, Kevin, “Angel Convicted, Plotted to Blow up Home,” The Calgary Sun, 12 May 2001; Slade, Daryl, 
“Defendant Denies Role in Alleged Bomb Plot: Former Biker Boss Takes Stand,” The Calgary Herald, 8 May 2001. 
The judge said there was no evidence proving he wanted to cause injury. An explosive device seized from the 


associate's home couldn't be linked to the accused. 
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There is one chapter of the HELLS ANGELS in Saskatoon, Saskatchewan. The former HELLS 
ANGELS puppet club, the Regina-based APOLLOS, is now disbanded. 


Trafficking in cocaine and marijuana continues to be the primary activity of the HELLS ANGELS 
Saskatoon chapter. The gang manages numerous marijuana grow operations and is also involved 
in strip clubs and escort agencies. 


The Winnipeg-based LOS BROVOS received HELLS ANGELS prospect status on July 21, 2000 
and quickly received full-patch status on December 22, 2000. The speed of the patch-over is 
considered to be an aggressive countermeasure to the BANDIDOS patch-over of the ROCK 
MACHINE in Ontario and Québec on December 1, 2000.’° 


In 2000, both the BANDIDOS and the HELLS ANGELS entered Ontario. The ROCK MACHINE 
formed chapters in Kingston and Toronto in June 2000 and a Niagara region chapter in August. The 
ROCK MACHINE became probationary BANDIDOS on December 1, 2000.”' 


The BANDIDOS expansion into Ontario was sharply curtailed when the Toronto and Niagara Falls 
chapters were disbanded with some members defecting to the HELLS ANGELS and others leaving 
the gang. The BANDIDOS now have probationary chapters in Kingston and Woodbridge, the latter 
formed by ex-LONERS.” 


Since December 29, 2000, the HELLS ANGELS have established chapters in Keswick, Oshawa, 
Kitchener, Simcoe County, Toronto, Toronto North, Toronto West, Toronto East, Windsor, Thunder 
Bay and Woodbridge. They also formed a NOMADS chapter. There are prospect chapters in 
Niagara Falls and London. Members of the PARA-DICE RIDERS and SATAN'S CHOICE were 
offered full patch HELLS ANGELS membership.” 


7°Halliday, Bob, “Los Brovos Granted Prospect Status by Hells Angels,” The Winnipeg Sun, 21 July 2000; 
Halliday, Bob, “Los Brovos Become Hells Angels,” The Winnipeg Sun, 18 December 2000. 


Cumming, Jason, “Rock Machine Celebrated 2 New Chapters,” The Ottawa Sun, 12 June 2000; “New 
Rock Machine Chapter Opening in Niagara,” The Kitchener-Waterloo Record, 8 August 2000. The ROCK 
MACHINE has a history of associating with the OUTLAWS, specifically the Ontario chapters, who are also long- 
time enemies of the HELLS ANGELS. 


7. amberti, Rob and Jack Boland, “Toronto Bikers Close Chapter,” The Toronto Sun, 6 February 2001; 
Edward, Peter, “Biker Lion Bound for Barrie Area, The Toronto Star, 6 June 2001. 


®BCherry, Paul, “Hells Angels Initiate First Ontario Members,” The Ottawa Citizen, 30 December 2000. 
The Ontario HELLS ANGELS' anniversary date is December 5, 2000. 
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OMGs in Ontario have been dramatically altered by the expansion of the HELLS ANGELS and 
BANDIDOS. The OUTLAWS retain their seven chapters in Sault Ste. Marie, Windsor, London, 
Woodstock, St. Catharines, Toronto and Ottawa. The VAGABONDS have one chapter in Toronto, 
the RED DEVILS have a chapter in Hamilton and the PARA-DICE RIDERS have a chapter in Barrie. 
The SATAN'S CHOICE and LAST CHANCE have patched over to the HELLS ANGELS and the 
LONERS to the BANDIDOS. 


In 1999, the HELLS ANGELS began wrestling control of the Ottawa-Hull drug market from local 
independent drug dealers and the local OUTLAWS through violence and intimidation.” 


The PARA-DICE RIDERS' appeal against a December 1998 Ontario Court of Appeal decision in 
favour of the Durham Regional Police Force in BROWN v. DURHAM REGIONAL POLICE FORCE 
(1998) 43 O.R. (3d) 223 [Ont. C.A.] reached the Supreme Court of Canada in October 2000. Days 
before the case was to be heard, the gang dropped its appeal. They had sued the Durham Regional 
Police Force over roadside stops in the summers of 1991 and 1992, claiming the roadside checks 
were a violation of their rights.” 


There are six HELLS ANGELS chapters in Québec: NOMADS, South, Sherbrooke, Montreal, 
Québec City and Trois-Riviéres. The HELLS ANGELS in the province control the ROCKERS, 
BLATNOIS, EVIL ONES, SATAN’S GUARDS and ROWDY CREW puppet clubs. The HELLS 
ANGELS Québec City chapter controls the DAMNERS in Grand Falls, New Brunswick and the 
DAMNERS DOWNTOWN in Québec City and DAMNERS Gaspesie in Rimouski. There are two 
probationary BANDIDOS chapters, in Montreal and Québec City. 


Warring biker gangs in Québec declared a public truce in October 2000. HELLS ANGELS and 
ROCK MACHINE gang leaders and their lawyers held a "summit" at the Québec City courthouse.” 
The truce was broken when the ROCK MACHINE became probationary BANDIDOS. Sporadic 
violence between the gangs continues. 


4Shulgan, Christopher, “Hells Angels Tighten Grip on Ottawa Rave Scene,” The Ottawa Citizen, 22 
August 2000. 


™>MacCharles, Tonda, “PARA-DICE Riders Drop Supreme Court Case,” The Toronto Star, 11 October 
2000. The Durham Regional Police Service asked the Supreme Court to rule despite the abandoned appeal 
arguing there is confusion regarding police roadchecks. The justices would not proceed without an appellant. 

76Sturino, Idella, “Courthouse Summit for Biker Gangs,” The Chronicle-Herald (Halifax) 28 September 
2000; Ha Tu Thanh, “Warring Biker Chiefs Make up over Dinner,” The Globe and Mail (Toronto), 10 October 2000. 
A similar public truce was declared in Scandinavia in 1997 between the HELLS ANGELS and BANDIDOS. There, 
like Canada, OMGs were facing increased police and political pressure. 
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Outlaw motorcycle gangs continue to use intimidation and violence to promote and protect gang 
interests. In September, Michel Auger, a crime reporter for the Journal de Montreal was shot five 
times in the back but survived. He had recently completed a feature on the recent deaths and 
disappearances of HELLS ANGELS and Mafia members as a result of drug conflicts.’” 


An ongoing investigation into this attack revealed cases of government employees leaking 
information to OMG members. Two cases involved individuals at the Societe de l’Assurance 
Automobile du Québec. Convictions for breach of trust and the fraudulent use of computer data 
have been handed down in one case. The other case is before the courts.” 


There have been a number of operations and convictions against OMGs in Québec in 2000 and to 
date in 2001. Eight members of the BLATNOIS MAURICIE pled guilty to 84 of 162 charges, 
including drug trafficking, assault, kidnapping, violating anti-gang legislation, threats and weapons 
offences. Prison terms ranged between three and eight years. The BLATNOIS, which operates in 
the northern Mauricie region, is a puppet club to the HELLS ANGELS Trois Riviéres chapter. The 
gang used violence and intimidation to direct and control street-level drug dealers.’° 


The trial originally involved 13 defendants, but was later severed. The five remaining BLATNOIS 
members and two HELLS ANGELS face similar charges.°®° 


Eight ROCK MACHINE members and associates were convicted on various charges, including drug 
trafficking. Four individuals were also convicted for gangsterism in the first major success for the 
1997 anti-gang legislation.®' 


An influential member of the NOMADS in Québec is currently in a special isolation cell at the 
Tanguay prison for women facing retrial on charges of ordering the murders of two prison guards 


™Naumetz, Tim, “Hundreds Show Support for Shot Journalist,” The Winnipeg Free Press, 16 September 
2000; Naumetz, Tim, “Politicians on Organized Crime Committee Seek Police Protection,” The Ottawa Citizen, 16 
September 2000. 


8Carroll, Ann, “Two Arrested in Auger Case,” The Montreal Gazette, 31 May 2001; “Government Worker 
Sold Data to Bikers,” London Free Press, 6 June 2001. 


Cherry, Paul, “Eight Blatnois Members Jailed,” The Montreal Gazette, 2 May 2001. Jurors’ identities 
were kept secret and the witness stand was shielded from the view of the defendants. 


8°Panetta, Alexander, “Québec Bikers Pled Not Guilty to 162 Charges in High-Security Courtroom,” 
Montreal Gazette, 17 January 2001; Cherry, Paul, “Eight Blatnois Members Jailed,” The Montreal Gazette, 2 May 
2001. 


StHa Tu Thanh, “Rock Machine Found Guilty,” The Globe and Mail (Toronto), 16 February 2001. 
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in 1997. Three judges of the Québec Court of Appeal unanimously upheld the ruling which keeps 
him in unique detention.°®? 


Anumber of municipalities in Québec are creating bylaws to prevent buildings from being used as 
bunkers for OMGs. Montreal, Dorval and Blainville have passed legislation claiming the bunkers 
violate municipal bylaws and represent a danger to the safety and well-being of the community. The 
Blainville bunker, which was to become the HELLS ANGELS bunker, is now for sale.** 


The HELLS ANGELS have one chapter in the Atlantic provinces, located in Halifax. The BACCHUS 
in New Brunswick, the HIGHLANDERS in Antigonish, Nova Scotia and the CHARLOTTETOWN 
HARLEY CLUB in Prince Edward Island are all associated to the Halifax chapter of the HELLS 
ANGELS. The DAMNERS in New Brunswick are a puppet club of the Québec City chapter of the 
HELLS ANGELS. 


Since 1997, Halifax has experienced a number of drug-related murders and attempted murders as 
the HELLS ANGELS attempt to dominate the drug market.* 


An associate of the HELLS ANGELS Halifax chapter has been charged with 16 money laundering 
and drug trafficking offenses and two counts of murder. After disappearing from Halifax in June 
1999, he was located in November 2000 incarcerated in Grenada. He is the sixth person charged 
in the murders of two associates of the HELLS ANGELS Halifax chapter.” 


82 Macafee, Michelle, “Boucher loses bid to get out of isolation,” The Canadian Press, 12 June 2001. The 
Supreme Court of Canada ordered a new trial on April 19, 2001. 


3 Cherry, Paul, “City Tries to Get Rid of Bunker: Bikers a Menace: Blainville,” The Montreal Gazette, 27 
January 2001; Porter, Hazel, “City Takes Aim at Bikers: New Dorval Bylaw Bans Bunkers,” The Montreal Gazette, 
24 May 2001. 


*4Brooks, Patricia and Randy Jones, “Fugitive Hells Angels Associate Nabbed in Grenada,” The 
Chronicle-Herald (Halifax), 28 November 2000. 


®Brooks, Patricia and Randy Jones, “Fugitive Hells Angels Associate Nabbed in Grenada,” The 
Chronicle-Herald (Halifax), 28 November 2000. 
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Outlook 


OMGs will continue to use violence and intimidation to promote and protect their interests. 


The number of BANDIDOS members and chapters in Canada will increase. 


OMGs will continue their attempts to penetrate legitimate institutions to collect information : 


on rival gang members and law enforcement. 


The HELLS ANGELS will maintain efforts to force Ontario chapters of the BANDIDOS out of : 
that province. 


SEXUAL EXPLOITATION OF CHILDREN (SEOC) 


Highlights 


a 


In January 2001 the Supreme Court of Canada handed down its highly anticipated ruling | 
concerning the constitutionality of Canada’s child pornography laws. In a unanimous | 
decision, the Supreme Court upheld the laws as being constitutional. 


The number of requests for assistance received by law enforcement concerning child [7 
pornography on the Internet continues to rise in Canada. 


Child prostitution continues to be a concern to law enforcement across Canada and notably 
in the Western provinces. 


The sexual exploitation of children (SEOC) is a continuing threat to our country’s children. Despite 
Ongoing public education and awareness campaigns to bring attention to this issue, SEOC remains 
an area of criminal activity that goes largely undetected or unreported. In an effort to combat these 
crimes against children, SEOC has become a national priority within the law enforcement 
community. 
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Criminal Intelligence Service Canada (CISC), which has over 380 law enforcement member 
agencies, initiated a national coordinated law enforcement strategy in 1998. Areas of focus include 
child pornography, child prostitution and sex tourism (Canadians who exploit children in foreign 
countries). CISC works in partnership with Interpol, the Royal Canadian Mounted Police (RCMP), 
Canada Customs and Revenue Agency (CCRA), other federal departments, provincial and 
municipal police forces, and U.S. and international agencies on this initiative. 


Child pornography and the Internet 


The advent of the Internet has created a global information highway. Instantaneous access to 
images and information allows individuals to connect with others from around the world with a click 
of amouse. While this kind of access has merits, there are individuals who also use the Internet 
for the purpose of sexually exploiting children. The Internet provides the means to locate and 
communicate with those who share similar interests and views, to produce and distribute 
pornographic images of children and to lure potential victims through conversation in chat rooms. 


The Internet has facilitated the distribution of child pornography at an alarming rate. The high volume 
of images available through the Internet allows individuals to obtain vast collections more quickly and 
easily than through past conventional methods of distribution. While instances of traditional 
distribution continue to be reported, the bulk of pornographic material flows through the Internet. 
Reports of the number of images retrieved during authorized searches of seized computer hard 
drives have reached into the thousands. 


International investigations relating to child pornography are coordinated through Interpol Ottawa. 
In 1999, a total of 165 requests for assistance were received, including 101 from international law 
enforcement agencies. Two hundred and forty-five requests for assistance were received in 2000. 
Over 350 requests are anticipated in 2001. These requests originate from various law enforcement 
agencies and international hotlines that have been established for reporting this type of crime. With 
the proliferation of Internet users as well as web sites and chat rooms devoted to child pornography, 
it is expected that the number of requests for assistance will continue to increase. 


A federal working group was established in early 2000 under the Canadian Strategy to Promote 
Safe, Wise and Responsible Internet Use. One of the group’s tasks was to study the feasibility of 
a Canadian Internet hotline. Based on the recommendations of several stakeholders, the 
Government of Canada is working with the private sector to create a Canadian hotline that would 
receive complaints made by the public and industry about child pornography on the Internet. 


Hidden dangers 


The anonymity the Internet provides to sexual predators and pedophiles is of great concern to law 
enforcement. Children are at risk of being lured away from their homes by individuals intent on 
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sexually abusing a child. A number of these instances have been reported in the media. In one 
case, a Canadian male entered a guilty plea in February 2001 to charges that he sexually assaulted 
a 13 year old boy he initially met in an Internet chat room.*° A sentencing hearing commenced in 
June 2001. In another case, a Canadian male attempted to make arrangements for a sexual 
encounter with an 11 year-old girl over the Internet. He has since been convicted and given a fifteen- 
month conditional sentence.°®’ 


Increasingly, concerned stakeholders in many Canadian provinces, including law enforcement, 
public interest groups, private industry and representatives from various levels of government, are 
joining together to develop new public awareness and educational campaigns about the potential 
dangers posed by the Internet regarding the sexual exploitation of children. These efforts focus on 
the dangers posed by the Internet and suggest preventative measures. In one such collaboration, 
Industry Canada, the Media Awareness Network and associated partners launched an educational 
web site in March 2001 that focuses on issues related to illegal and offensive content on the 
Internet.°° This web site is another initiative of the Canadian Strategy to Promote Safe, Wise and 
Responsible Internet Use. 


Recent Legislative Responses in Canada 


In June 2000, sections of the Criminal Code were amended with the coming into force of the DNA 
Identification Act. This Act provides provisions to a judge to order that a person convicted of 
designated offences must provide blood, hair or buccal swab samples from which DNA profiles can 
be derived. Most of the current offences relating to the sexual exploitation of children are included 
in the DNA Identification Act’s designated offences. 


In January 2001, a highly anticipated judgment by the Supreme Court of Canada upheld Canada’s 
child pornography laws as being constitutional, with two exemptions. The exemptions referred to 
the possession of written material or recorded images intended solely for personal use. The ruling 
was in response to an appeal launched by the federal government over a 1999 British Columbia 
lower court ruling that struck down Canada’s law against the possession of child pornography as 
being unconstitutional. Even though the lower court ruling technically applied only to British 
Columbia, other Canadian provinces withheld prosecuting related cases pending the Supreme 
Court’s ruling. 


kent Gordon, “Sexual contact with minor ‘consensual’:13-year-old boy portrayed as sexual 
experimenter,” The Edmonton Journal, 26 June 2001, B3. 


87Mickleburgh, Rod, “Ex-politician avoids jail for soliciting sex with child,” The Globe and Mail (Toronto), 
27 June 2001, A1. 


88 or further information please refer to : www.connect.gc.ca/cyberwise. 
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In March 2001, Bill C-15, known as the Omnibus Crime Bill, was tabled in the House of Commons. 
It is currently in the legislative review process. This bill includes new offences and amendments 
to existing legislation regarding the sexual exploitation of children through the Internet and child sex 
tourism. If the legislation becomes law, offences will include: knowingly accessing child 
pornography sites, making child pornography available on the Internet (including web sites that have 
links to child pornography sites) and possession for the purposes of transmitting or exporting child 
pornography over the Internet. One of the most significant elements of Bill C-15 is the proposed 
“luring’®? offence, which would carry a maximum penalty of five years imprisonment. 


In April 2001, Ontario became the first provincial government to enact a sex offender registry. This 
registry will house information relating to convicted sex offenders residing in Ontario. This registry 
is unique in Canada. The government of British Columbia tabled similar legislation in March 2001 mi 


Child Sex Tourism 


Several countries around the world are becoming increasingly popular destinations for individuals 
wishing to have sexual relations with children. In 1997, amendments were made to the Criminal 
Code which extended the jurisdiction of Canadian courts to acts of sexual exploitation of children 
committed by Canadians against children outside Canada. In reference to the preconditions for 
prosecution in Canada, the law distinguishes between commercial sexual exploitation (e.g. child 
prostitution) and noncommercial sexual exploitation. In instances where the allegations do not 
involve child prostitution, prosecutions in Canada can only be initiated at the request of the country 
where the crime reportedly happened. Canada is one of 24 countries which have extraterritorial 
legislation in place to combat sex tourism and other forms of sexual exploitation of children. To date, 
no charges have been pursued under this section of the Criminal Code. 


Bill C-15 contains a proposed amendment that would remove the present procedural requirement 
in noncommercial sexual exploitation cases. This would enable prosecution to proceed, in Canada, 
against Canadian citizens and permanent residents, who commit sexual offences against children 
in foreign countries without first obtaining a formal request from that country. 


The proposed “luring” offence relates to instances where individuals make contact with children in chat 
rooms or through e-mail with the goal of luring them from their homes for the purposes of sexually exploiting 
them. 


"CP “Registry will keep track of sex offenders in B.C.: Some could be monitored for life as a safety 
measure,” The Edmonton Journal , 20 March 2001, AS. 
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Child Prostitution 


Although it is an issue across Canada, instances of child prostitution are most frequently reported 
by law enforcement in the larger urban centres of Western Canada. The average age of children 
involved in this activity is fourteen.°' Many have serious drug or alcohol addictions. Organized crime 
is believed to be involved in this aspect of child sexual exploitation. Several provinces have either 
enacted or initiated legislation or commenced new programs designed to tackle the issues involved 
in child prostitution. 


The Province of Alberta enacted the Protection of Children in Prostitution Actin 1999 as a means 
of combatting the sexual exploitation of children. ThisAct, originally enabled social workers and the 
police to apprehend child prostitutes under the age of 18, without charges, and bring them to a safe 
house for up to 72 hours. In July 2000, an Alberta family court judge ruled the Act invalid as the 
detention violated the young person’s rights under the Canadian Charter of Rights and Freedoms.” 
In November 2000, the Alberta government amended the legislation. Changes included the 
extension of the maximum period of detention without charges to five days and the addition of a 
clause that allowed young people to request a hearing upon detention.** In December 2000, the 
Court of Queen’s Bench reversed the lower court ruling and upheld the law as being constitutional. 


In July 2000, the province of British Columbia tabled legislation, entitled the Secure Care Act, to 
assist children at risk of exploitation. It is anticipated that this law will be brought into force in the fall 
of 2001.% 


°1CBC News Online staff, “Child prostitution widespread:experts’(webposted 28 February 2001). 
<www.cbc.ca/cgi-bin/templates/view.cgi?category=Canada&story=/news/200 1/02/28>[27 February 2001]. 


*? Jeffs, Allyson, “Province spends $10M to keep kids off streets: New money will go to safe house, 
programs to fight prostitution,” The Edmonton Journal , 24 November 2000, A1. 


*2CBC CA News, “Alberts toughens child prostitution law,”(webposted 22 November 
2000).<www.cbc.ca/cgi-bin/templates/print.cgi?/news/2000/1 1/21/child_prostitution> [22 November 2000]. 


°4CBC News Online staff, “Alberta court upholds child prostitute law,” (webposted 22December 2000). 
<www.cbc.ca/cgi-bin/view?/nesw/2000/12/21/prostitution_001221> [14 January 2001]. 


°° Government of British Columbia, “An overview of the Secure Care Act’(n.d) 
<www.mcf.gov.bc.ca/key_initiatives/secure_care/sc_act_overview.htm>[3 July 2001]. 


Criminal Intelligence Service Canada - 2001 5 


In December 2000, the province of Ontario tabled legislation similar to Alberta’s to deal with the 
sexual exploitation of children entitled the Protecting Children from Sexual Exploitation Act.°° In 
addition to this piece of legislation, the Ontario government further introduced the Rescuing Children 
From Sexual Exploitation Actin June 2001. Both Ontario bills are in the legislative review process.°’ 


Outlook 


@ SEOC investigators will continue to be challenged by the increasing number of requests for : 
assistance regarding child pornography on the Internet. 


@ Law enforcement agencies will continue to form joint forces operations to take advantage of . 
investigative expertise and limited resources. 


*©Government of Ontario, “Press Releases” 
<www.newswire.ca/government/ontario/english/releases/December2000/19/c4905.htmI>[19 February 2001] and 
Benzie, Robert, “Ontario aims to stop child sex trade,” The Ottawa Citizen, 20 December 2000, A4. 


*7Government of Ontario,” Press Releases’, 
<www.newswire.ca/government/ontario/english/releases/June2001/21/c6168.html>[3 July 2001]. 
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OTHER MONITORED AND EMERGING ISSUES 
CONTRABAND SMUGGLING 


Highlights 


@ Crganized crime has infiltrated Canada’s marine ports to facilitate the movement of | 
contraband into Canada. 


@ The interprovincial movement of tobacco from lower tax to higher tax provinces continues 


to be a problem although recent changes in the tax structure may affect the dynamics of the | 
illicit tobacco market in Canada. : 


Enforcement initiatives continue to enhance cooperation and coordination between law | 
enforcement agencies within Canada and with the United States to combat the cross-border 
movement of contraband and illegal migrants. 


Organized crime groups are involved in the movement of contraband into Canada and/or its 
distribution. Drug smuggling and trafficking remain the major source of criminal profit for many 
crime groups, but other significant forms of contraband include alcohol, tobacco, firearms, precious 
stones, luxury vehicles and illegal migrants. Canada’s marine ports are sometimes used as a 
conduit for contraband entering and leaving the country. 


There continues to be an illicit tobacco and alcohol market in Canada supplied to varying degrees 
by cross border smuggling and various domestic illegal schemes. 


Illegal firearms continue to be diverted to criminal elements after being smuggled across the border 
from the United States, or stolen from stores or private residences. Illegal migrants enter North 
America through different means and subsequently move between Canada and the United States. 


Tobacco 


In Canada, the illicit tobacco market consists of products from a number of sources, including 
between provinces due to tax differentials, through illegal diversion within a province’s internal 
distribution, smuggled Canadian or foreign brands and illicit manufacture. The participants in this 
illicit tobacco market range from organized crime groups to smaller family-based entrepreneurial 
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operations. Organized crime groups are involved in the inter-provincial movement of tobacco 
products. Cigarettes from Ontario and Québec are acquired for illegal distribution to the prairie 
provinces and British Columbia. In August 2000, the RCMP seized over 11,000 cigarette cartons 
from central Canada that were discovered in a Vancouver mini-storage warehouse and linked to 
Asian crime groups.*® In October 2000, officials in Manitoba intercepted 6,650 cartons of Ontario 
cigarettes concealed in a semi-trailer destined for British Columbia. 


There is some illegal cross-border movement of tobacco including foreign products such as the 
Philip Morris “Marlboro” cigarettes not regularly available in this country. Contraband cigars continue 
to have a substantial market in larger urban centres such as Toronto and Montreal. Over the past 
several years, illicit manufacturing has also been noted, particularly in Québec. 


\llegal tobacco activities occur throughout the international community involving illegal diversion and 
the production of counterfeit cigarettes. These activities may adversely impact on Canada. G8 and 
European Union members meet on a regular basis to discuss common action against large-scale 
cigarette smuggling, illicit manufacturing and the proliferation of counterfeit tobacco through 
intelligence sharing and legislative harmonization. The World Health Organization (WHO) is 
spearheading the creation of a comprehensive global treaty on tobacco related issues called the 
Framework Convention on Tobacco Control (FCTC); an anti-smuggling component will be a key 
component of the FCTC. 


In May 2001, the Government of Canada appealed a June 2000 dismissal by a U.S. District Court 
of their one billion dollar lawsuit, initially filed in mid-December 1999, against RJR-MacDonald Inc., 
RJ Reynolds Tobacco Holdings Inc., several related companies and the Canadian Tobacco 
Manufacturers Council.'°° The lawsuit claimed that the defendants had defrauded Canada of billions 
of dollars in taxes by conspiring with known distributors and smugglers to ship tobacco products 
to the United States and then smuggle them back into Canada for sale on the illicit market. The 
dismissal had been based on the U.S. law known as the “revenue rule” which forbids U.S. courts 
to interpret or enforce foreign tax laws. The United States tobacco industry is facing similar legal 
challenges by other foreign governments including most recently a civil suit filed in 


Culbert, Lori, “Mounties Seize Smokes Smuggled Into B.C.”, The Vancouver Sun, 31 August 2000. 


* Janzen, Leah, “6,550 Cartons of Cigarettes Seized By Tax Investigators ”, The Winnipeg Free Press, 17 
October 2000. 


100s chmitz, Cristin, “Canada Revives U.S. Tobacco Suit”, The Montreal Gazette, 30 May 30 2001. 
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November 2000 from the European Commission alleging that Philip Morris and R.J Reynolds 
Tobacco Holdings were involved in cigarette smuggling into the European Economic Union." 

A new Canadian tobacco tax structure was introduced in April 2001 which included, among other 
changes, tax increases in the five low-tax provinces (Ontario, Québec, New Brunswick, Nova Scotia 
and Prince Edward Island), designed to reduce provincial price disparities, and a revised export tax. 
To date, the effect of this new tax structure on the dynamics of the illicit tobacco market remains 
undetermined. 


Alcohol 


In the aftermath of the 1994 tax decrease on tobacco products in Canada, many criminal 
organizations previously involved in the smuggling of tobacco either switched completely or 
intensified their previous involvement in the movement of illegal alcohol into Canada. This criminal 
activity continues to be attractive to organized crime groups due its strong demand, low risk, and 
high profit potential. The involvement of these organized crime groups in the illegal alcohol market 
is increasing with even small-scale criminal entrepreneurs partnering with organized crime groups 
in order to sustain their operations. 


The United States constitutes the primary source country of smuggled illicit alcohol. This is 
attributed to the sizeable tax differential, its geographic proximity, and the openness of the 
international border. As an example, under the current tax structure, 83 per cent of the retail cost 
of a typical bottle of Canadian spirits in Ontario is paid to provincial and federal governments. This 
is approximately twice the average U.S. level of taxation. 


Alcohol on the illegal market is also obtained through retail/wholesale thefts and illicit manufacture. 
In January 2001, alcohol worth approximately $1.4 million was stolen from a Seagram liquor 
warehouse." Stills for the illicit manufacture of alcohol continue to surface across the country. For 
the most part, these tend to be personal-sized operations but there are larger quantity operations, 
particularly in Québec and the Atlantic region. Alcohol from illicit production carries a health risk for 
the consumer, ranging from bacterial contamination to levels of methanol poisoning which could 
result in death." 


Ole loomberg News, “European Commission Turns Up Heat on Big Tobacco”, The National Post 
(Toronto), 7 November 2000. 


1024 400ch Bandit Snapped”, The Montreal Gazette, 30 January 2001. 


103Mathias, Philip, “The Bootlegging Bonanza”, The National Post (Toronto), 11 November 2000. 
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Technology has provided new opportunities for smugglers to conduct business. The Internet, for 
example, is being used to procure stills, alcohol and information on the illicit manufacturing of 
spirits. 


Illegal Movement of Firearms 


The illegal firearm market in Canada is supplied by a number of sources, both domestic and foreign. 
The United States continues to be the primary source of smuggled firearms entering Canada. 
Domestically, firearms are stolen from private residences and commercial businesses. The 
majority of these firearms end up with criminals, in particular those involved in the illegal drug trade. 
The weapon capability of street gangs is gradually being upgraded to include various illegal 
automatic weapons. 


On June 26, 2001, the Canadian Firearms Centre announced the creation of the National Weapons 
Enforcement Support Team (NWEST) as a national support unit to assist local law enforcement 
in combating firearm smugglers and traffickers. It will assist the police community in dealing with 
issues of violence with firearms.'°* 


Diamond Industry 


With the continued development of diamond reserves in Canada’s north, this country is currently 
one of the top five diamond producing countries in the world. Law enforcement in Canada monitors 
the rough diamond trade to prevent its infiltration by organized crime groups. The potential criminal 
exploitation of the rough diamond market is influenced by a number of factors unique to the 
commodity, including a stable international market, the difficulty in proving or disproving ownership, 
a high profit to size ratio and the ease with which diamonds can be smuggled and laundered. It is 
not difficult for a black market product to appear to be a legitimate product. Diamond trafficking is 
not necessarily perceived by society as a threat to public safety. 


The international rough diamond market has been tarnished by reports from West Africa of rough 
diamonds, often called “blood diamonds”, sold on the black market to raise money to support the 
continuance of regional conflicts."°° Canadian law enforcement is cognizant of the possibility that 
Canada could be used in the illegal international movement and sale of “blood diamonds’, 
particularly products destined for the United States market which is estimated to consume 50 per 
cent of all diamonds each year. 


'04 Canadian Firearms Centre, “National Weapons Enforcement Support Team Targets Illegal Traffickers 
and Smugglers,” 26 January 2001. 


Mitrovica, Andrew, “Blood Diamonds are here, Police Fear”, The Globe and Mail (Toronto), 29 March 


2001. 
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Marine Ports 


Organized crime groups in Canada are involved in the acquisition and distribution of | illegal 
commodities that originate from a foreign source and use Canada’s marine ports as a major conduit 
for the contraband to enter the country. Criminal groups use legitimate commercial movement and 
the transportation industry to camouflage this illegal activity. The contraband includes such 
commodities as drugs, tobacco, alcohol and firearms, but illegal migrants also have been 
discovered hidden within commercial cargo vessels, particularly concealed within cargo containers. 
Marine ports have also been used as points of export for illegal commodities, in particular stolen 
luxury vehicles destined for Asian, South America and East European countries. 

Major crime groups such as outlaw motorcycle gangs, Asian-based organized crime, East 
European-based organized crime groups and Traditional organized crime have infiltrated the marine 
ports of Canada. These groups also develop long term alliances or temporary deals to jointly use 
their connections at any North American marine port to initially move contraband into one country 
and subsequently either way across the U.S./Canada land border. 


The federal government has recognized the potential vulnerability of Canada’s marine ports as a 
conduit for contraband entering the country. In June 2001, the Canada Customs and Revenue 
Agency announced an additional investment of $12 million to assist overall customs enforcement 
efforts, including additional resources concentrated at the marine ports.’ As well, CISC has 
developed and implemented a national marine ports strategy designed to enhance inter-agency 
cooperation and coordination under the umbrella of a “National Ports Working Group” consisting of 
representatives from federal, provincial and municipal law enforcement agencies. Integrated multi- 
agency enforcement units are currently located at the ports of Vancouver, Montreal and Halifax. 


'06Cherry, Paul, “Montreal Port Gets Big Piece of Federal Anti-Drug Cash”, The Montreal Gazette, 22 June 
2001. 
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Outlook 


o 


Organized crime groups will continue to use marine ports to move significant quantities of 
contraband in and out of Canada. 


Anew tobacco tax structure has been implemented but it is too early to determine its effect 


on the current dynamics of the illicit tobacco market. 


The illicit alcohol market will continue to be fueled by contraband products from the United 
States, domestic thefts and illicit manufacture. 


TECHNOLOGY AND CRIME 


Highlights 


Sophisticated criminal organizations are using technology-based counter-surveillance 
measures. 


Every organized crime investigation can benefit from the analysis of an electronic device. 


Credit card fraud in Canada has decreased for the first time in a decade. Nonetheless, this 
sophisticated criminal activity continues to present a significant challenge to law f 
enforcement. 


Technological advances and the Internet have expanded the realm of criminal opportunities that 
organized crime continues to exploit. Organized crime groups have embraced the immediacy 
provided by the Internet when communicating with others or when committing crimes. Technology 
that has been developed to increase security, profit and productivity for legitimate purposes has 
been used by criminals wishing to enhance profits and diminish the likelihood of being detected or 
apprehended. As a result, law enforcement faces many new challenges, notably building the 
expertise and the necessary tools required to effectively combat cyber crimes. 
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Counter-surveillance Measures 


Outlaw motorcycle gangs are using sophisticated technologies to monitor police activity. Many 
Internet-based programs and radio frequency-based devices have legitimate applications, but pose 
a serious threat to officer safety and police operations in the hands of the criminal element. The 
police must be vigilant regarding the counter-surveillance capabilities of sophisticated criminal 
organizations. 


Organized Crime and Hackers 


Around the world, computer hackers illegally access computer systems by taking advantage of 
system vulnerabilities. In Canada, hackers who access a computer system without authorization 
commit an offence under section 342.1 of the Criminal Code. Individuals participate in this type of 
activity for a number of reasons. For example, some hackers are driven by curiosity and others by 
peer recognition. Some claim that enhanced computer security is their motivation. Others have 
political motivations and use hacking as a form of activism. Other still are motivated by power, profit, 
revenge and other acts of malicious intent. Instances of illegal hacking activity in Canada are 
increasing annually. 


Hackers engage in activities such as system intrusions, security breaches, the distribution of 
viruses and denial of service attacks.'°"’ One highly publicized incident that involved security 
breaches and denial of service attacks was committed by a Canadian youth, nicknamed “Mafiaboy”. 
His cyber attacks temporarily shut down several major web sites in February 2000.'° In January 
2001,'°° Mafiaboy pled guilty to five counts of denial of service attacks, fifty-two counts of illegally 


'07 Denial of Service (DoS) attacks are accomplished through the use of software designed to send 


numerous messages simultaneously. These messages ensure that there will be constant dial up, therefore the 
communication link to the server remains busy. These actions either cause the server to crash or denies others 
legitimate access to the server. Variations of the software, available on the Internet, are often exchanged amongst 
hackers. 


ms CP, “Mafiaboy trial may test ‘reasonable doubt’ in cyber crime,” The Edmonton Journal, 18 January 
2001, A10. 


im “Mafiaboy” originally pled not guilty to the 66 charges against him in August 2000. Due to the 
technical complexities involved in the case, it was anticipated that his trial would run three to six months. In 
January 2001, just as his trial was scheduled to begin, “Mafiaboy” changed his plea to guilty on 56 charges. 10 of 
the original charges were dropped. (Source: CBC CA News, “Québec hacker pleds guilty, awaits sentence,” 
(webposted 19 January 2001). <www.cB.C..ca/cgi-bin/templates/print.cgi?/news/2001/01/18/mafiaboy_010118> 
[18 January 2001]. 
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accessing a computer and one count of breaking his bail conditions.""? His sentencing hearing 
commenced in June 2001. 


Apart from the transnational nature of their crimes, hackers and organized criminal groups appear 
to inhabit polar worlds. However, it is well known that organized criminals are increasing their level 
of technological sophistication. These groups are employing individuals with computer expertise and 
are using technology to further their criminal enterprises. For example, criminal groups are using 
the Internet to communicate and to conceal criminal information, to manipulate the stock market, 
to sell illegal drugs and to conduct illegal gambling activity. 


Law enforcement is concerned that hacking is within the reach of organized criminal groups. It is 
only a matter of time before the police encounter evidence that these groups are employing hackers 
to exploit computer systems in support of their criminal activities. Organized attacks against 
computer systems directed by profit-motivated groups could have a devastating impact on the 
computer-based assets of Canadian interests. 


Payment Card Fraud 


For the first time since 1990, a decrease is being reported in the total dollar loss associated with 
credit card fraud in Canada. The Payment Card Partners (PCP) represent the collective interests 
of Visa International, MasterCard and American Express in Canada. The dollar loss figure reported 
by the PCP for 2000 is $172.5 million compared with $226.7 million for 1999. Forged credit card 
activity accounted for $81.1 million of all credit card losses in 2000 compared with $123.6 million 
in 1999. Debit card fraud losses are not reported by the debit card industry. 


These statistics illustrate that efforts to deter and investigate credit card fraud are having a notable 
impact. However, credit card fraud is international in scope and ongoing investigations show that 
sophisticated organized criminals in Canada continue to operate and profit at both the national and 
international levels. In 2000, 33 per cent of Canadian Visa and MasterCard credit card fraud 
occurred outside of the country. Forged Canadian credit card numbers have been used throughout 
North and South America, Europe and the Asia Pacific region. Foreign authorities have seized credit 
card manufacturing factories in China, Japan and the United States which were directly related to 
investigations in Canada. 


In partnership with law enforcement from around the world, Interpol has developed a universal 
classification system for counterfeit credit cards. This on-line database provides a wealth of 
information on payment card fraud internationally and is accessible to Interpol’s 178 member 


0B anarjee, Sidhartha, “Teen still defends Web site sabotage:'Mafiaboy,’'who wreaked chaos for Yahoo 


and E-Bay, is ‘still trying to justify what he did’,” The Edmonton Journal, 20 June 2001, A3. 
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organizations. It includes information such as investigative contacts, card origin, suspects, technical 
examination details as well as technological devices used to forge credit cards. 


Many criminal groups in Canada are involved in forged credit card activity. These groups 
compromise payment card data, manufacture, distribute and use forged credit cards. Proceeds 
from credit card fraud continue to support other criminal activities such as drug trafficking. 


One notable trend relates to credit card fraud and the Internet. Globally, unsophisticated hackers are 
now downloading personal client information, including credit card numbers, from e-commerce 
businesses with weak security measures in place. Some hackers are even attempting to extort the 
businesses by demanding payment to secure the web sites the hackers access without 
authorization. In addition, e-commerce merchants are reporting significant dollar losses from goods 
purchased with stolen credit card numbers. These crimes are affecting e-commerce businesses 
in Canada with increasing frequency. 


Advance fee fraud 


Most traditional get-rich-quick scams, including chain-letters, investment frauds and pyramid 
schemes, have advanced with the technological age and moved on-line. One particular scheme 
that is frequently reported to police across Canada relates to a well-established fraud run by 
Nigerian-based organized crime groups. The advance fee fraud, or 4-1-9 fraud, named after the 
applicable section of the Nigerian criminal code, has victimized people from around the globe. The 
fraud involves enticing potential investors with enormous rewards in return for an advance fee which 
will release frozen funds, allegedly, from Nigeria. Originally, this scheme was distributed by mail 
and then through facsimile machines. Increasingly, victims are contacted by e-mail. Canadians 
have been defrauded $40 million dollars over the past ten years by this scheme. Criminal 
investigations in Canada relating to this type of crime have been successful. As a means of 
reducing the number of future victims, law enforcement promotes public education and awareness 
of advance fee fraud through the media and crime prevention web sites. 


Identity Theft 


Canadians are hearing more and more about an emerging type of crime, called “identity theft’, 
defined as the unauthorized collection and use of personal information, usually for criminal 
purposes.'"' Theft of personal information can be used to obtain new credit or services and new 
identification. In essence, the criminal assumes the victim’s identity to take advantage of his or her 
established credit rating. Often the victim is unaware that the theft has occurred until they try to 
obtain new credit or they receive notification from collection agencies of unauthorized, yet 


| Brivacy Commissioner of Canada,“ Identity Theft: What it is and what you can do about it,” (n.d.). 
<www.privcom.gc.ca/fs-fi/02_05_d_10_e.asp>[28 June 2001]. 
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outstanding, debt. This type of crime is devastating to the victim who is faced with trying to re- 
establish their rightful identity and credit rating. A connection between identity theft and organized 
crime groups has not been established. 


Technological advancements have enabled greater communication between individuals and the 
private and public sector. Through the course of business, personal information is routinely 
collected. Criminally-minded individuals or groups will seek ways to obtain this valuable information. 
In an effort to protect consumers and their personal information, federal legislation was enacted in 
April 2000. The Personal Information Protection and Electronic Documents Act provides direction 
to organizations involved in commercial activity and outlines how they will manage collected 
personal information.''? The first of three phases of this legislation came into force on January 1, 
2001. 


Outlook 


@  Itis only a matter of time before the police encounter evidence that organized criminals are 
employing hackers to exploit computer systems to further their criminal enterprises. 


@ E-commerce sites will continue to be targeted by individuals attempting to exploit stored 
information as well as individuals attempting to purchase goods with forged credit cards. — 


, A A A A 


"2 Brivacy Commissioner of Canada,“ An Overview of the Personal Information Protection and Electronic 
Documents Act,”(n.d.). <www.privcom.gc.ca/legislation/02_06_07_e.asp>[28 June 2001]. 
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Criminal Intelligence Service Canada would like to receive feedback on its Annual Report on 
Organized Crime in Canada in order to improve the quality of the report and its value to 
Canadian society. CISC invites you to complete and return this evaluation form. Your 
comments and suggestions will ensure a better report. 


How informative is the Annual Report on Organized Crime for each of the following criteria? 


National Overview No use 1 2 3 4 Most useful 
Organized crime groups No use 1 Z 3 4 Most useful 
Scope of criminal activities No use 1 2 3 4 Most useful 
Law enforcement response No use 1 2 3 4 Most useful 
Emerging trends No use 1 2 3 4 Most useful 


Please circle the number which best describes your judgement about the content of the report. 
1 = Poor and 7 = excellent) 


( 
Readability and understanding 1 Z 3 4 s) 6 4 
Organization of the report 1 P34 3 4 6) 6 if 
Quality and usefulness of information 1 2 3 4 5 6 7 
Overall value 1 2 2. 4 5 6 if 


How does the information in this report impact on your views of organized crime? 


How can CISC improve this Annual Report on Organized Crime? 


This form is available on CISC’s website at www.cisc.gc.ca. CISC welcomes your comments and 
requests that you complete the information box and return this form by e-mail, fax or mail to: 


Criminal Intelligence Service Canada 

1200 Vanier Parkway, Ottawa, Ontario, K1A 0R2 
Fax: (613) 993-3928 

Email: webmaster@cisc.gc.ca 
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